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“Which is the most important step a person can take?
It is not the first one, is it?
It’s the next one. Always the next step.”

Dalinar Kholin, in the book Juramentada.

“You mostly failed. This is life. The longer you live, the more you fail.
Failure is the mark of a life well lived. In turn, the only way to live without
failure is to be of no use to anyone. Trust me, I’ve practiced.”

Sagaz, in the book Juramentada.

“I am grateful for all that life has brought me, both the joys and the sorrows,
as each experience has shaped me into who I am today, positioning me here,
exactly where I wish to be. Journey before destination. ”

Aitor Martinez Seras, myself.
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As we witness the rapid ascent of artificial intelligence, concerns regard-
ing the safety of AI models have significantly heightened. It encompasses
AI alignment and robustness and resilience, the former being the ability
to withstand unknown scenarios and the latter the ability to adapt to such
new scenarios. All these attributes are becoming essential pillars for future
models, which need to be trustworthy to gain acceptance in industries and
among the general public. In fact, it is increasingly likely that models will
not only need to be inherently trustworthy but may also soon be legally
required to demonstrate this characteristic.

Despite the critical importance of safety, the current research landscape
shows a notable deficiency in studies focused on it. However, since 2016,
the Out-of-Distribution detection paradigm has been developed to enhance
model robustness by endowing them with the ability to identify and handle
inputs that are unknown or outside of their training distribution inputs,
i.e., that carry semantics from a foreign data distribution.

Since its inception, this framework has gradually captured the atten-
tion of the scientific community for its applicability in real-world settings.
Today, there is a substantial body of work in this field, with even offi-
cial benchmarks established for testing various proposed OoD detectors.
Yet, the literature on OoD detection predominantly focuses on a specific
task—supervised image classification—often utilizing image datasets that
are not particularly complex.

This Thesis aims to investigate robustness through the expansion of the
OoD detection framework. Specifically, it explores other types of models
such as Spiking Neural Networks, different tasks like Object Detection, and
alternative learning paradigms such as Reinforcement Learning. Through
this research, we seek to broaden the scope of the OoD detection frame-
work beyond its traditional applications, whether by exploring uncharted
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approaches or by tackling tasks that are closer to practical real-world ap-
plications.

This dissertation demonstrates that the OoD detection framework is a
highly useful paradigm for Open World Machine Learning, which brings us
closer to implementing models capable of learning, recognizing their knowl-
edge gaps, consolidating new knowledge from these gaps, and integrating
this knowledge into the model.
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Chapter 1

Introduction

The rapid advancements and widespread adoption of Artificial Intelligence
(AI) systems for real world applications have underscored the urgent need
for these models to be trustworthy. But what trustworthiness means for
AI is a matter of present concern and has become a highly debated topic
in the recent years, attracting significant interest from scientists, institu-
tions, businesses, and governments alike. A major step in elucidating it
was the publication of the “Ethical Guidelines for Trustworthy AI” [1] in
2019 by the European Union, an actor with relevance in the matter. The
text outlines seven key requirements for trustworthy AI and identify three
essential pillars for fulfilling these requirements. The robustness of an AI
system is recognized as a crucial element, since one of the seven require-
ments is the “technical robustness and safety” and the robustness itself is
underlined as one of the three pillars.

As evidenced, robustness is closely related to safety. In fact, AI safety
can be defined as an interdisciplinary field concerned with preventing ac-
cidents, misuse, or other harmful consequences that may result from AI
systems. It encompasses AI alignment (including machine ethics), robust-
ness and resilience, which need monitoring and inspection to ensure them
[2]. In other words, the robustness of a model contributes to greater safety
and, therefore, better trustworthiness by the users (audience) of the AI-
based system. The current challenge, as highlighted by many influential
authors in this field his 2024 work [3], is the lack of sufficient research in
this area.

In summary, the scientific community is not paying enough attention to
the safety and robustness of AI models, the latter being vital for deploying
models reliably in the open-world. But what defines a robust model?
According to the European Commission, a robust AI model is one that
“does not cause any unintentional harm, working in a safe and reliable
fashion from both technical (performance, confidence) and social (usage,
context) perspectives”. Focusing more on the technical aspect of robustness,
which is the primary concern of this Thesis, we refer to the definition [4]
provided by the National Institute of Standards and Technology (NIST)
in the United States AI Risk Management Framework:

“Robustness or generalizability is defined as the ability of a system to
maintain its level of performance under a variety of circumstances. [...]
Robustness requires not only that the system perform exactly as it does
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under expected uses, but also that it should perform in ways that minimize
potential harms to people if it is operating in an unexpected setting.”

Therefore, a robust AI model must be capable of withstanding mali-
cious actors attempting to alter its behavior and be able to handle sit-
uations where the initial data distribution changes during operation. It
can be caused due to non-stationarities in the modeled concepts (concept
drift [5]) or the arrival of new unknown classes that may not necessarily
be outliers to the model’s training. Ultimately, this means having a model
prepared to effectively face the open-world machine learning paradigm,
which should follow the following pipeline:

Characterization

Trained model
New

Unknown
Data

Learning/

Initial
Data

Adaptation

Consolidation

New Categories

OoD Detection

New Concepts/

Training
Data Distribution

Open-World

Machine Learning

Patterns

Figure 1.1: A model deployed in an Open-World facing unknown data.

These different components are currently being addressed in various ways:

• Out-of-Distribution (OoD) Detection. The model must first be
capable of detecting the presence of new elements or dynamics. In this
context, open set detection, novelty detection, or, more generally, Out-
of-Distribution detection are responsible for this task.

• Characterization. Departing from a number of different unknown
elements, they must be grouped into several concepts by identifying
instances with similar features.

• Consolidation. The next step involves consolidating the new concepts
into new knowledge, i.e., being able to differentiate groups or classes
among the new concepts. Unsupervised clustering algorithms or topo-
logical studies can be particularly useful in this regard.

• Learning/adaptation. Finally, the newly detected and correctly iden-
tified and consolidated knowledge must be incorporated into the model.
Techniques from the paradigm of class incremental learning [6] can be
especially beneficial for this purpose, as well as data stream learning [7]
techniques for the case where data comes in a continuous flow.
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1.1 Motivation
In this Thesis, our objective is to advance the detection component of
the presented workflow, specifically in OoD detection. Since the inception
of OoD detection in 2016 with Dan Hendrycks’ work [8], this field has
garnered considerable attention from the scientific community.

OoD detection aims to develop AI models capable of recognizing when
they are being queried to predict an example that does not belong to
the learned knowledge during training, i.e., a sample outside the statisti-
cal distribution of the training data. Simultaneously, these models must
maintain acceptable performance on known data.

Since its inception, the OoD detection community has predominantly
focused on image classification due to the ease of implementation of image
classification models and the simplicity of obtaining OoD data for experi-
ments. In this context, it is relatively straightforward to find datasets for
training a model on a specific domain, such as classifying animal species,
and then test the model on samples outside its training distribution, such
as images of vehicles. Without an OoD detector implemented, the model
would misclassify each vehicle image as one of the learned animal species.
The desired behavior, however, is for the model to recognize that the query
falls outside its knowledge and to alert the human accordingly.

Therefore, most OoD detectors have been designed for the Supervised
Learning (SL) task of image classification, with the preferred option for
models being the traditional Neural Networks (NNs). Despite recent shifts
in focus towards other possibilities, we believe there is insufficient research
in new areas. Thus, we envision the need to extend OoD detectors towards:

• New models. Lately, the research community has increasingly focused
on highly efficient bio-inspired models, termed Spiking Neural Networks
(SNNs). The main reason for this interest is the computational effi-
ciency offered by these networks, making them particularly attractive
for the future, where the massive deployment of AI systems will make
the efficiency of them a significant concern. Moreover, their low power
consumption makes them especially suitable for use in embedded AI
systems. Nonetheless, unlike for traditional NNs, there is not yet any
research done for SNNs in the field of OoD detection.

• Unexplored tasks and learning scenarios. While image classifica-
tion is a useful task, it is not so commonly implemented in real-world
systems. Object detection, a closely related task, is widely used in nu-
merous applications, such as robotics and autonomous driving. This
task presents new challenges due to the increased complexity of the
models and the difficulty of obtaining OoD or unknown data, which
the community is just beginning to address. In terms of other learning
scenarios, Reinforcement Learning (RL) has received minimal attention
in the OoD community, despite its potential to be revolutionary in the
near future.

In light of the aforementioned objectives, this Thesis aims to expand
the boundaries of the OoD detection paradigm, covering a type of models
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not covered yet, the SNNs, and tasks or learning scenarios that are not
tackled enough in the literature, namely, object detection and RL.

1.2 Outline and Contributions of the Thesis
In accordance with the research objectives stated above, the Thesis is
structured in chapters, each addressing one specific goal: OoD detection
in SNN, OoD in object detection tasks, and OoD in RL scenarios. A brief
summary of each of these chapters is presented below.

Chapter 2: Background
Before proceeding with the original technical contributions of this Thesis,
this second chapter aims to introduce and condense all the needed infor-
mation to understand them thoroughly. First, the problem of the OoD
detection is defined in a mathematical fashion, together with the meth-
ods that will be used for the benchmarks in the different chapters. At the
same time, an extensive introduction on the operation of the SNNs is devel-
oped, given that they are not mainstream neural networks and their inner
workings being considerably different to the traditional ones. Moreover,
knowing how they operate will be important to understand the technique
developed for them. In addition, object detection framework is explained
and a brief summary of the evolution of the field is provided, alongside
the explanation of the workings of one- and two-stage object detectors.
Finally, the RL learning paradigm or scenario is introduced, together with
the mathematical notation that will be used for the corresponding techni-
cal contribution.

Chapter 3: Out-of-Distribution Detection in Image Clas-
sification for Spiking Neural Networks
In this chapter we introduce a pioneering method for OoD detection tai-
lored to the previously unexplored realm of SNN models. This approach
capitalizes on the internal mechanisms of SNNs. The technique is evalu-
ated against and integrated with post-hoc OoD detection methods, which
are detailed in Chapter 2. We assess its performance across various types
of image classification datasets, including black and white, colored, and
neuromorphic datasets. Additionally, we enhance our detection method
with the capability to provide explanations for its detections. This feature
not only augments the model’s transparency, but also significantly boosts
its overall trustworthiness in a current European regulatory context where
robustness is a pillar for AI trustworthiness [9].

Chapter 4: Out-of-Distribution Detection in Object
Detection
Throughout this chapter we present an study on the performance of the
single-stage object detectors for the unknown object detection. We design
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our own OoD detector for this models with the premise of not entailing re-
training and test it together with the post-hoc OoD methods to obtain the
optimal configurations. Driven by the conclusions of the previous chap-
ter, we fuse our method with the post-hoc methods and finally compare
all against the state-of-the-art (SOTA) techniques, mainly implemented in
two-stage object detectors with the need of retraining the model.

Chapter 5: Out-of-Distribution Detection in Reinforce-
ment Learning with Sparse Rewards
This chapter delves into the design and leverage of the OoD detection
framework in the RL scenario, specifically for sparse reward environments.
Our aim is double in this technical contribution. On the one hand, we
define some OoD detection methods exploiting the RL agent’s architecture
and the modules (e.g., intrinsic motivation modules) typically required to
solve this type of environments. Subsequently, after the detection, we
study the possible adaptation strategies that could be utilized, regarding
to the knowledge transmission of the agent to the new scenario. We also
test if adding new modules to elicit the learning of the representations
could be beneficial.

Chapter 6: Concluding Remarks
Finally, Chapter 6 encapsulates the key insights garnered from several
years of research. It also lists contributions made to conferences and jour-
nals. Additionally, this chapter outlines future research directions that are
consistent with the thematic interests of this Thesis.

1.3 Reading this Thesis
The chapters of this Thesis do not necessarily need to be read in sequence.
While the organization follows a logical progression, readers already versed
in the various models, tasks, and learning scenarios may prefer to start
with the experimental chapters (3, 4, 5). They can consult the background
chapter (2) as needed, especially if the related work discussed within the
chapters does not provide enough context to fully grasp the contributions.

Chapter 6 concludes with a summary of the findings and possible exten-
sions based on the outcomes from each chapter. It also outlines potential
avenues for future research.
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Chapter 2

Background

In this section, an extensive presentation of the concepts fundamental for
this Thesis provided. We start defining the guiding thread of all the chap-
ters, the OoD detection framework in Section 2.1. We include a detailed
description of the various approaches that will be used throughout the
Thesis in Subsection 2.1.1. Subsequently, the specific contextualization
for each technical contribution chapter is given. For Chapter 3, Section
2.2 undertakes an extensive introduction of the SNNs operation. In Sec-
tion 2.3, the essential concepts of the object detection tasks are explained
alongside a concise review of the history of the models developed, to finally
delve deeper into the inner workings of the single- and two-stage models.
To conclude, Section 2.4 presents a comprehensive overview on the RL
learning paradigm and the techniques needed to solve the environments
used for the experiments in Chapter 5.

2.1 Out-of-Distribution Detection
Before formulating the problem in a mathematical fashion, it is important
to clearly define what the OoD detection encompasses and to establish
the similarities and differences with other related tasks, such as outlier,
anomaly and novelty detection. This is precisely the central matter tack-
led in the comprehensive survey recently contributed in [10], which also
points out several misconceptions existing in the literature. This work
distinguishes between two different types of shift in data: the semantic
shift and the covariate shift. The latter stands for the situation where fea-
tures of the input data vary without any change in the class they belong
to. Stated differently, the statistical dependence between variables change,
but not their relationship with the output variable. In contrast, semantic
shift refers to the case when the new data belongs to a class different than
the ones learned by the model during its training stage. This being said,
it is important to note that OoD detection addresses only semantic shift.

To clarify the application domain in which OoD detection can be for-
mulated, we start by differentiating it from the above-mentioned tasks.
The most distinct task is outlier detection, as it does not follow the classic
train-test schema. Instead, a set of observations is provided, and the task
is to detect significantly different samples from this contaminated dataset
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Figure 2.1: Difference between semantic and covariate shift. The semantic
one occurs when a new class (star) emerges. In the covariate shift, the
features of the input change (the color of the figures, from red to blue) while
maintaining the semantics (the label), what makes the model incorrectly

classify some instances.

of observations. Both semantic and covariate shifts can occur in this sce-
nario. Conversely to outlier detection, OoD detection is assumed to occur
under a train-test schema. As concluded in [10], OoD detection can be
regarded as a super-category that includes semantic anomaly detection,
multi-class novelty detection and open set recognition [11]. Summarizing,
in OoD detection a model is learned from a training set that is sampled
from a given ID dataset, whereas test samples are drawn evenly from either
the in-distribution or from a semantically different distribution, namely,
the aforementioned OoD dataset. The objective is to correctly classify test
samples as belonging to the ID or OoD distributions, while maintaining
the performance of the model in the original classification task. In almost
all cases, detection is ultimately achieved by crafting a scoring function
that assigns different scores for the in- and out-distribution samples.

Mathematically, the OoD detection task aims to distinguish whether
a query instance xquery belongs to the data distribution of the data used
to train the model, or alternatively can be thought to belong to another
different distribution. Without loss of generality, let the in-distribution
dataset be denoted as D𝑡𝑟 , which is drawn from a probability distribution
𝑃X (x) defined over a space X ∈ R𝐾 . This dataset is used to learn a classifier
𝐹𝜃 (x) by adjusting the model’s parameters 𝜃 so as to maximize its general-
ization capability over a set of labels or classes {1, . . . , 𝐶}. Once the model
has been learned, the classifier can infer the class 𝑦 = 𝐹𝜃 (x) ∈ {1, . . . , 𝐶} of
any new sample x ∈ R𝐾 . We further assume another distribution 𝑄X (x),
the out-distribution, which is different than 𝑃X (x) but defined over the
same space X. New query examples can be sampled from a mixture dis-
tribution 𝑀X |𝑍 (x|𝑧) such that 𝑀X |𝑍 (x|𝑧) is equal to 𝑃X (x) if 𝑧 = 1, and
𝑄X (x) if 𝑧 = 0. If 𝑍 follows a uniform binary probability distribution, an
OoD detector 𝐺 (x) aims to distinguish which query instances xquery follow
the in-distribution from the ones which not, without observing variable 𝑍,
and by only resorting to the trained model 𝐹𝜃 (x). This explanation is
graphically presented in Figure 2.2.

Recalling to [10] and following its proposed taxonomy, OoD detection
methods can be divided in three types: classification-based, density-based
or distance-based. The techniques that are designed in this Thesis for the
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ŷ = Fθ(x) ∈ {1, . . . , C}

xquery ∈ QX(x) OoD

xquery ∈ PX(x) ID

xquery

z = 1

z = 0

MX|Z(x|z)

QX(x) ∈ X
OoD

ID

PX(x) ∈ X

Figure 2.2: Detailed mathematical explanation of the OoD framework.

different uses cases fall within the latter category. Nevertheless, we herein
focus on the literature related to some of the classification-based methods,
specifically those which can be labeled as post-hoc methods. These detec-
tors can be adapted to the mainstream neural networks with no to minor
changes to their cores.

The first paper coining the Out-of-Distribution detection term was ac-
tually a classification-based method, presented in [8] and often referred to
as the baseline method. This approach utilizes the so-called Maximum
Softmax Probability (MSP) to detect OoD samples, based on the observa-
tion that samples belonging to the ID dataset tend to have a higher MSP
value than OoD instances. By simply defining a threshold on this score,
their method achieved acceptable results in a wide variety of datasets. The
authors in [12] went one step further by applying a temperature scaling
strategy to the softmax computation, which pushes softmax scores of in-
and out-distribution samples further apart from each other. In addition,
they included input preprocessing by adding small gradient and softmax
dependent perturbations to the data, slightly improving the performance.
They named their method ODIN. More recently, the work in [13] assumed
that the feature space of the penultimate layer of a classifier follows a
Gaussian distribution, allowing for the estimation of mean and variance
statistics from the features of every class. A posterior fit of a multivari-
ate Gaussian distribution and the usage of Mahalanobis distance to gauge
the closest class-conditional distribution is used for OoD detection. Fol-
lowing the strategy posed in [12], the performance is improved by adding
small noise perturbations; this time depending on the Mahalanobis dis-
tance rather than softmax.

Contrarily to previous approaches, in [14] a technique called Outlier
Exposure is presented for improving the performance of existing detec-
tors. Authors propose to leverage the enormous quantity of data available
nowadays by modifying the training process of neural networks with the
addition of an additional term to the original loss function. This term
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depends on the original task (classification, density estimation, etc.) and
on the detector in use. This term helps the model to learn heuristics that
will improve the detector’s performance. Later, an energy-based detector
was derived in [15] by adapting the concept of Helmholtz free-energy to
deep NNs, expressing it in terms of the denominator of the softmax ac-
tivation. Therefore, each sample is assigned an score based on its logits
(its energy), which is shown to be higher for OoD samples than for ID in-
stances. This was proven to yield even better detection performance than
previous softmax-based scores.

Thereupon, the study presented in [16] improved the computational
efficiency at inference time of the energy-based detector by training mul-
tiple intermediate classifiers operating at different depths of the trained
neural network. The intermediate activations of the neural networks are
extracted at certain depths of its internal layered structure depending on
its complexity, leveraging the intuition that less complex OoD samples can
be detected by using low-level activation statistics of the network. Extend-
ing the success of the energy-based detectors, authors in [17] came up with
a new scoring function (JointEnergy), which exploits the joint uncertainty
across labels by aggregating the label-wise free energy for multiple labels.

In contrast to presented methods, GradNorm [18] explores the model’s
parameters and the gradient space to compute an OoD score. Specifically,
GradNorm backpropagates the Kullback-Leibler (KL) divergence between
the softmax output and the uniform distribution, computing the OoD score
by extracting the gradients of the last fully connected layer and calculating
its L1 norm. Subsequently, [19] proposed a simple post-hoc method forged
as Rectified Activations (ReAct), which is applied to the penultimate layer
of a network to truncate the activations at inference time. Its effective-
ness is supported by the finding that applying the BatchNorm statistics of
ID training data to the OoD data at inference time leads to abnormally
high activations in all layers, and therefore to the model’s output, deterio-
rating the detection performance. Basically, ReAct limits the activation’s
value, yielding better detection scores than the previously presented tech-
niques hinging on the logits of the network. Another interesting detector is
RankFeat [20], which relies on subtracting the rank-1 matrix from the high-
level feature, and using logits derived from this perturbation to compute
the OoD score. In their work, authors demonstrate that in-distribution
samples are less affected by this perturbation, enabling the detection of
OoD samples in the logit space.

More recently, in [21] a novel hyperparameter-free and computationally
efficient OoD detection method is designed by leveraging Modern Hopfield
Networks. The approach utilizes the penultimate layer outputs of a neural
network as representations of ID data, which are then stored as patterns.
These stored patterns serve as anchors to measure the discrepancy of un-
seen data, facilitating OoD detection. The authors derive a simplified
version of the Hopfield energy function, termed SHE (Simplified Hopfield
Energy), which uses a single stored pattern per class, obtained by averaging
the penultimate layer outputs of training samples within each class. Au-
thors in [22] introduce a novel, straightforward method for OoD detection
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called Activation Shaping (ASH). ASH is a post-hoc, on-the-fly technique
that prunes a significant fraction (e.g., 90%) of a sample’s activations at
a late layer of a neural network, simplifying or lightly adjusting the re-
maining activations. Similar to this, the work in [23] focuses on activation
shaping. Specifically, their analysis reveals that while scaling significantly
enhances OoD detection, pruning has a detrimental effect. Building on this
insight, they introduce SCALE, a simplified post-hoc enhancement method
that achieves state-of-the-art OoD detection without compromising ID ac-
curacy. Additionally, they propose Intermediate Tensor SHaping (ISH), a
training-time method that incorporates scaling concepts to improve OoD
detection performance. ISH demonstrates substantial improvements, em-
phasizing the critical role of activation distributions in distinguishing ID
data.

It is also important to highlight that, in response to the lack of stan-
dardized benchmarks—which led to unfair comparisons and inconclusive
results—some authors introduced OpenOOD [24], a well-structured code-
base that implements over 30 methods from the aforementioned related
fields such as anomaly detection and open set recognition. OpenOOD
provides a comprehensive benchmark under the generalized OOD detec-
tion framework for image classification tasks, facilitating rigorous and
fair evaluations of OOD detection methods. Building on this foundation,
OpenOOD v1.5 [25] introduces significant improvements to ensure accu-
rate, standardized, and user-friendly evaluations. It extends capabilities
to large-scale datasets like ImageNet and explores full-spectrum OOD de-
tection, which considers both semantic and covariate distribution shifts.
New features include an online leaderboard and an easy-to-use evaluator.

In conclusion, the OoD detection is an important framework that has
received significant attention since its inception. Nevertheless, the ma-
jority of research has predominantly focused on the image classification
task within traditional neural networks, as demonstrated by the presented
works and the OpenOOD benchmark.

2.1.1 Logits-based Post-hoc OoD techniques
To evaluate an OoD detection method on a specific model, compatibility
between the method and the model is essential. The technical contribu-
tions of this Thesis aim to extend the OoD detection framework to tasks
and models that have been less explored. Consequently, we must select
methods that are compatible with these applications, hence focusing on
post-hoc detection methods. However, adapting some widely acknowl-
edged post-hoc detection methods to the models and tasks discussed in
subsequent chapters—such as spiking neural networks (Chapter 3) and the
object detection task (Chapter 4)—proves challenging or even unfeasible.

Therefore, we will employ post-hoc techniques that are completely
model-agnostic, being that the model is any neural architecture under
choice for any classification task. In fact, these methods depend solely on
the logits from the model, i.e., the activations of the final layer before the
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application of the Softmax function, which is typically used to generate a
probability distribution over the established categories.

The most widely used logits-based OoD detection methods include
MSP [8], ODIN [12] and Energy [15]. These methods derive a score for
each input sample x by computing a function 𝑓𝑂𝑜𝐷 (·) using the logits ob-
tained from the model’s 𝐹𝜃 forward pass. The MSP method calculates the
maximum softmax probability as the score. ODIN enhances separation
between OoD and ID samples by incorporating a temperature scaling T
into the softmax calculation. Meanwhile, the Energy method defines the
free energy function in terms of the denominator of the softmax activation.
To align with the conventional definition where positive (in-distribution)
samples have higher scores, the negative of the free energy function is used.
The equations for these methods are as follows:

MSP : 𝑓𝑂𝑜𝐷 (x) = max𝑖
exp(𝐹𝜃𝑖 (x))∑𝐶
𝑖=1 exp(𝐹𝜃𝑖 (x))

, (2.1)

ODIN : 𝑓𝑂𝑜𝐷 (x) = max𝑖
exp(𝐹𝜃𝑖 (x)/𝑇)∑𝐶
𝑖=1 exp(𝐹𝜃𝑖 (x)/𝑇)

, (2.2)

Energy : 𝑓𝑂𝑜𝐷 (x) = −𝑇 · log
𝐶∑︁
𝑖=1

exp(𝐹𝜃𝑖 (x)/𝑇), (2.3)

where 𝐹𝜃𝑖 (x) refers to the logit value of the 𝑖th class or category, obtained
by processing the input instance x utilizing the model 𝐹𝜃𝑖. The tempera-
ture 𝑇 utilized in ODIN varies and is specified in each respective chapter,
whereas for the Energy method, the temperature is consistently set to 1,
in accordance with recommendations from the original study.

A threshold 𝜆 is subsequently imposed on the score to discriminate
between the ID and OoD samples, as:

𝐺 (x) =
{
1 (ID) if 𝑓𝑂𝑜𝐷 (x) > 𝜆,
0 (OoD) if 𝑓𝑂𝑜𝐷 (x) ≤ 𝜆.

(2.4)

Typically, this threshold is set to ensure a 95% True Positive Rate (TPR),
i.e., the proportion of in-distribution images correctly classified as in-
distribution. The application and effects of this threshold are visually
illustrated in Figure 2.3.

It is of utmost importance to clarify that while ODIN also incorporates
a perturbation technique to enhance OoD detection, this approach is not
readily adaptable for SNNs or object detection models discussed in this
Thesis. Consequently, this aspect will not be implemented in these cases,
and further details are omitted.
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Figure 2.3: Selection and application of the OoD threshold 𝜆.

2.2 Spiking Neural Networks
Often referred to as the third generation of artificial neural networks, this
family of neural networks has garnered significant attention since their in-
ception. Not only because they can represent more faithfully the inner
stimuli of the human brain, but also due to the technical advantages that
their particular information processing strategy entails in terms of spatio-
temporal pattern learning and energy efficiency. In the brain, information
flowing between neurons is conveyed through synapses by trains of short
electric pulses called spikes, so that neurons receive and accumulate them
as potential in their membrane. When a potential threshold is met, the
neuron emits an pulse (spike) of its own to the subsequent neuron. The
neuron emitting a spike is the pre-synaptic neuron, whereas the receiver
neuron is referred to as post-synaptic neuron. Mimicking this dynamic be-
havior offers an inherent way to deal with temporal data, and the sparsity
and binary nature of spikes makes it possible to reduce dramatically the
energy consumption of these models when deployed on specialized hard-
ware, as chips like IBM’s TrueNorth [26], SpiNNaker Chip [27] and Intel’s
Loihi [28].

A major drawback of SNNs is the fact that spiking neurons are not
differentiable due to the discontinuity of the spike. Therefore, gradient
backpropagation-based learning schemes are not directly applicable. To
overcome this issue, plenty of learning methods have been proposed over
the years, ranging from new bio-inspired learning rules to adaptations of
the gradient descent algorithm to deal with the aforementioned disconti-
nuity, among others. To top it all off, each learning method comes with
its own limitations in terms of input encoding scheme, neuron models,
network architectures and network running mode, among others [29]. In
this subsection we briefly revisit them as a referential knowledge base for
concepts later referred to in the remainder of the article.

Encoding methods for SNNs can be divided into two big groups: rate
encoding schemes and temporal encoding schemes [30]. In both cases,
their purpose is to transform input samples into spike trains that can be
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processed by the network. As such, rate encoding schemes embeds input
data information in the instantaneous or averaged rate of generated spikes
in a single or group of neurons, i.e., in the count of spikes emitted within
a time encoding window. On the other hand, temporal encoding methods
conveys the input information in the precise timing of the spikes.

As for the neuron models, a great variety exists, each with its own
biological plausibility and processing efficiency. Basically, they describe
the evolution of the membrane potential of the neuron and the spike gen-
eration at different levels of detail. The Leaky Integrate-and-Fire (LIF)
model, for instance, is the most implemented model in the SNN community
due to its low computational cost and simplicity when describing neuron
dynamics [31]. Basically, the neuron integrates the input spikes as currents
applied to a resistor–capacitor (RC) circuit that increases its voltage until
a threshold is exceeded. At this point in time, a spike is emitted and the
voltage of the neuron is reset to the resting value. Sometimes it is also
modeled with the so called refractory period, a interval of time after the
reset in which the neuron can not generate any output spike. This whole
process is illustrated in Figure 2.4. The LIF neuron abstracts away the
shape and profile of the output spike: it is simply treated as a discrete
event. As a result, information is not stored within the spike, but rather
the timing (or frequency) of spikes. The Spike-Response Model (SRM)
behaves similarly to the LIF model, with the main difference being that it
has an adjustable threshold that depends on the time since the last post-
synaptic spike occurred. While LIF models are usually defined in terms
of differential equations, the SRM expresses the membrane potential at a
certain time as an integral over the past [32]. More biologically plausible
models include the Hodking-Huxley or the Izhikevich models [33], among
others.
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Figure 2.4: Leaky Integrate-and-Fire (LIF) neuron operation.

As in traditional neural networks, SNNs can run in an offline or on-
line fashion. SNNs have shown their ability to build spike-time learning
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rules that capture temporal associations by leveraging spike information
representation. Therefore, not only they are well suited for learning from
spatio-temporal data in a batch learning setting, but they are also inher-
ently effective for handling these temporal associations in streaming data
[34].

After the above short primer on concepts related to SNNs, we proceed
by describing several learning algorithms relevant to our study. It is not
the aim of this research to comprehensively review all existing learning
methods for SNNs. Therefore, some few insights about the most relevant
approaches for this purpose are next provided. To begin with, the Spike-
Time Dependent Plasticity (STDP) [35] is a strongly bio-inspired unsu-
pervised learning rule that strengthens the connection between pre- and
post-synaptic neurons that fire one after the other and that has inspired
many other learning algorithms. SpikeProp [36] was the first to train SNNs
by backpropagating errors, done on a single hidden layer architecture, with
the SRM neuron model and the limitation that neurons were limited to
emitting only one spike. Works thereafter refined this method to enable
multiple spike firing at desirable times [37]. The main idea of the Spike
Pattern Association Neuron (SPAN) [38] is to transform the input and the
desired output spike trains into analog signals by convolving the spikes
with a kernel function. In this manner, the computation of error signals is
simplified, allowing for the application of gradient descent to optimize the
synaptic weights.

However, learning methods discussed so far have difficulties to effec-
tively train deep (multi-layered) SNNs. Surrogate Gradient (SG) meth-
ods overcome the discontinuity of the spiking neuron model by substi-
tuting it with a smooth continuous relaxation. Therefore, it does not
impose any restrictions in the learning algorithm that can be used to
train the model. Consequently, SG methods can be combined with Back-
Propagation Through Time (BPTT) to give rise to recurrent flavors of
SNNs. Nevertheless, this workaround poses stringent limitations for SNNs
in terms of computational and memory resources when deployed over tradi-
tional hardware (GPUs). Moreover, its implementation over neuromorphic
hardware may impose locality requirements that can complicate its deploy-
ability [39]. A remarkable method that solves the latter and utilizes a sur-
rogate gradient approach is SuperSpike, a biologically plausible nonlinear
Hebbian three-factor rule with individual synaptic eligibility traces [40].
Basically, the objective of the algorithm is to minimize the van Rossum
distance between the desired and the actual spike train through gradient
descent. Hence, the derivatives of the spikes with respect to the weights
of the network are needed. To make this computation feasible, the spike
train is approximated by replacing it with a continuous auxiliary function
that depends on the difference between the membrane potential of the LIF
neuron and its firing threshold.

The mathematical description an notation of an SNN is provided within
the Chapter 3 (Section 3.2.1) as it is essential to fully grasp the operation
of the OoD detector designed in the chapter.
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2.3 Object Detection
To better understand the technical contributions of Chapter 4, a brief
contextualization of the object detection task will be provided. We will
take a concise journey through the history of this task, focusing on the
technical milestones that have shaped the highly capable models we have
today and expanding on the differences between one- or single-stage and
two-stage object detection models.

Object detection stands as a critical task in computer vision, focusing
on identifying instances of specific visual categories such as humans, ani-
mals, or vehicles within digital images. This task forms the foundation for
numerous advanced computer vision applications, including instance seg-
mentation, image captioning, and object tracking. The swift advancement
of DL methodologies—since the rebirth of Convolutional Neural Networks
(CNNs)—has significantly accelerated progress in object detection, lead-
ing to groundbreaking achievements and positioning it as a focal point of
intense research activity [41]. We now detail the two main types of object
detector architectures.

Two-stage object detectors. Initiated by [42] in 2014 with the Re-
gions with CNN features (R-CNN), the landscape of object detection began
to transform. This methodology introduced a “coarse-to-fine” approach,
starting with the extraction of object proposals using selective search al-
gorithm, followed by feature extraction through CNNs pre-trained on Im-
ageNet, and finally, the classification of these features using linear support
vector machines. Building on the foundations of R-CNN, [43] proposed
the Spatial Pyramid Pooling Networks (SPPNet). The key innovation was
the spatial pyramid pooling layer that allowed CNNs to process images of
varying sizes without needing to resize them. Subsequently, [44] in 2015
improved upon R-CNN and SPPNet with Fast R-CNN, which integrated
the training of the detector and bounding box regressor within a single
DL network. Despite improvements in the detection process and the speed
and efficiency of the model, it still was limited by the proposal generation
process. Therefore, later that year [45] introduced Faster R-CNN, which
incorporated a Region Proposal Network (RPN) that generated region
proposals with a CNN, substituting the costly selective search algorithm
and enabling near-real-time detection. This model unified most compo-
nents of an object detection system, including proposal detection, feature
extraction, and bounding box regression, into a cohesive end-to-end DL
framework.

One-stage object detectors. Also in 2015, You Only Look Once
(YOLO) model was proposed by [46] and marked the advent of one-stage
detectors in the realm of DL. YOLO is distinguished by its remarkable
speed; a streamlined version operates at 155 frames per second (fps),
while a more robust variant performs at 45 fps. Unlike two-stage de-
tectors, YOLO employs a single neural network that processes the entire
image at once, dividing the image into regions and concurrently predicting
bounding boxes and probabilities for each region. Despite its significant
enhancements in speed, YOLO experiences reduced localization accuracy
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compared to two-stage detectors, particularly in detecting smaller objects.
Subsequent versions of YOLO object detector have been developed tack-
ling these problems and improving overall efficiency and accuracy by incor-
porating new elements proposed in the object detection community [47].
The most recent version is YOLOv10 by [48]. Another remarkable one-
stage detectors are Single-Shot Multibox Detector (SSD) [49], RetinaNet
[50], CenterNet [51] and DETR [52]. The latter is a transformer based
architecture, a trend that has gained attention in recent years.

One big leap on performance was achieved in 2017 by [53] with the
introduction of the Feature Pyramid Network (FPN). Prior to the intro-
duction of FPN, many DL-based detectors relied solely on the feature maps
from the topmost layers of the network for detection tasks. While deeper
layers in a CNN offer rich features beneficial for classifying categories, they
are less effective for object localization. To address this, FPN introduced a
top-down architecture complemented by lateral connections, which enables
the construction of high-level semantic features at various scales. Lever-
aging the natural formation of a feature pyramid through CNN forward
propagation, FPN significantly enhances the detection of objects across a
broad range of scales.

The FPN was first introduced for the Faster R-CNN architecture, and
then a similar concept was included for one-stage models like YOLO. The
key idea is the same, but with differences in the implementation. The most
relevant dissimilarity for the purpose of the Chapter 4 is the output size
of FPN. When combined with two-stage architectures, the final features
coming out from the different levels or scales of the FPN have the number
of channels fixed to be the same, since all levels of the pyramid use shared
classifiers/regressors (the so called detection heads). In contrast, in the
adaptation for YOLO architectures the channels do not need to be fixed
as each level has its own detection head.

Another two essential concepts or mechanisms of the object detectors
are the confidence threshold and the Non-Maximum Supression (NMS).
The former, is set on the prediction confidence 𝑝𝑐, which indicates the
likelihood of an object’s presence within the bounding box. This thresh-
old is established to eliminate predictions with low confidence. The latter
is a post-processing technique that refines results by removing redundant
overlapping bounding boxes generated around the same object with vary-
ing confidence scores, i.e., filter outs the redundant irrelevant predictions.

To summarize, we illustrate in Figure 2.5 the presented concepts and
the two main types of object detector architectures. Following the de-
tection heads, each detection is represented by a vector that includes the
confidence on the detection 𝑝𝑐, bounding box coordinates {b1, b2, b3, b4}
and class probabilities {𝑝𝑐1 , 𝑝𝑐2 , . . . , 𝑝𝑐𝑛 } for that box. By using the men-
tioned threshold on the confidence and the NMS, the final predictions
ŷ are obtained. They are composed by the bounding box coordinates
b̂ = {b1, b2, b3, b4} ∈ R4 and the predicted category 𝑐, i.e., they are defined
as ŷ = {b̂, 𝑐}.



18 Chapter 2. Background

Backbone FPN

RPN
Proposals

Feature maps

NMS

Conf.
thr.
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Figure 2.5: Schematic architecture of one- and two-stage object detectors
with FPN. In the two-stage model, the union of the arrows of the feature
maps symbolizes that they all share the same number of channels, not that

there is an aggregation between them.

2.4 Fundamentals of Reinforcement Learning
Given that this Thesis focuses on OoD detection, this chapter provides
a brief overview of the field of RL, describing some key mathematical
formulas and concepts and the PPO algorithm, all necessary to understand
the technical contributions of Chapter 5.

RL is a learning paradigm similar to SL. However, instead of learning to
generalize to new inputs from labeled data, it learns through interaction
with an environment via a reward system that guides learning in RL.
Unlike in SL, where data are assumed to be independent and identically
distributed (i.i.d.), in RL, previous decisions influence future inputs (i.e.,
data are not independent; it follows a sequential paradigm), and the ground
truth answer is not known (correct actions/labels are not provided).

Although the RL field has been under study since the 20th century, it
did not come to the fore until the last decade due to advances in Deep
Learning (DL), and computational capabilities that ease their application.
By the virtue of this progress, RL can leverage NNs to handle more com-
plicate and diverse problems unapproachable in the past, which gives name
to the field of Deep Reinforcement Learning (DRL), the RL paradigm we
utilize in Chapter 5.

2.4.1 Reinforcement Learning Key Concepts
This subsection details the most important concepts of the RL framework
necessary to understand the algorithms and methods used in Chapter 5.
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Markov Decision Process
Commonly, RL problems are formalized as Markov Decision Processes
(MDP), which is used to represent sequential decision making problems
in which an agent interacts with a stochastic environment. Some key con-
cepts are mentioned in this section and further explained in Subsection
2.4.1

Formally an MDP is defined by the tuple S,A,P,R, 𝛾. Here, S denotes
the set of states, whereas A stands for the set of possible actions that the
agent can perform over the environment. The function 𝑃 : S × A × S →
[0, 1] is the transition probability function that sets the probability of
transitioning between states given an action, while R : S × A × S → R
represents the reward function that assigns a bonus to state-action pairs
in the form of rewards. The discount factor, represented by 𝛾 ∈ R[0, 1)
reduces the importance of future rewards.

At each discrete time step 𝑡, the agent perceives a state 𝑠𝑡 from the state
space S and makes a decision by selecting an action 𝑎𝑡 according to its
policy 𝜋(𝑎𝑡 |𝑠𝑡 ). This is the basic RL framework, illustrated in Figure 2.6.
As a consequence, the environment is updated and the agent transitions
to a new state according to P(𝑠𝑡+1 |𝑠𝑡 , 𝑎𝑡 ). Moreover, the agent decision
is evaluated by means of a feedback signal, commonly referred as reward
𝑟𝑡 = R(𝑠𝑡 , 𝑎𝑡 , 𝑠𝑡+1).

ENVIRONMENT

AGENT

State
st

rt+1

st+1
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Figure 2.6: RL generic framework.

Nevertheless, in some scenarios the agent is not capable of perceiving
the whole state information. In such situations, also referred as Partially
Observable Markov Decision Process (POMDP), information about the
state is limited by a observation function 𝑓𝑜 : S × A × Ω → [0, 1], where
𝑓𝑜 (𝑠, 𝑎) ∈ Ω and Ω representing the whole observation space. The agent
receives observations 𝑜𝑡 ∼ 𝑓𝑜 (𝑠𝑡 , 𝑎𝑡 ). The ultimate goal of RL is to max-
imize the sum of rewards over time, which is conceptualized through the
discounted return as

∑∞
𝑘=0 𝛾

𝑘𝑟𝑡+𝑘+1, where the aforementioned discount fac-
tor 𝛾 is used to balance immediate rewards with longer-term gains. The
return and reward concepts are further detailed below.

Episode and Rollout
The sequence or number of interactions between the agent and the environ-
ment can be divided into subsequences referred to as trajectory, rollouts or
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episodes, with their meanings differing slightly depending on the bound-
aries used. In this Thesis, we follow a taxonomy commonly adopted in
the literature. An episode concludes when a maximum number of steps T
is taken or when the agent reaches the goal. Once an episode ends, the
environment resets, and the agent returns to an initial state to attempt
solving the environment again. In contrast, a rollout is not dependent on
the episode’s termination and consists of a fixed number of steps. As a
result, a rollout may contain fewer experiences than an episode or even
multiple episodes, with the number of experiences —the rollout size T—
defined by the user independently of the environment. Trajectory is the
most general term and can be used to refer to either of the previous two
concepts.

Reward and Return
In RL, a reward is a scalar value provided to the agent by the environment
following an action, serving as a signal to guide its learning process. Con-
sequently, designing a reward function that offers meaningful feedback is
crucial to the agent’s success in achieving its goal. This reward reflects how
effectively the agent’s action aligns with the overall objective. The funda-
mental aim of the agent is to make decisions that maximize the cumulative
reward, known as the return. It can be expressed as:

𝐺𝑡 = 𝑟𝑡+1 + 𝑟𝑡+2 + 𝑟𝑡+3 + ... + 𝑟T , (2.5)

where 𝑡 and T represent the current and final time steps of an episode,
respectively. In this form, all decisions are treated equally, without consid-
ering their position in time. To balance the importance of current rewards
w.r.t. rewards that are collected in the future, the already mentioned
discount factor 𝛾 ∈ [0, 1) was introduced, leading to:

𝐺𝑡 = 𝑟𝑡+1 + 𝛾1𝑟𝑡+2 + 𝛾2𝑟𝑡+3 + ... + 𝛾T−1𝑟T . (2.6)

This form of the return not only enables controlling the relative impor-
tance of future decisions in the current one, but also solves the challenges
that (2.5) poses in continuous tasks where no episode boundaries exist.
In this scenarios, the return becomes an infine sum. Thanks to the dis-
count factor, the calculation remains finite by reducing the importance of
future rewards after a sufficient number of steps, as these rewards become
negligible over time.

Policy and Value Function
As previously explained, the agent interacts with the environment by tak-
ing actions. A policy, denoted as 𝜋 : S → A, is a function that maps
the agent’s current state to an action. Policies can be either determin-
istic or stochastic. A deterministic policy assigns a single action to each
state, whereas a stochastic policy assigns a probability distribution over
the possible actions an agent can take in each state.
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The value function estimates the long-term reward an agent can expect
from a given state or state-action pair under a specific policy 𝜋. The state
value function, 𝑉𝜋 (𝑠), estimates the expected return starting from state
𝑠 and following policy 𝜋. Similarly, the action value function, 𝑄 𝜋 (𝑠, 𝑎),
estimates the expected return starting from state 𝑠, taking action 𝑎, and
subsequently following policy 𝜋.

The key difference between these two value functions lies in the fact
that 𝑄 𝜋 calculates the expected return based on the assumption that the
immediate action taken will be 𝑎𝑡 , which determines the next state 𝑠𝑡+1 ∼
P(𝑠𝑡 , 𝑎𝑡 ) and the corresponding reward 𝑟𝑡+1 = R(𝑠𝑡 , 𝑎𝑡 , 𝑠𝑡+1). In contrast,
𝑉𝜋 does not assume any specific action, as the action selection depends on
the behavior defined by policy 𝜋.

In addition to these value estimators, there is the advantage function,
𝐴𝜋 (𝑠, 𝑎), which measures how beneficial a particular action 𝑎 is in state 𝑠
compared to the expected value 𝑉𝜋 (𝑠) in that state. It is defined as:

𝐴𝜋 (𝑠𝑡 , 𝑎𝑡 ) = 𝑄 𝜋 (𝑠𝑡 , 𝑎𝑡 |𝑠𝑡 = 𝑠, 𝑎𝑡 = 𝑎) −𝑉𝜋 (𝑠𝑡 |𝑠𝑡 = 𝑠). (2.7)

Finally, a policy 𝜋 is considered better than another policy 𝜋′ if its
expected return is higher, i.e., 𝜋 ≻ 𝜋′ if and only if 𝑉𝜋 (𝑠) > 𝑉𝜋′ (𝑠). In
this context, there exists an optimal policy 𝜋∗ that is at least as good as
any other policy. Correspondingly, the optimal value functions 𝑉∗ (𝑠𝑡 ) and
𝑄∗ (𝑠𝑡 , 𝑎𝑡 ) represent the best possible returns from each state 𝑠, assuming
the agent follows the optimal policy 𝜋∗ from that point onward.

On-policy or Off-policy
A common way to categorize RL algorithms is by examining how they
utilize training data, which generally places them into two categories: on-
policy and off-policy methods.

On-policy methods focus on improving the policy currently being used
to interact with the environment. As a result, they can only leverage
data that is representative of the current policy, 𝜋𝑡 , and cannot use data
collected under different policies, including previous policy states such as
𝜋𝑡−1, 𝜋𝑡−2, and so on. This restriction often makes on-policy algorithms
less sample-efficient, meaning they require more data, but they tend to of-
fer more stability during the learning process. Examples of on-policy algo-
rithms include SARSA [54] and Trust Region Policy Optimization (TRPO)
[55].

In contrast, off-policy methods learn a target policy using data gener-
ated by a different policy, referred to as the behavior policy. This means
that learning occurs from experiences that are “off” the target policy. Off-
policy algorithms are typically more sample-efficient, but they are more
susceptible to overestimation and instability during training. Notable off-
policy algorithms include Q-learning [56], its deep learning extension DQN
[57], and Deep Deterministic Policy Gradient (DDPG) [58].
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Value-based or Policy-based
RL algorithms can be classified into value-based and policy-based methods
based on how they derive the policy.

Value-based methods focus on learning a value function that estimates
the utility of each state (i.e., 𝑉𝜋 (𝑠)) or state-action pair (i.e., 𝑄 𝜋 (𝑠, 𝑎)).
The goal is to minimize the difference between the predicted return for each
state (𝑉𝜋 (𝑠𝑡 ) or 𝑄 𝜋 (𝑠𝑡 , 𝑎𝑡 )) and the actual return obtained. Since this re-
turn is based on experiences collected by the agent, it may not accurately
reflect the optimal return. Furthermore, the trajectories gathered during
training are diverse, as they depend on the evolving policy, 𝜋. To address
the resulting high variance and instability in return estimates, several esti-
mation techniques have been developed, though they are not discussed in
this Thesis as they are not relevant to Chapter 5. Prominent algorithms
in this category include Q-learning [56], SARSA [54], and members of the
DQN family, such as [57].

In contrast, policy-based methods directly parameterize and optimize
the policy without the need for a value function. These policies can be
learned using derivative-free approaches like genetic algorithms or through
policy gradient techniques. The objective in these approaches is to max-
imize performance, either by optimizing a fitness score or directly maxi-
mizing the expected return.

Both value-based and policy-based methods can result in deterministic
or stochastic policies. In value-based methods, the agent typically learns
the value of each action and selects the action with the highest expected
outcome, leading to a deterministic policy. However, this deterministic
behavior can be modified if needed. In policy-based methods, the agent
learns a probability distribution over the available actions in discrete action
spaces (or a distribution for each action in continuous spaces) and samples
from this distribution to choose an action.

Policy Gradient Methods and Generalized Advantage
Estimation
As previously mentioned, policy gradient methods are a type of policy-
based approach that optimize the expected total reward by estimating the
gradient. The loss function or objective they optimize has the following
expression:

𝐿PG = Ê𝑡 [𝜓𝑡 log𝜋𝜃 (𝑎𝑡 |𝑠𝑡 )], (2.8)

which results in the gradient:

𝑔 = Ê𝑡

[ ∞∑︁
𝑡=0

𝜓𝑡∇𝜃 log𝜋𝜃 (𝑎𝑡 |𝑠𝑡 )
]
, (2.9)

where Ê represents the expected value and 𝜓 is a variable that needs to be
estimated.

One of the most widely used estimators for this purpose, since its in-
troduction, is the Generalized Advantage Estimation (GAE) [59]. GAE is
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an exponentially-weighted estimator of the advantage function, 𝐴𝜋 , and is
governed by two parameters: the aforementioned discount factor 𝛾, which
controls the influence of past rewards on the current state, and 𝜆 ∈ [0, 1],
which adjusts the bias-variance trade-off. Higher values of 𝜆 lead to a more
evenly exponentially-weighted sum of advantages. In practice, 𝜆 is often
set within the range of [0.9, 1] to balance this trade-off effectively.

Actor-Critic
Actor-Critic (AC) methods are a class of algorithms that simultaneously
learn both a policy and a value function. In this framework, the actor
(decision-maker) selects actions, while the critic evaluates those actions by
estimating the expected return. Both components are optimized together,
with the actor receiving feedback from the critic in the form of a numer-
ical value that indicates how beneficial or detrimental the chosen action
was. The actor then adjusts its policy based on this feedback, while the
critic refines its return estimates based on the actor’s behavior, gradually
improving overall performance. This is graphically depicted in Figure 2.7.
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Figure 2.7: Actor-Critic (AC) method’s workflow.

This framework blends elements of both value-based and policy-based
(specifically, policy gradient) approaches, leveraging the advantages of each
to counteract their respective limitations. For example, value-based meth-
ods can suffer from poor convergence, as even small changes in the value
estimate may lead to significant policy shifts. In contrast, policy gradient
methods, which are typically on-policy, offer more stable and smoother
training. However, policy gradient methods tend to exhibit high variance
and are often sample-inefficient, while value-based approaches are gener-
ally more sample-efficient and experience less variance.
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In essence, AC methods represent a hybrid approach, combining the
stability of policy gradients (actor) with the sample efficiency and reduced
variance of value-based methods (critic). Prominent examples of AC al-
gorithms include Deep Deterministic Policy Gradient (DDPG) [58] and
Proximal Policy Optimization (PPO) [60], which are discussed in the next
subsection.

2.4.2 Proximal Policy Optimization
PPO [60] is the algorithm that is used in the Chapter 5 to train the RL
agent. It is an AC method that collects data in an on-policy manner and
incorporates several concepts from an aforementioned on-policy algorithm,
TRPO [55]. It stands out for being simpler that the latter, more general,
and offering better sample efficiency. One of the key features of PPO
is that it performs multiple gradient updates using the same batch of
sampled data before discarding it. This differs from traditional on-policy
policy gradient methods, which typically update the gradient only once
per collected dataset.

PPO also introduces a modified objective (or loss) function inspired by
TRPO’s formulation. Without delving into the mathematical formulations
of PPO, since this thesis does not focus on RL, it is essential to highlight
a key aspect of this objective. Specifically, it relies on the ratio between
the the new and old policies. Without proper constraints, this ratio can
lead to overly large policy updates between consecutive iterations (𝜋𝑡 and
𝜋𝑡+1), which can destabilize training.

To address this issue, PPO offers two main approaches: one is to add
a penalty term to the loss function based on the Kullback-Leibler (KL)
divergence, and the other is to apply clipping directly to the objective
function. The clipping method, which prevents the new policy from de-
viating too far from the old one, is the most widely adopted and is also
the approach used in this thesis. The clipping mechanism depends on a
hyperparameter, the clipping factor 𝜖 , which is commonly set to 0.2.

In addition to the core objective, PPO often includes an entropy term
in the objective function. This entropy regularization encourages sufficient
exploration during training [61], and its influence is controlled by a user-
defined hyperparameter, 𝜉. As for the critic, the value function can be
learned either as a separate module or by sharing parameters with the
policy.

Lastly, PPO typically utilizes GAE as the 𝜓 estimator. GAE is used
to compute both the advantage estimates for the policy update and the
return targets for the critic’s loss function.
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Chapter 3

Out-of-Distribution
Detection in Image
Classification for Spiking
Neural Networks

In the last decades, Machine Learning (ML) has been widely proven to
outperform human capabilities in tasks that were previously thought to
be intractable for machines, such as image/video classification, natural
language processing or generative modeling. The unprecedented levels of
performance achieved over these tasks have spurred an ever-growing prolif-
eration of practical applications exploiting the capabilities of ML models.
As introduced in Chapter 1, the sensitive nature of practical decisions that
can be made as per the output elicited by ML models has lately motivated
a flurry of research around the need for ensuring the trustworthiness of
the audience consuming their inputs. This issue is particularly concerning
when it comes to models whose internal structure and/or learning algo-
rithm cannot be easily understood by non-expert users. This is the case
of DL, arguably the field where the most outstanding breakthroughs have
been reported in manifold domains [62, 63]. Concerns with the trustwor-
thiness of DL models are even more acute as a result of their inherent
black-box nature. In fact, in the already mentioned ethical guidelines doc-
ument [1], the transparency stands as one of the requirements for a trust-
worthy AI system. Consequently, a new field of study has developed over
the last decade, coined as eXplainable Artificial Intelligence (XAI), which
focuses on making the decisions issued by ML models understandable for
humans [64, 65, 66].

Besides the lack of interpretability of ML models, other factors may
hinder the trustworthiness of ML models when deployed in real-world
contexts. In such scenarios, models can face more varying and complex
circumstances than the ones encountered in the controlled environments
where their parameters are usually learned. As discussed in Chapter 1,
using robust models is crucial to face these challenges, and the OoD de-
tection framework is key in enabling such capabilities on new and existing
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models. The OoD methods endow the ML models with the ability of dis-
criminating between known and unknown inputs, i.e., inputs sampled from
the training or ID and the out-distribution.

As previously mentioned in Section 2.1, the literature has tackled the
OoD detection problem by focusing mainly on traditional or classic neu-
ral networks for image classification, using convolutional architectures for
the purpose. Hence, more efficient models like SNNs have received no at-
tention by the OoD community, despite the advantages they present for
certain scenarios. They exhibit the ability to model complex temporal
dynamics thanks to their event-based nature and huge energy gains when
implemented in neuromorphic hardware [26, 67]. In fact, they are the
best suited models for sensors like the Dynamic Vision Sensor (DVS), i.e.,
a bio-inspired vision sensor or camera that outputs pixel-level brightness
changes instead of standard intensity frames, offering advantages like a
very high dynamic range, no motion blur, and a latency in the order of
microseconds [68]. Another concern of the current OoD methods is their
lack of transparency, missing to attribute which parts of the input test
instance are most influential for the detection of the whole sample as an
OoD instance. In other words, OoD detection must be also explained for
the audience of the model; otherwise, it could jeopardize the completion
of a fully trustworthy ML pipeline.

In light of the aforementioned challenges, our approach utilizes infor-
mation produced by a SNN model learning algorithm during the training
process to build a representation of its typicality when processing ID data.
A second contribution of this chapter is a local attribution method that
highlights the parts of the input instance that push the developed de-
tector towards classifying a sample as OoD. The attribution information
produced by this method can improve the acceptability of the audience of
the model when being notified about an unknown input, connecting clearly
to the trustworthiness of ML pipelines sought in risk-sensitive domains as
the ones exemplified previously. An extensive experimental setup over sev-
eral image classification tasks is designed i) to compare the devised OoD
detection method to existing alternatives that can be adapted to SNNs;
ii) to verify whether a fusion of baseline OoD detection techniques with
our designed detector can be synergistic and attain even better detection
scores than those achieved by the detectors on their own; and iii) to as-
sess whether the generated attributions succeed at identifying artificially
induced image artifacts on the considered datasets. Results are promising,
exposing a very competitive detection performance and attributions that
conform to expectations.

The rest of the chapter is structured as follows: first, Section 3.1 men-
tions recent advances made in XAI for SNNs. Next, Section 3.2 presents
the devised detector by describing its overall workflow, followed by a de-
tailed description of the detection algorithm and the procedure to extract
local explanations in the form of attribution maps. The experimental setup
is described in Section 3.3, whereas results are discussed in Section 3.4. Fi-
nally, conclusions are drawn in Section 3.5, together with several technical
extensions that could be targeted for future investigations.
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3.1 Related Work and Contribution
This chapter lies in the intersection between several fields of research,
namely, SNNs, the OoD detection problem, and XAI in SNNs. Regarding
OoD detection and SNNs, a comprehensive contextualization is provided
in Sections 2.1 and 2.2 of Chapter 2 respectively, citing the most important
works in the corresponding research domains. In what follows, the research
done in XAI related to SNNs is presented in Subsection 3.1.1 and the
contribution of this chapter to the literature is explained in Subsection
3.1.2.

3.1.1 Explainability in Spiking Neural Networks
Concerning XAI, as in traditional neural networks, SNNs are inherently
opaque models that need to be complemented with explanations and jus-
tifications of their issued predictions, particularly in critical applications
involving a non-expert audience. Currently it is widely acknowledged that
SNNs are not applied in practical modeling problems as often as their
non-spiking counterparts. However, their event-based working procedure
is making SNNs gradually replace non-spiking neural architectures in prob-
lems and tasks driven by computational efficiency. This progressively in-
creasing prevalence of spiking neural computation approaches makes it of
utmost necessity to derive XAI methods specific for this family of models,
over as many tasks as possible, so that the time to their acceptance and
adoption in real-world settings is effectively narrowed.

Despite this noted relevance, efforts invested so far in this direction
are scarce. To begin with, the work in [69] proposed a new knowledge
encoding method that enables the attribution of the input features in the
classification decision in a Multi-Class Synaptic Efficacy Function based
leaky-integrate neuRON (MC-SEFRON) classifier, a model without hidden
layers based on the one presented in [70]. MC-SEFRON leverages a time-
varying weight neuron model and trains it by using a modified STDP rule
previously designed in preceding contributions. The result is a classifier
with great accuracy when tested over the MNIST image classification task,
and capable of eliciting explanations in the form of attribution maps for
input images. The downside is that explanations are tightly bounded to the
crafted model, and therefore are not generalizable to other spiking neuron
architectures in more frequent use by the related community. Methods for
rule extraction from SNNs are presented in [71] and also in [72, 73], where
the NeuCube architecture [74] is used.

When searching for a more general explainability method, the contri-
bution [75] exploited the fact that spikes with short inter-spike intervals
highly contribute to the neural decision process. This observation gave
rise to the Spike Activation Map (SAM) proposed in this study. For each
timestep and neuron, a Neural Contribution Score (NCS) aggregates the
Temporal Spike Contribution Score (TSCS) of all the pre-synaptic spikes
previously processed by every neuron. These NCS are calculated at ev-
ery time step for the feature maps of a convolutional neural network, and
are summed pixel-wise across all channels, obtaining the aforementioned
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SAMs. Hence, one heatmap is generated by this technique for every time
step and SNN layer.

When shifting the focus on time series data, the contribution in [76]
combines three components to design a local feature-based explanation
called Temporal Spike Attribution (TSA): i) the influence of spike times,
modeled by the NCS introduced above; ii) the influence of the model’s
parameters, extracted from the weights of the connections between layers;
and iii) the influence of the classification decision, inferred from the soft-
max values. To the best of our knowledge, this threefold approach is the
more recent of the short series of contributions dealing with explainability
techniques specifically devised for SNNs.

3.1.2 Contribution
After examining the current status of knowledge of the research fields tack-
led in this chapter, we note that multi-layered SNNs are lately becoming a
viable option to implement and test in practical settings, performing com-
petitively against non-spiking neural counterparts with notably improved
energy efficiency. For instance, spiking-based CNN models comprising
several neural processing layers have been proposed recently for different
image classification tasks [77, 78, 79, 80]. This is the reason why the com-
munity is slowly expressing interest in addressing practical issues of these
models when used in real-world environments, including the detection of
OoD samples. However, as far as our revision of the literature can tell,
there is no prior research in which OoD detection is studied for SNNs, nor
have explanations been fabricated for modeling tasks besides classifica-
tion. This chapter steps beyond the current SOTA by designing a specific
method to detect OoD samples for SNNs, validating that not only it can
be done by examining information produced during the training process of
the SNN, but also that it attains better detection statistics than post-hoc
methods from the literature that can be directly applied to these models.
Further along this line, OoD predictions issued by the developed detector
can be combined with those produced by other OoD detection methods
so as to yield an ensemble of OoD techniques that improve further their
individual performance scores. This exposes that predictions produced
by the devised approach are complementary, coherent and diverse enough
w.r.t. to other techniques for its fusion to enhance the overall detection
figures. In addition, we propose an attribution method aimed to make the
OoD detection process more understandable and trustworthy for the user,
which spans further the narrow gamut of modeling tasks for which XAI
methods have so far been developed in related studies.

3.2 Designed Method
We now describe the method designed to detect OoD samples in SNNs,
which we hereafter denote as Spike Count Pattern (SCP) based detector.
Its workflow is graphically sketched in Figure 3.1. First, a mathemati-
cal formulation of the network characteristics is posed in Subsection 3.2.1.
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Next, an in-depth explanation of the detector is provided in Subsection
3.2.2. Finally, Subsection 3.2.3 describes the steps to produce an attribu-
tion map based on the information generated during the OoD detection
performed by the SCP-based detector.

Prediction ŷ

In- / Out- distribution

Heatmap
h

Section 3.2.1SNN

OoD detector Section 3.2.2

Attribution (XAI) Section 3.2.3

Figure 3.1: Workflow of the SCP based detector for an image
classification task.

3.2.1 Spiking Neural Network: Mathematical Nota-
tion

Building on the definition and context of SNNs provided in Section 2.2,
we now present the mathematical background necessary to understand the
underlying concepts of these models. Specifically, our method focuses on
detecting OoD instances by leveraging the internal mechanisms of SNNs
that utilize rate-based encoding strategies. We assume a training dataset
D𝑡𝑟 with samples {x(𝑖) }𝑀

𝑖=1, where x(𝑖) ∈ R𝐷, 𝑀 denotes the number of
samples in the training set, and 𝐷 is the dimension of every input instance.
Each of such training samples belong to a class 𝑐 ∈ {1, 2, . . . , 𝐶}, where
𝐶 denotes the number of classes in D𝑡𝑟 . The SNN model requires spike
trains s(𝑖) (𝑡) = {𝑠 (𝑖)

𝑑
(𝑡)}𝐷

𝑑=1
at their input which, when implemented in

discrete-time processing hardware, are represented by binary sequences
s𝑑, (𝑖) = {𝑠𝑑, (𝑖)1 , 𝑠

𝑑, (𝑖)
2 , . . . , 𝑠

𝑑, (𝑖)
𝑇/Δ𝑇 }, where 𝑠𝑑, (𝑖)𝑡 ∈ {0, 1} and a one represents

the occurrence of a spike. Each sample will be processed during a certain
amount of time, named the simulation time 𝑇 , that is divided in time steps
of width Δ𝑇 . The number of time steps within a simulation period is easily
obtained as 𝑇/Δ𝑇 , which establishes the length of the binary sequence in
which spikes are represented in the discrete domain.

Hence, inputs must be converted in spike trains by an encoding method
𝑔(x(𝑖) ) : R𝐷 ↦→ {0, 1}𝑡×𝐷, where the addition of the time dimension is done
if the data is static. Here a rate-based coding scheme that converts each
feature to a spike train using an homogeneous Poisson process is employed
[81]. Basically, for each feature, the probability of a spike 𝑠

𝑑, (𝑖)
𝑡 being

emitted at time 𝑡 ∈ {1, . . . , 𝑇/Δ𝑇} for feature 𝑑 ∈ {1, . . . , 𝐷} and instance
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x(𝑖) is given by:
𝑃𝑟{𝑠𝑑, (𝑖)𝑡 } = 𝑟Δ𝑇 = 𝑥

(𝑖)
𝑑
𝑟𝑚𝑎𝑥 Δ𝑇, (3.1)

where Δ𝑇 is the interval width, and 𝑟 denotes the firing rate whose value
depends on the value of each normalized feature 𝑥 (𝑖)

𝑑
∈ R[0, 1] and a max-

imum firing rate threshold 𝑟𝑚𝑎𝑥 . The value of 𝑟𝑚𝑎𝑥 is upperbounded by
1/Δ𝑇 to avoid generating more than one spike per interval. To generate
spike trains, at each timestep a sample 𝑧𝑑, (𝑖)𝑡 is drawn uniformly at random
from a continuous distribution U(0, 1), and is compared to the probabil-
ity in Expression (3.1), such that a spike is generated if 𝑧𝑑, (𝑖)𝑡 ≤ 𝑟Δ𝑇 . As
a result, the obtained spike train s(𝑖) (𝑡) comprises randomly distributed
spikes, such that the number of spikes in the simulation period 𝑇 follows
a Poisson distribution.

To process an instance x(𝑖) , the SNN converts each of its features 𝑥𝑑, (𝑖)
into a spike train s𝑑, (𝑖) . At each time step 𝑡, the corresponding part of
all the spike trains {𝑠1, (𝑖)𝑡 , . . . , 𝑠

𝐷, (𝑖)
𝑡 } are fed to the model. Assuming a

LIF neuron model, the state of the LIF neurons of each SNN layer is
updated depending on the occurrence of a spike in the previous layer and
the previous state of the neuron. If an activation threshold is surpassed,
the potential/voltage of the neuron is reset to its resting state value for the
next simulation time step 𝑡+1. It is important to note that spikes affect the
next layer’s neuron states through the so-called synaptic current, which
impacts on the membrane voltage of the neuron. This synaptic current
generated by a spike depends only on the weight of the connection between
the actual neuron (post-synaptic) and the neurons of the previous layer
(pre-synaptic). The Figure 2.4 of Chapter 2 illustrates this behavior.

When the SNN is used for classification tasks, the output layer is not
composed by LIF neurons, but rather by Leaky Integrator (LI) neurons
matching the number of classes in D𝑡𝑟 . This type of neurons only accu-
mulates voltage through time, i.e., it lacks any mechanisms to fire a spike.
The maximum voltage levels achieved by these neurons during the simu-
lation period 𝑇 are interpreted as the logits input to a softmax function,
from where the corresponding predicted class is inferred under a winner-
takes-all decision strategy (as in classical non-spiking neural classifiers).

3.2.2 Spike Count Pattern based Out-of-Distribution
Detection

The design of our OoD detection approach departs from the intuitive ob-
servation that similar samples of the same class tend to have similar neuron
activation patterns in the hidden layers. Indeed, the SCP-based detector is
largely inspired by this observation to yield a novel OoD detection method,
which is graphically depicted in Figure 3.2. In essence, the detection hinges
on comparing the spike count pattern of every new test sample to the rep-
resentative (archetypical) spike count patterns of its predicted label, which
can be characterized during the training stage of the SNN. Therefore, the
method requires augmenting the training algorithm of the SNN in order
to characterize and produce such spike count archetypes, so that they can



3.2. Designed Method 31

be used at inference time to detect whether any test instance is out of the
training distribution. Here, a spike count 𝑞(s) corresponding to a spike
train s ∈ {0, 1}𝑇/Δ𝑇 is given by the number of spikes fired during the sim-
ulation period, namely, 𝑞(s) = ∑𝑇

𝑡=1 𝑠𝑡 , where we recall that 𝑠𝑡 ∈ {0, 1} and
value 1 represents a fired spike.
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InD

OoD

qm,c,⊙

Spike counts qx,ŷ
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Figure 3.2: Graphical description of the methodology of the
SCP based detector.

In doing so, and for the sake of a reduced computational complexity
added to the training process, the SCP-based detector selects uniformly at
random a specific number of training examples of every class and collects
the spike counts of the layer prior to the softmax (for reasons disclosed
later). Once spike counts have been computed, a class-conditional cluster-
ing is performed over the spike counts, using a distance metric to gauge the
dissimilarity between spike counts. After computing all pairwise distances,
the centroid of each class-conditional cluster resulting from the clustering
stage is computed, which can be regarded as the aforementioned spike
count archetypes of the samples inside the cluster of the class to which
they belong. It should be noted that every class in D𝑡𝑟 may span more
that one cluster, depending on the inherent intra-class variability of the
spike counts produced by the training instances of the class at hand. Fi-
nally, at inference time, a test instance x′ is processed through the already
trained SNN, yielding a predicted class 𝑦. A score is then computed to de-
termine whether a new sample belongs to the in- or out-distribution, which
is given by the closest 𝐿1 distance to the archetypes of its predicted class
𝑦. If this distance is greater than a predefined threshold 𝜆, x′ is declared
to be an OoD sample. Otherwise, the SCP-based detector determines that
x′ belongs to the distribution of the training data.

We proceed by describing step by step the SCP-based detector. As
schematically described in Algorithm 1, our developed technique requires
a training stage for generating archetypical spike count patterns for every
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Algorithm 1: Designed SCP detector.
Data: Training data D𝑡𝑟 , size 𝐸 of training samples D𝑐𝑡𝑟 , last

layer index 𝐿, spikes s𝑛,𝐿, (𝑖) associated to example x(𝑖) ,
distance measure 𝑑 (·), clustering algorithm, aggregation
function 𝑓𝑎𝑔𝑔 (·), OoD score function 𝑓𝑂𝑜𝐷 (·), thresholds
𝜆𝑦, query instance x

Result: Decision on the OoD nature of x
1 //Training stage
2 Train SNN over D𝑡𝑟
3 for 𝑐 ∈ {1, . . . , 𝐶} do
4 D𝑐𝑡𝑟 ← 𝐸 sized 𝑐-class sample randomly selected from D𝑡𝑟
5 Collect the spike trains s𝑛,𝐿, (𝑖) = {𝑠𝑛,𝐿, (𝑖)𝑡 }𝑇/Δ𝑇

𝑡=1

6 Compute the spike counts 𝑞(𝑛, 𝐿, (𝑖), 𝑐) as per Expression (3.2)
7 Aggregate spikes counts into a vector q(𝑖) ,𝑐 = {𝑞(𝑛, 𝐿, (𝑖), 𝑐)}𝑁𝐿

𝑛=1

8 Compute distances 𝑑 (q(𝑖) ,𝑐, q( 𝑗 ) ,𝑐) ∀q(𝑖) ,𝑐, q( 𝑗 ) ,𝑐 ∈ D𝑐𝑡𝑟
9 Extract 𝑀𝑐 clusters {Q𝑚,𝑐}𝑀𝑐

𝑚=1, where Q
𝑚,𝑐 ⊆ {q(𝑖) ,𝑐}𝑖∈D𝑐

𝑡𝑟

10 for 𝑚 ∈ {1, . . . , 𝑀𝑐} do
11 Compute archetype q𝑚,𝑐,⊙ applying 𝑓𝑎𝑔𝑔 () to Q

𝑚,𝑐);
12 end
13 end
14 //Detection stage
15 Let 𝑦 = 𝐹𝜃 (x) (prediction of query sample)
16 Collect spike trains s𝑛,𝐿,x

17 Compute spike count qx,𝑦 = {𝑞(𝑛, 𝐿, x, 𝑦)}𝑁𝐿

𝑛=1 Assign an OoD score
by computing 𝑓𝑂𝑜𝐷 (qx,𝑦) as per Expr. (3.4)

18 Declare x to be OoD if 𝑓𝑂𝑜𝐷 (qx,𝑦) > 𝜆𝑦, otherwise x is declared to
be ID

class in the dataset. For simplicity we assume 𝐿 stacked layers in the
SNN architecture, comprising 𝑁𝐿 LIF neurons. By slightly modifying the
previous notation, we denote the time slot of the spike train occurring at
the 𝑛-th neuron of the last layer 𝐿 (the layer prior to the LI neurons) as
s𝑛,𝐿, (𝑖) = {𝑠𝑛,𝐿, (𝑖)𝑡 }𝑇/Δ𝑇

𝑡=1 . Based on this definition, the SCP-based detector
starts by extracting 𝐸 spike trains {s1,𝐿, (𝑖) }𝑖∈D𝑐

𝑡𝑟
for each of the labels

in the training dataset (line 5 of Algorithm 1). To this end, a 𝐸-sized
subset D𝑐𝑡𝑟 ⊂ D𝑡𝑟 of the training instances predicted to belong to label 𝑐
is sampled at random (line 4), such that |D𝑐𝑡𝑟 | = 𝑃 ∀𝑐 ∈ {1, . . . , 𝐶}. Once
such spike trains are collected, counts can be computed for each spike train
at neuron 𝑛 and instance x(𝑖) (line 6) as:

𝑞(𝑛, 𝐿, (𝑖), 𝑐) =
𝑇/Δ𝑇∑︁
𝑡=1

𝑠
𝑛,𝐿, (𝑖)
𝑡 , for 𝑖 ∈ D𝑐𝑡𝑟 , (3.2)

which can be aggregated into a spike count vector q(𝑖) ,𝑐 = {𝑞(𝑛, 𝐿, (𝑖), 𝑐)}𝑁𝐿

𝑛=1
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(line 7). The SCP-based detector extracts the spikes of the last layer 𝐿

of the SNN architecture for two reasons. The first is that the deeper the
selected layer is along the hierarchy of neural layers, the higher the level
of the features handled is, and the lower the number of spike count trains
will be. High-level semantics are better for OoD sample discriminability,
whereas low-dimensional spaces are preferred for characterizing the space
of archetypical behaviors of the activations of instances of a given class.
Second is the fact that the softmax layer is bounded to represent the prob-
ability of the input belonging to a certain class, which may not be well
suited to characterize OoD samples.

Based on the 𝐸 spike count vectors {q(𝑖) ,𝑐}𝑖∈D𝑐
𝑡𝑟

computed for every
class 𝑐 as per Expression (3.2), a clustering algorithm can be used over
such spike counts to group them in terms of their inter-vector similar-
ity (line 9). This clustering process yields 𝑀𝑐 clusters {Q𝑚,𝑐}𝑀𝑐

𝑚=1, where
Q
𝑚,𝑐 ⊆ {q(𝑖) ,𝑐}𝑖∈D𝑐

𝑡𝑟
denotes the 𝑚-th cluster arising from the spike count

activations of the random subsample drawn from the training instances
predicted to belong to class 𝑐. To compute the dissimilarity between spike
count vectors we select the 𝐿1 norm (also referred to as Manhattan dis-
tance) between two vectors (line 8), namely:

𝑑 (q(𝑖) ,𝑐, q( 𝑗 ) ,𝑐) =
𝑁𝐿∑︁
𝑛=1

|𝑞(𝑛, 𝐿, (𝑖), 𝑐) − 𝑞(𝑛, 𝐿, ( 𝑗), 𝑐) |, (3.3)

as its behavior in high-dimensional spaces is known to behave better than
other alternatives, e.g., the Euclidean norm [82]. Finally, all samples in
every cluster Q

𝑚,𝑐 are aggregated to obtain an archetype q𝑚,𝑐,⊙ (line 11),
which is considered the representative spike count pattern of all samples
in the corresponding cluster. We do so by devising a function q𝑚,𝑐,⊙ =

𝑓𝑎𝑔𝑔 (Q𝑚,𝑐), which can be chosen to be any aggregation strategy that allows
for a variable-size set of spike count patterns in their argument, e.g. the
mean, the median or any other statistic alike.

After computing the archetypes of every cluster and class q𝑚,𝑐,⊙, the
OoD detection process is ready to process each new query or test sample x
fed to the model. First, its prediction 𝑦 is output by the trained SNN model
(line 13). Along the inference process, spike trains s𝑛,𝐿,x are collected at
the last layer of the network (line 14), from where spike counts vectors
qx,𝑦 = {𝑞(𝑛, 𝐿, x, 𝑦)}𝑁𝐿

𝑛=1 are computed (line 15). Next, an score is assigned
to the test instance by using a scoring function (line 16):

𝑓𝑂𝑜𝐷 (qx,𝑦) = min
𝑚∈{1,...,𝑀𝑦 }

𝑑 (qx,𝑦 , q𝑚,𝑦,⊙), (3.4)

namely, the minimum 𝐿1 distance between the spike count pattern qx,𝑦 of
test instance x and the archetypes q𝑚,𝑦,⊙ for 𝑚 ∈ {1, . . . , 𝑀 𝑦} computed
for its predicted class 𝑦. Finally, the value of 𝑓𝑂𝑜𝐷 (qx,𝑦) is used to decide
whether instance x belongs to the in- or the out-distribution (line 17).
If the score is greater than a certain class-conditional threshold 𝜆𝑦, the
sample is considered as an OoD sample, declaring the sample from the ID
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otherwise:

x belongs to

{
ID if 𝑓𝑂𝑜𝐷 (qx,𝑦) ≤ 𝜆𝑦 ,
OoD if 𝑓𝑂𝑜𝐷 (qx,𝑦) > 𝜆𝑦 .

(3.5)

3.2.3 Local Relevance Attribution Method
In case the query instance x is declared not to belong to the ID, the SCP-
based detector is complemented by a local attribution-based explanation
technique. This explanatory technique is local, as it operates over a given
test instance towards generating a relevance attribution vector h(x) ∈ R𝐷,
where each component ℎ𝑑 (x) quantifies the importance of each feature of
the input when detecting it as an OoD sample.

The steps of this local attribution method are schematically illustrated
in Figure 3.3 and detailed in Algorithms 2 and 3. In the following, we refer
as input layer to the first fully-connected layer of the SNN network. In
the case a feature extractor (e.g. a convolutional layer) is preceding that
fully connected stage, the input layer will refer to the output of the feature
extractor.

The core ideas driving the design of this method are two: on one hand,
we aim to reproduce the detector’s procedure to detect OoD samples in
the input space of the SNN rather than in the latent space where the
detection is done (namely, the 𝐿-th layer prior to the softmax); on the
other hand, since an attribution is sought, the method must account for
the influence of each input feature on the aforementioned latent space. The
latter is achieved by propagating the spike counts used for OoD detection
at layer 𝐿 back to layer 1 by using the weight matrices 𝑾 [𝑙 ] : 𝑙 ∈ [1, 𝐿 − 1]
of the network; and the former is achieved using a 𝐿1 distance over the
backpropagated spike counts. Here, 𝑙 is the layer index.
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Figure 3.3: Schematic description of the local attribution method. Here, h, w
and f refer to height, width and filters respectively.
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The local attribution mechanism proceeds as follows: first, we back-
propagate the spike counts of both the input 𝒒x,𝑦 and the centroid 𝒒𝑚,𝑦,⊙

to the input layer using the weight matrices 𝑾 [𝑙 ] . This is accomplished by
recurrently applying a function 𝑓𝑏𝑝 defined as:

𝒒x,𝑦, [𝑙−1] = 𝑓𝑏𝑝 (𝑾 [𝑙 ] , 𝒒x,𝑦, [𝑙 ]) = 𝑾 [𝑙 ]
⊤ · 𝒒x,𝑦, [𝑙 ] , (3.6)

where we extend previous notation1 with superindex [𝑙] to indicate that
spike counts correspond to layer 𝑙 ∈ {1, . . . , 𝐿 − 1}. This function can
be viewed as the mapping of the spike counts of one layer to the space
of the previous layer. Specifically, the spike counts are multiplied by the
transpose 𝑾 [𝑙 ]

⊤
of the weight matrix at layer 𝑙. This operation simulta-

neously transforms the spike counts at the output of the layer back to its
inputs, and implicitly implements a branching process similarly to what oc-
curs in the backward pass of gradient calculus over computational graphs.
Therefore, recurrently applying this function over all layers between the
penultimate layer (𝐿 − 1) and the input layer (𝑙 = 1), we end up with the
spike counts mapped to the input space, obtaining what we have called
the reconstruction of the spike counts in the input space. This operation
is described in Algorithm 2, which performs this mapping.

Algorithm 2: Reconstruction of spike counts at the input layer.

Data: Weight matrices 𝑾 [𝑙 ] , spike counts 𝒒x,𝑦, [𝐿 ] , function to
map spike counts to previous layer 𝑓𝑏𝑝 (.)

Result: Spike counts mapped to input space 𝒒x,[1]𝑟𝑒𝑐 ∈ R𝐷
1 𝒒x, [𝐿−1]𝑟𝑒𝑐 = 𝑓𝑏𝑝 (𝑾 [𝐿 ] , 𝒒x,𝑦, [𝐿 ])
2 for 𝑙 ∈ {𝐿 − 2, . . . , 1} do
3 𝒒x, [𝑙 ]𝑟𝑒𝑐 = 𝑓𝑏𝑝 (𝑾 [𝑙+1] , 𝒒x, [𝑙+1]𝑟𝑒𝑐 )
4 end
5 Let 𝒒x, [1]𝑟𝑒𝑐 = {𝑞x, [1]

𝑟𝑒𝑐,𝑑
}𝐷
𝑑=1

6 for 𝑑 ∈ {1, . . . , 𝐷} do
7 𝑞

x, [1]
𝑟𝑒𝑐,𝑑

= max(𝑞x, [1]
𝑟𝑒𝑐,𝑑

, 0)
8 end

It is important to remark the reason behind the maximum or ReLU
operation done in the last step of Algorithm 2. To obtain a reasonable at-
tribution, our goal is to reproduce the operating conditions of our detector,
but in the input space rather than in the latent space. As LIF neurons are
in use (whose output can be either a spike or nothing), when we integrate
them in time (computing the spike counts) we will always obtain a positive
or a 0 value, even if the weights arriving a neuron are all negative i.e. in-
hibitory. Therefore, to imitate this behavior when backpropagating static
values (counts), negative values obtained from Expression (3.6) should be
set to zero.

1Accordingly, the spike counts 𝒒x,𝑦 over which OoD detection is done as per Algo-
rithm 1 should be denoted as 𝒒x,𝑦, [𝐿 ] .
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Algorithm 3: Construction of the relevance attribution vector.

Data: Weight matrices 𝑾 [𝑙 ] , spike counts 𝒒x,𝑦, [𝐿 ] and the closest
centroid 𝒒𝑚

′ ,𝑦,⊙ among {𝒒𝑚,𝑦,⊙}𝑀𝑦

𝑚=1 resulting from
Algorithm 2

Result: Relevance attribution vector 𝒉(x) ∈ R𝐷
1 Use Algorithm 2 to obtain 𝑠;
2 Repeat Algorithm 2 to extract the reconstructed centroid

𝒒𝑚
′ ,𝑦,⊙, [1]

𝑟𝑒𝑐 from Q
𝑚′ ,𝑦 for the closest centroid 𝑚′ ∈ {1, . . . , 𝑀 𝑦} to

𝒒x,𝑦, [𝐿 ] ;
3 for 𝑑 ∈ {1, . . . , 𝐷} do
4 ℎ𝑑 (x) = |𝑞x, [1]𝑟𝑒𝑐,𝑑

− 𝑞𝑚
′ ,𝑦,⊙, [1]

𝑟𝑒𝑐,𝑑
;

5 end

Second, after obtaining the reconstructions 𝒒x,[1]𝑟𝑒𝑐 and 𝒒𝑚
′ ,𝑦,⊙, [1]

𝑟𝑒𝑐 (where
𝑚′ stands for the closest centroid to the spike counts corresponding to
sample x), we seek how to reproduce the OoD detector’s operation in this
input space. To this end we resort to a 𝐿1 distance as in Expression
(3.3) so as to compute the absolute difference of each feature of both
reconstructions, namely:

ℎ𝑑 (x) =
���𝑞x, [1]
𝑟𝑒𝑐,𝑑

− 𝑞𝑚
′ ,𝑦,⊙,[1]

𝑟𝑒𝑐,𝑑

��� , ∀𝑑 ∈ {1, . . . , 𝐷}, (3.7)

i.e., the relevance attribution vector results from the application of the
same 𝐿1-based OoD detection criterion used in the SCP-based approach,
yet in the reconstruction of the spike counts in the input space.

To end with the description of the devised relevance attribution tech-
nique, it is important to note that, depending on how the input data is
encoded to the hierarchy of fully-connected LIF neural layers, an additional
step would be needed to map h(x) (namely, a 𝐷-dimensional vector) to the
dimensions of the original data. We exemplify this additional operation
by describing two cases:

• Let us assume that x is an image, so that it is input to the network by
means of a fully-connected input layer with as many LIF neurons as the
number of pixels and channels of the image. In this case, h(x) should be
unflattened in the same order as the one followed to serialize the input
image into the network.

• If a convolutional layer is used to extract features from the input im-
age, the dimension 𝐷 of the relevance attribution network depends on
the size of the convolutional filters and their cardinality. In this case,
the rearrangement of the relevance attribution vector operates first by
rearranging its components to the shape of the feature maps of the con-
volutional layer, yielding a three-dimensional tensor-like structure with
width and height equal to the size of the convolutional filters, and with
depth equal to the number of convolutional filters. Then, we perform
a depth-wise aggregation of this tensor. Finally, the obtained map is
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scaled up by interpolation to generate a relevance attribution heatmap
with the size of the original input image.

3.3 Experimental Setup
In order to examine the performance of the developed detection and at-
tribution techniques, we design a comprehensive experimental setup using
SNNs for image classification, aimed to inform with empirical evidence the
responses to the following research questions:

• RQ1: Does the SCP-based detector perform competitively when com-
pared to post-hoc OoD detectors from the literature adapted to SNN
architectures?

• RQ2: How does the SCP-based detector perform when fused with other
adapted OoD detection methods?

• RQ3: Does the local relevance attribution method yield informative
explanations about the features that make a given sample be detected
as OoD? Which are the limitations of this explainability technique?

The design of the experiments devised to answer the above questions in-
clude the definition of the SNN architectures (Subsection 3.3.1), the ID and
OoD datasets under consideration (Subsection 3.3.2), the OoD methods
selected for comparison and the scores used to measure their performance
(Subsection 3.3.3), and the methodology followed to qualitatively validate
the relevance attribution vectors generated for OoD samples by the SCP-
detector (Subsection 3.3.5). In what follows, details about these design
choices are given. All scripts and notebooks producing the results reported
in this chapter have been made publicly available in a GitHub repository
(https://github.com/aitor-martinez-seras/OoD_on_SNNs).

3.3.1 Considered SNN Architectures
We start describing the experimental setup by the specific implementation
of the SNN under consideration. SNNs comprise a very wide research field
that lies in between Neuroscience and ML. Hence, some SNN variants
are designed departing from the bio-plausibility perspective, attempting
to make a machine simulate faithfully the biological brain, neurons and
its synapses. Other variants, however, pursue SNNs capable of solving
complex modeling tasks due to their inherent advantages rather than the
biological plausibility of the dynamics and neurons used. The latter design
criterion has dominated this area in recent times due to the need for more
efficient ML algorithms. As a result, a great variety of SNN frameworks
are nowadays available [83]. Although some of them seek a realistic simu-
lation of the human brain, others offer simpler albeit more effective SNN
implementations for data-based modeling, in terms of the the depth of the
networks that can be trained and the complexity of the tasks they can
tackle.

https://github.com/aitor-martinez-seras/OoD_on_SNNs
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As stated in the introduction, our experiments focus on practical fully-
spiking SNN implementations, namely, networks that are trained and run
entirety on data encoded as temporal spikes. Specifically, we use 2𝑛𝑑 order
LIF neurons that account for synaptic conductance. By denoting the mem-
brane voltage as 𝜗 and the synaptic current as 𝜁 , these decay over time at
rates 𝜏𝑚𝑒𝑚 and 𝜏𝑠𝑦𝑛, respectively. The ordinary differential equations that
are integrated over time (in discrete time steps) are [84]:

¤𝜗 = 1/𝜏mem (𝜗leak − 𝜗 + 𝜁), (3.8)
¤𝜁 = −1/𝜏syn𝜁, (3.9)

together with the jump condition:

𝑧 = Θ(𝜗 − 𝜗th), (3.10)

and transition equations:

𝜗 = (1 − 𝑧)𝜗 + 𝑧 · 𝜗reset, (3.11)
𝜁 = 𝜁 + 𝜁in, (3.12)

where 𝜗th defines the membrane voltage that, when exceeded, leads to the
emission of a spike; 𝑧 is a variable taking value 1 if the neuron voltage
surpasses 𝜗th (0 otherwise); 𝜗leak refers to a constant voltage value that is
leaked from the neuron; Θ(·) stands for the Heaviside step function that
returns value 1 when the threshold is surpassed; and 𝜗reset is the value
of voltage that is set when the latter happens. A SNN framework that
features this LIF model is Norse [85], which runs on top of PyTorch and
provides rate-based encoding strategies, LIF-based and Izhikevich neuron
models, and the SuperSpike training algorithm mentioned in Section 2.2.

We have tested our method over two different types of SNN architec-
tures for image classification: a Fully Connected (FC) architecture and
a Convolutional Neural Network (CNN) architecture. In both cases, the
encoder used to translate pixel values to spike trains is the so-called Pois-
son encoder, whereas neuron models are LIF (intermediate neurons) ex-
cept for the output layer, which utilizes LI neurons followed by SoftMax.
LI cells are similar to LIF neurons, but never fire: they only accumu-
late voltage. Parameters for both types of cells are 𝜗leak = 0, 𝜗reset = 0,
𝜏mem = 0.005 ms−1, and 𝜏syn = 0.01 ms−1. These parameters are identical
for all cells in the SNN, except for the voltage threshold 𝜗th, which is spec-
ified layer-wise in Tables 3.1 (gray-scale datasets) and 3.2 (color datasets)
along with the architectures of the networks in use for every case. Infor-
mation in these tables can be interpreted as explained in their captions.

All gray-scale models are trained for 5 epochs using an Adam solver
with learning rate equal to 0.002. The simulation time 𝑇 is 50 ms, whereas
the time step duration Δ𝑇 is 1 ms, hence yielding 50 time steps per sample.
For the model used over color datasets, the simulation time is expanded to
64 time steps per sample, whereas AdamW optimizer was used for a total
of 75 epochs.
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Table 3.1: SNN architectures considered in the experiments for gray-scale
datasets. Each layer is defined by a number and some letters, which respec-
tively define the number of neurons and the type of connections. Each layer
is separated by a hyphen. E denotes Poisson encoding neurons, fc stands for
fully connected neurons, conv means convolutional filters and Flt refers to a
flatten. The subscript of the last two defines the voltage threshold 𝜗th of the
LIF neurons. In the last layer only LI neurons are used, followed by a SoftMax
activation, being the number of output neurons equal to the number of classes

in the ID dataset.

Network Type Reference Architectures

Fully Connected SNN
(FC-SNN)

𝐹𝐶1 784E − 200fc0.25 − 𝑳𝑰

𝐹𝐶2 784E − 300fc0.25 − 200fc0.25 − 𝑳𝑰

Convolutional SNN
(CNN-SNN)

𝐶𝑁𝑁1 784E − 20conv0.2avgpool − 50conv0.2 − Flt − 300fc0.1 − 𝑳𝑰

𝐶𝑁𝑁2 784E − 20conv0.2avgpool − 50conv0.2 − Flt − 500fc0.1 − 300fc0.05 − 𝑳𝑰

Table 3.2: SNN architectures considered in the experiments for color datasets,
following the same structure and legend as in Table 3.1. The new keyword cpa

refers to a convolutional layer with padding equal to 1 and average pooling.

Network Type Reference Architectures

Convolutional SNN
(CNN-SNN) 𝐶𝑁𝑁𝑟𝑔𝑏 784E − 32cpa0.25 − 64cpa0.2 − 128cpa0.1 − Flt − 2048fc0.1 − 100fc0.1 − 𝑳𝑰

3.3.2 In-Distribution and Out-of-Distribution Data
In order to evaluate the performance of the SCP-based detector, we have
followed common practice in the literature related to OoD detection. Con-
sequently, datasets of well-known image classification tasks have been con-
sidered as ID datasets. Specifically, for the gray-scale datasets we have
used 28× 28 centered images: the MNIST dataset [86], composed by 60, 000
images of handwritten images with 10 classes (digits from 0 to 9); Fashion
MNIST [87], which comprises 60, 000 images of 10 different classes of clothes;
KMNIST [88], consisting of 60, 000 images of Japanese characters (Kanjis),
each belonging to one among 10 classes; and finally, EMNIST Letters
[89], which provides 145, 000 images of 26 types of letters of the Latin al-
phabet. In the case of color images, CIFAR10 and SVHN are used, composed
by 32 × 32 images and 10 classes each, the former comprising animals and
vehicle classes and the latter house numbers from 0 to 9 obtained from
Google Street View images. In addition, the techniques are evaluated
over neuromorphic image classification datasets, i.e., datasets whose ex-
amples are composed by event-based data coming, for example, from a
DVS. The selected ID datasets are NMNIST [90], a spiking version of the
original frame-based MNIST dataset; and DVSGesture [91], a dataset cre-
ated for developing a gesture recognition system with 11 hand gestures
from 29 subjects under 3 illumination conditions.

When it comes to OoD datasets, we consider all possible combinations
of pairs of the ID datasets defined above, establishing one of them as the
dataset over which the SNN is trained, and querying the trained SNN
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with the others, independently done for the gray-scale, color and neuro-
morphic datasets. For the sake of a wider experimental coverage, we have
added several additional OoD datasets for both gray-scale and RGB cases.
For the first case, we have considered notMNIST [92], which gathers font
glyphs extracted for the letters A through J; omniglot [93], which amounts
to 1, 623 different handwritten characters from 50 different alphabets; and
CIFAR10-BW, the black-and-white rescaled version (to 28×28 pixels) of the
CIFAR10 dataset [94]. As a result, the SNN trained for every ID dataset
will be queried with images drawn from 6 different OoD datasets. In all
cases, the OoD dataset is reduced to a uniform stratified sample of 10, 000
samples. For the case of colored datasets, we add Food101, consisting of
101 food categories; LSUN (crop) and LSUN (resize), 2 small subsets of
the LSUN scene classification dataset, the former composed by randomly
cropping image patches of size 32×32 and the latter by downsampling each
image to size 32 × 32; Flowers102, 102 categories of commonly occurring
plants of United Kingdom; Caltech101, a collection of pictures of objects
belonging to 101 classes; GTSRB, which comprises 43 classes of German traf-
fic signs; TinyImageNet, a smaller version of ImageNet with 200 classes
and images downsampled to 64 × 64 picels; EuroSAT, a land cover classifi-
cation dataset using Sentinel-2 satellite images; and finally, DTD, which is
composed by images of 47 classes of different textures. Finally, we consider
as OoD neuromorphic datasets CIFAR10DVS [95], the neuromorphic version
of CIFAR10; and DVSLip [96], an event-based lip-reading dataset.

3.3.3 Post-hoc Methods
For comparison purposes, to the best of our knowledge there is unfortu-
nately no OoD detector specifically designed for SNNs. Consequently, our
benchmark considers post-hoc OoD techniques that essentially rely on the
output of the neural network being monitored, either the logits or the out-
put of the softmax activation. In the case of the SNN architectures selected
for our experimentation, logits correspond to the maximum voltage reach
by every LI cell during the simulation time. The methods against which
the SCP-based detector is compared include the MSP method [8], ODIN
[12] and the energy-based approach presented in [15].

The MSP method is does not require any parameter tuning, whereas
ODIN and the energy-based method are governed by several parameters
such as the temperature or the input preprocessing (in the case of ODIN).
Values of these parameters must be properly set in order to obtain good
results. To this end, as stated in Section 2.1.1 of Chapter 2, for the
energy-based detector we follow their study [15] that states that can be
used parameter-free by defining 𝑇 = 1. For the temperature parameter
of ODIN, as there is not such option, we have instead evaluated several
temperature values for each (ID, OoD) dataset combination, reporting on
the configuration that yields the best performance in each case.

Regarding the configuration of the SCP-based detector, the subset of
instances of each class used for the characterization of the spike count
patterns is formed by 𝐸 = |D𝑐𝑡𝑟 | = 1, 000 samples per class. Agglomerative
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hierarchical clustering was used to extract clusters from the spike counts
of all training instances used for characterization. As for the creation of
the centroids, a median statistic was selected as the aggregation function
𝑓𝑎𝑔𝑔 (·), which is robust against spike count outliers. Finally, the threshold
for each class 𝜆𝑐 is selected utilizing a subset of 1, 000 samples per class
extracted from the training data and different from the ones used for the
creation of the centroids. To do so, the OoD scores are computed and the
threshold 𝜆𝑐 is defined as the value that yields a target percentage of that
class-wise subset that will be correctly classified as ID.

3.3.4 Out-of-Distribution Detection Metrics
To quantify the capability of the methods in the benchmark to detect OoD
samples, the scores used are the mainstream metrics below presented.

But first, is important to notice that the OoD detection task, in essence,
is as a binary classification task where the outcome is that the evaluated
sample is an ID or an OoD sample. Also, for clarification, in what follows
a True Positive (TP) refers to an ID sample correctly classified as such,
whereas a True Negative (TN) stands for an OoD sample detected correctly
by the OoD detector at hand. Thus, False Positive (FP) is an OoD sample
incorrectly detected as ID. The metrics that are defined in this section
are based on the True Positive Rate (TPR) and the False Positive Rate
(FPR), defined as:

TPR =
TP

TP + FN
, (3.13)

FPR =
FP

FP + TN
. (3.14)

Based on this definitions, we can now specify the metrics that are used to
asses the capabilities of different OoD detectors:

• FPR95 (FPR at 95% TPR). Is the rate of OoD samples wrongly classified
as positive (ID) when the TPR is 95%.

• AUROC (Area Under the Receiver Operation Characteristic curve). It
is a threshold-independent score for binary classification that can be
regarded as the probability that the model ranks a random positive
example with higher score than a random negative example. It is defined
as TPR/FPR.

• AUPR (Area Under the Precision-Recall curve). Is another threshold-
invariant score closely related to AUROC. The precision-recall curve is
given by the relationship between TP/(TP + FP) (precision) and TPR
(recall).



42 Chapter 3. OoD Detection in Image Classification for SNNs

3.3.5 Evaluating the Quality of the Relevance Attri-
bution Method

When aiming to inform an answer to RQ3, there is no standardized way
to measure the quality of explanations provided by a relevance attribution
technique like the one developed in this chapter. To overcome this, we opt
for evaluating our method against OoD datasets whose instances are built
from ID samples with imprinted visual artifacts. Since such artifacts are a
priori known to be the parts of the image that push most the input sample
towards the out-distribution, the relevance attribution technique should
highlight such artifacts in the produced heatmap for the image at hand.
In other words, if the difference between two samples is a certain extra
and/or missing feature, our relevance attribution method should focus on
them when performing OoD detection, and therefore should be clearly
distinguishable in the heatmap.

In doing so, MNIST will be used as ID dataset, whereas OoD datasets
used for the qualitative attribution assessment include i) MNIST-Square,
that is, the MNIST dataset with a square of 5 × 5 pixels placed randomly
in one of the corners of the image (with a separation to the border of the
image of 2 pixels); and ii) MNIST-C [97], another MNIST-based dataset that
includes several modifications made to the digits. Specifically, we use the
zig-zag corruption pattern in our experiments. An example showing the
three datasets used in our experiments related to RQ2 is depicted in Figure
3.4.

InD

MNIST

OOD

MNIST Square

OOD

MNIST-C
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Figure 3.4: Datasets for the experiments related
to the quality of relevance attribution heatmaps.

To correctly visualize the heatmaps, an appropriate plot range must
be selected previously. To that end, a random sample is extracted from
the training set and its heatmaps are computed. Then, from the pixel
values of all the heatmaps, the maximum value and the 𝑞-th quantile value
are obtained, where 𝑞 is the TPR selected to define the threshold. The
maximum of the visualization range will be the calculated maximum value
and the minimum will be the 𝑞-th quantile value. The size of the random
sample used to compute these maximum and quantile values is set to 100
examples.
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3.4 Results and Discussion
This section presents the results obtained from the experiments, along
with an analysis that leads to answers to the previously introduced re-
search questions: RQ1 (Subsection 3.4.1), RQ2 (Subsection 3.4.2) and RQ3
(Subsection 3.4.3). The latter includes a short analysis of the limitations
that the relevance attribution maps produced by our detector undergo in
regards to the complexity of the SNN network structure, as well as the
visual features observed by the trained SNN.

3.4.1 RQ1: Does the SCP-based detector perform
competitively when compared to post-hoc OoD
detectors from the literature adapted to SNN
architectures?

This question will be answered differentiating three types of datasets,
each with its own dedicated subsection: Subsection 3.4.1.1 for gray-scale
datasets, Subsection 3.4.1.2 for color datasets and Subsection 3.4.1.3 for
neuromorphic datasets.

3.4.1.1 Gray-scale Datasets

Scores obtained to address RQ1 are shown in Tables 3.3 and 3.4 for the
gray-scale datasets and in Table 3.5 for the color datasets. In all tables,
dark gray shaded cells indicate, for each dataset configuration and score,
the winning approach among the four OoD detection methods under com-
parison. Likewise, light gray shaded cells correspond to the second best
method in terms of AUROC score (in general the ranking of the methods
in the benchmark as per this score is maintained for the rest of scores).

Table 3.3: OoD detection scores obtained for the gray-scale FC-SNN architec-
ture. The arrow next to every score indicates whether higher (↑) or lower (↓)

values correspond to a better detection performance.

AUROC ↑ AUPR ↑ FPR95 ↓
ID

dataset
OoD

dataset
SCP
(ours) MSP ODIN Energy SCP

(ours) MSP ODIN Energy SCP
(ours) MSP ODIN Energy

MNIST
(96% acc)

FMNIST 92.91 74.19 74.19 39.71 91.41 65.67 65.67 41.12 23.15 76.34 76.34 93.00
KMNIST 95.26 80.97 80.97 60.83 95.47 76.68 76.68 55.30 21.84 72.40 72.40 89.06
Letters 88.38 84.25 84.25 69.17 88.83 83.31 83.31 65.79 50.33 71.15 71.15 89.40
notMNIST 99.29 64.42 64.42 20.67 99.25 57.59 57.59 34.39 02.59 86.29 86.29 97.62
omniglot 72.91 93.61 95.89 95.80 75.06 94.07 95.98 95.91 88.54 44.10 24.81 24.90
CIFAR10-BW 99.60 80.13 80.13 16.92 99.58 78.94 78.94 33.34 00.96 80.51 80.51 99.68

FMNIST
(84% acc)

MNIST 92.73 86.77 96.02 97.34 93.72 85.64 95.77 97.66 36.62 46.19 17.18 15.90
KMNIST 86.23 78.79 88.37 87.29 85.90 81.75 88.76 87.73 50.72 79.00 57.01 65.11
Letters 92.64 81.27 92.34 93.15 93.37 80.06 91.80 93.92 34.79 62.97 34.68 44.99
notMNIST 98.53 61.80 61.80 43.30 98.97 62.28 62.28 44.74 02.67 93.22 93.22 95.99
omniglot 79.25 92.16 98.07 98.70 81.49 91.61 98.16 98.98 78.62 30.63 08.01 06.00
CIFAR10-BW 97.10 55.22 55.22 33.38 97.64 60.05 60.05 40.33 12.62 94.70 94.70 98.99

KMNIST
(87% acc)

MNIST 63.24 84.27 85.68 82.44 63.51 87.37 88.50 85.76 86.84 57.08 49.65 63.59
FMNIST 72.11 76.58 76.58 46.86 67.25 78.31 78.31 49.50 63.47 70.38 70.38 90.74
Letters 75.64 85.16 86.51 83.09 73.47 88.26 89.29 86.10 74.25 54.76 47.28 60.32
notMNIST 96.66 67.35 67.35 38.70 96.72 67.66 67.66 43.82 08.95 80.90 80.90 96.04
omniglot 54.15 94.43 96.66 96.38 57.38 95.57 97.57 97.32 97.21 18.64 05.19 08.02
CIFAR10-BW 95.01 79.94 79.94 45.68 95.35 82.60 82.60 55.28 16.55 65.71 65.71 99.41

Letters
(86% acc)

MNIST 72.58 78.58 81.31 81.34 72.57 77.01 79.94 80.35 85.30 74.11 66.35 67.72
FMNIST 88.78 71.64 71.64 34.47 87.66 72.07 72.07 39.68 37.67 87.27 87.27 92.98
KMNIST 87.53 77.76 77.76 66.62 87.40 76.22 76.22 61.94 49.27 78.00 78.00 82.41
notMNIST 98.48 58.33 58.33 24.81 98.32 54.19 54.19 35.51 06.12 93.57 93.57 98.01
omniglot 77.47 94.86 97.72 97.88 80.72 95.22 97.83 97.92 86.92 28.63 12.27 10.51
CIFAR10-BW 98.81 53.28 53.28 07.80 98.88 53.48 53.48 32.55 03.94 97.97 97.97 99.89
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We start by discussing on the results for the gray-scale datasets. Sev-
eral observations can be done by examining the results corresponding to
the FC-SNN model (Table 3.3). First, the ours SCP-based OoD detec-
tion method achieves in general better detection scores, specially for the
MNIST and Letters datasets. Only results obtained for omniglot are
worse for the SCP-based approach than for the rest of methods in the
benchmark. In the case of the KMNIST dataset, the SCP-based detector
dominates the comparison only when notMNIST and CIFAR10-BW are used
as OoD datasets. Another interesting fact is that the scenarios where our
devised method achieves the best results, all other logit-based OoD de-
tectors fall apart, scoring significantly worse. Conversely, when any logit-
based method performs better than our method, our proposal is never
ranked second within the benchmark. This suggests that OoD predictions
issued by the SCP-based detector succeed at rectifying those produced by
logits-based approaches when they are fused together.

Another observation is that there are some cases where ODIN and MSP
methods perform equally. The reason is that, as explained in Subsection
3.3.3, several values of the temperature parameter for each combination of
datasets have been tested, reporting in all cases the best score. This could
occur for a temperature value equal to 1, which would effectively convert
ODIN into the MSP method. Actually, this occurs in the cases where our
method clearly dominates the benchmark, supporting the idea that logits
are not suitable for detecting OoD samples in some cases.

Table 3.4: OoD detection scores obtained for the gray-scale
CNN-SNN architecture.

AUROC ↑ AUPR ↑ FPR95 ↓
ID

dataset
OoD

dataset
SCP
(ours) MSP ODIN Energy SCP

(ours) MSP ODIN Energy SCP
(ours) MSP ODIN Energy

MNIST
(97% acc)

FMNIST 92.83 91.64 93.00 91.51 94.53 92.86 93.38 91.92 49.60 54.75 37.87 44.60
KMNIST 97.23 89.64 90.23 88.33 97.75 90.25 90.51 88.67 13.36 57.13 50.88 58.52
Letters 92.03 86.04 87.35 86.06 91.19 85.42 86.85 85.75 34.75 63.65 57.05 62.21
notMNIST 97.10 87.42 88.48 88.04 97.56 86.54 87.60 87.57 17.57 61.43 54.74 58.59
omniglot 96.91 89.16 90.67 90.06 97.46 88.51 89.78 89.21 15.83 55.73 45.24 48.25
CIFAR10-BW 94.05 94.83 96.86 95.04 95.84 96.16 97.53 96.19 49.57 45.15 22.29 41.23

FMNIST
(77% acc)

MNIST 97.45 49.83 65.76 82.50 97.97 52.79 65.84 80.07 09.34 95.10 88.00 51.39
KMNIST 97.57 68.51 79.60 88.70 98.09 70.75 80.63 88.06 09.92 87.96 79.97 48.09
Letters 96.16 53.63 66.31 78.39 96.72 52.99 63.30 74.03 17.64 91.64 85.06 58.87
notMNIST 95.95 65.24 72.27 73.41 95.52 63.03 68.60 70.38 15.00 87.33 87.46 85.95
omniglot 97.68 61.10 74.49 86.62 97.67 61.21 72.73 83.80 06.35 91.50 82.96 44.55
CIFAR10-BW 92.14 83.39 91.23 87.03 92.79 85.41 92.73 89.22 36.89 70.20 61.87 75.06

KMNIST
(87% acc)

MNIST 83.96 84.85 86.49 86.43 86.07 87.97 88.91 88.82 56.50 61.79 51.07 53.44
FMNIST 60.07 74.17 76.94 73.53 63.41 70.51 72.70 70.29 89.34 76.99 66.97 78.09
Letters 82.26 84.26 87.30 87.01 82.34 86.75 88.98 88.57 55.23 61.34 46.21 48.33
notMNIST 83.06 84.53 86.99 84.72 84.29 85.52 85.99 83.99 55.66 58.34 42.38 52.86
omniglot 92.93 84.43 87.78 87.35 93.89 86.33 89.11 88.47 25.60 59.33 43.72 46.16
CIFAR10-BW 47.35 85.66 92.24 85.36 54.90 89.30 94.10 89.43 99.27 64.13 32.33 69.18

Letters
(82% acc)

MNIST 75.90 75.36 75.55 75.49 77.47 79.47 78.71 78.41 81.93 88.74 90.63 91.35
FMNIST 79.06 76.23 76.23 64.47 84.18 82.24 82.24 69.43 84.80 88.46 88.46 90.42
KMNIST 86.15 77.05 79.11 74.91 88.61 79.43 81.07 77.74 68.37 82.22 86.67 92.81
notMNIST 83.35 65.74 65.74 62.31 84.62 66.67 66.67 67.12 66.84 91.88 91.88 96.61
omniglot 91.57 78.36 84.53 85.18 92.61 80.94 85.64 86.06 43.95 79.14 69.93 68.46
CIFAR10-BW 67.49 77.56 77.56 49.36 76.24 84.09 84.09 64.09 99.69 93.68 93.68 99.96

We now shift the focus of the discussion on the results for the CNN-SNN
architecture shown in Table 3.4. In this second experiment, our method
outperforms the rest of competing OoD detectors in a wider number of
cases. Exceptions are Letters and KMNIST datasets, especially the lat-
ter where the SCP-based detector only performs best in 1 out of 6 OoD
datasets. Furthermore, performance gaps in those cases where it domi-
nates the rest of the benchmark are small. It is also worth noting that,
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although our proposal attains superior results in less cases than in the
FC-SNN architectures, the differences to the winning OoD technique are
not that large in those cases.

The smaller performance gaps observed in this second set of experi-
ments call for a further examination of their statistical significance. To
this end, we resort to two different methodologies widely used by the com-
munity for the purpose, and apply them to the AUROC scores reported
in Tables 3.3 and 3.4:

• A critical distance diagram [98], which employs a post-hoc Nemenyi
test to compute a critical distance value; if the average rankings of two
methods as per the paired score values achieved across different cases
are separated by more than the critical distance value, they can be
considered to perform significantly different to each other. Otherwise,
if their average ranks differ in less than the critical distance, they are
declared to be statistically equivalent.

• A Bayesian posterior analysis of the differences between the paired per-
formance scores achieved by the techniques under comparison. The work
in [99] exposed that standard hypothesis testing was not suitable for as-
sessing the significance of performance differences for a number of issues.
Alternatively, they proposed to perform a Bayesian sign test of the per-
formance scores of two different techniques, yielding an estimation of the
probability that one technique outperforms the other using the scores
obtained by each of them over all cases. The probability resulting from
this analysis can be carried out via Monte Carlo sampling and depicted
in a system of barycentric coordinates, in which three regions are dis-
tinguished: one where the first OoD technique outperforms the second,
a second one where the second outperforms the first, and a third region
reflecting practical equivalence. This latter region delimits the probabil-
ity that techniques can be concluded to perform equivalently from the
statistical point of view, and depends on a parameter (rope) that estab-
lishes the minimum difference between the scores of the OoD techniques
for considering their performance as significantly different. The value of
rope depends on the task being solved: in our case, rope is set equal to
AUROC = 1%.

Figure 3.5 depicts the result of the first statistical significance study
over the results obtained for the (a) FC- and (b) CNN-SNN architectures.
It is straightforward to note that for both SNN architectures, our method
ranks first on average, yet its dominance over the rest of methods cannot
be concluded to be statistically significant. Therefore, it is necessary to
perform a closer study between our SCP-based detector and the second
best one, namely, ODIN.

This closer examination is done by performing a Bayesian analysis of
the differences following the methodology described above using the AU-
ROC scores of ODIN and our SCP-based detector. Figures 3.6.a and 3.6.b
show the results of this second significance study. When it comes to the
scores obtained for the FC-SNN architecture (Figure 3.6.a), almost all
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Figure 3.5: Critical distance diagrams computed over the AUROC results
across the cases considered in the experiments of BW datasets for (a) FC- and
(b) CNN-SNN architectures. The value of the critical distance is shown on top of
every diagram. Horizontal lines connecting the average rank markers of several
detectors indicate that their average rankings cannot be claimed to be different

to each other with statistical significance.

Monte Carlo samples drawn from the adjusted Bayesian posterior proba-
bility lie in between the regions where ODIN or the SCP-based detector
achieve better results. This means that none of the methods perform equiv-
alently, and one always outperforms the other with statistical significance.
This goes in line with the observation made in the discussions on Table
3.3, where it was concluded that either a logit-based approach or the SCP-
based detector performs best in the majority of cases, being very few the
scenarios where both perform similarly. The Bayesian analysis reported in
Figure 3.6.a informs that the probability that our method performs better
than ODIN is approximately 73%, whereas ODIN is expected to perform
better for the remaining percentage.

We follow this second significance analysis by exploring the output of
the Bayesian analysis over the results obtained for the CNN-SNN architec-
ture. Figure 3.6.b clearly reveals that either our method performs better
(approximately 94%) or ODIN does (6%), whereas the probability that
both perform equivalently (rope region) is almost negligible.

3.4.1.2 Color Datasets

Regarding the color datasets, the results are more evenly matched as ex-
posed by the scores reported in Table 3.5. However, conclusions obtained
are similar to the ones drawn for the experiments with gray-scale datasets.
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p(SCP) = 0.734

p(rope) = 0.000

p(ODIN) = 0.265

(a) FC-SNN

p(SCP) = 0.939

p(rope) = 0.004

p(ODIN) = 0.057

(b) CNN-SNN

Figure 3.6: Posterior probability resulting from the Bayesian signed tests com-
puted over the paired AUROC scores attained by ODIN and the SCP-based

detector with (a) the FC-SNN architecture; (b) the CNN-SNN architecture.

Table 3.5: OoD detection scores obtained for the RGB CNN-SNN architecture.

AUROC ↑ AUPR ↑ FPR95 ↓
ID

dataset
OoD

dataset
SCP
(ours) MSP ODIN Energy SCP

(ours) MSP ODIN Energy SCP
(ours) MSP ODIN Energy

CIFAR10
(65% acc)

Food101 71.65 62.69 68.10 67.45 70.30 64.06 70.12 69.80 81.56 91.49 89.99 92.31
LSUN (crop) 87.63 65.91 74.09 74.67 86.97 70.84 77.93 78.40 49.06 93.14 90.15 92.42
LSUN (resize) 69.54 65.65 72.80 74.46 68.95 67.01 74.21 74.97 84.18 89.11 86.81 84.59
Flowers102 75.77 62.79 68.71 67.75 75.04 64.71 70.93 70.32 75.59 92.47 90.54 91.84
Caltech101 67.02 61.79 65.88 66.47 64.47 63.75 67.90 68.58 83.81 92.52 91.53 91.79
GTSRB 78.76 67.03 71.81 69.12 78.10 70.41 75.42 73.61 69.49 92.11 91.38 91.71
SVHN 62.70 66.73 70.10 69.72 61.21 69.28 72.27 72.06 88.51 90.50 89.41 90.17
TinyImagenet 54.03 70.89 70.89 69.61 55.63 75.39 75.39 74.70 95.34 90.44 90.44 93.02
EuroSAT 65.88 66.49 70.00 69.56 64.91 68.73 71.43 70.70 85.69 90.04 88.96 89.60
DTD 61.43 76.86 81.76 73.19 63.91 80.22 85.12 83.92 90.60 84.28 83.95 80.71

SVHN
(75% acc)

Food101 61.73 61.95 63.97 65.64 59.24 61.54 64.94 67.58 84.89 91.49 92.71 92.55
LSUN (crop) 84.74 76.35 74.84 80.20 85.82 78.02 81.40 83.76 50.59 90.97 94.20 80.90
LSUN (resize) 73.20 77.39 81.73 82.80 76.87 90.41 85.49 86.29 73.95 86.09 86.75 77.49
Flowers102 80.47 74.29 77.92 81.32 81.66 79.00 82.68 84.66 60.79 90.28 93.20 78.76
Caltech101 80.94 73.85 77.24 78.39 82.75 78.50 81.86 82.42 60.35 89.45 91.97 84.31
GTSRB 81.82 73.74 77.02 79.88 82.23 78.34 81.85 83.45 56.24 93.60 90.09 82.10
CIFAR10 83.11 78.02 81.01 78.90 83.80 77.85 81.10 81.79 55.59 86.42 88.64 81.76
TinyImagenet 80.23 73.73 77.80 80.90 81.23 78.67 82.71 84.46 60.81 90.93 93.08 81.21
EuroSAT 79.06 74.02 77.73 80.47 79.38 78.53 82.25 83.87 60.84 89.79 92.32 80.48
DTD 81.16 74.11 77.69 81.01 92.85 78.78 82.39 84.42 56.75 81.61 81.61 78.89

1 2 3 4

Energy

SCP ODIN

MSP

CD

Figure 3.7: Critical distance diagram computed over
the AUROC results across the cases considered in the

experiments for color datasets.

In general, the detection performance of all methods is worse than in
the previous set of experiments, due to the fact that the accuracy of the
model is significantly lower (approximately 65% and 70% for CIFAR10 and
SVHN, respectively). In these two ID datasets, SCP outperforms the other
detection methods over 5 out of the 10 OoD datasets. This can be fur-
ther observed in Figures 3.7 and 3.8. In the critical distance diagram,
where obtained average rank is taken into account, the winning method is
Energy, but without statistical significance as the distance of its average
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p(SCP) = 0.457

p(rope) = 0.094

p(Energy) = 0.449

(a) SCP vs Energy

p(SCP) = 0.825

p(rope) = 0.000

p(ODIN) = 0.175

(b) SCP vs ODIN

Figure 3.8: Posterior probability resulting from the Bayesian signed tests com-
puted over the paired AUROC scores attained by ODIN, Energy and the SCP-

based detector.

rank to that of ODIN and the SCP is smaller than the critical distance.
Therefore, further exploration is carried out by means of a Bayesian anal-
ysis, concluding that our method works significantly better than ODIN
(approximately 82% of the times), while performing on par with Energy,
as both perform better than the other with equal likelihood (45%).

3.4.1.3 Neuromorphic Datasets

Finally, we analyze the results obtained for the neuromorphic datasets,
which are summarized in Table 3.6. It can be observed that the SCP-
based detector clearly outperforms its competitors in all the ID vs OoD
combinations, except for the DVSGesture vs NMNIST, where all datasets
attain an optimal detection performance. In fact, our SCP based detector
obtains near-perfect scores (more than 99% AUROC) when NMNIST is the
ID dataset.

Table 3.6: OoD detection scores obtained for the RGB CNN-SNN architecture
in neuromorphic datasets.

AUROC ↑ AUPR ↑ FPR95 ↓
ID

dataset
OoD

dataset
SCP
(ours) MSP ODIN Energy SCP

(ours) MSP ODIN Energy SCP
(ours) MSP ODIN Energy

NMNIST
(97% acc)

DVSGesture 99.76 83.29 83.29 81.96 99.80 87.39 87.39 85.18 00.00 84.77 84.77 80.50
CIFAR10DVS 99.89 88.86 92.28 92.17 99.90 90.16 92.9 92.96 00.00 66.15 42.51 43.01
DVSLip 99.12 92.05 92.05 89.81 99.42 93.44 93.44 90.56 01.12 54.13 54.13 50.07

DVSGesture
(70% acc)

NMNIST 100.0 100.0 100.0 90.72 100.0 100.0 100.0 95.25 00.00 00.00 00.00 43.01
CIFAR10DVS 85.74 53.89 66.56 57.85 87.35 56.36 65.95 58.63 24.62 82.20 71.21 85.98
DVSLip 99.20 81.27 95.02 83.41 98.32 77.84 93.40 84.08 00.76 36.36 11.74 58.33

Results are in line with expectations, as SNNs are by design well suited
for processing and modeling temporal data. Therefore, samples of these
neuromorphic datasets can be characterized more clearly in the activations
space than in the logit space, giving rise to a better latent embedding for
the spike count characterization performed by SCP.
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3.4.2 RQ2: How does the SCP-based detector per-
form when fused with other adapted OoD de-
tection methods?

To inform this research question with evidence, different ensembles have
been built by fusing the OoD detection methods considered for the bench-
mark. At this point it is important to note that the fusion of several
techniques is only worth when i) they yield similar levels of performance
for the datasets being evaluated; and ii) when their decisions for a given
input are diverse. Otherwise, poorly performing techniques can introduce
noise to the final fused decision and ultimately, degrade the overall per-
formance of the ensemble. Therefore, ensembles will be assessed for the
color datasets, where the OoD methods to be fused perform most closely
to each other.

Figure 3.9 illustrates how the fusion of two OoD detection methods
A and B works: for a given query instance 𝑋𝑡𝑒𝑠𝑡 , the predictions issued
by both fused methods are combined together under an AND criterion,
so that the outcome of the ensemble for the query instance is OoD (out
of distribution) only if both methods (A and B) predict the instance as
such. Otherwise, the sample is predicted to belong to the ID dataset. By
building ensembles with different methods, we aim to elucidate whether the
two methods perform diversely yet coherently enough for their combination
to yield better detection scores w.r.t the performance of the two methods
in isolation.

Xtest

OoD
method A

OoD
method B

1
1

1

1
0

0 0
0

InD

InD

InD

OoD

AND

A B

Figure 3.9: Fusion of OoD detection methods and voting cri-
terion for their predictions.

When addressing RQ2, several ensembles are created, namely, E-ODIN-
Energy, E-ODIN-SCP and E-Energy-SCP, and evaluated over color datas-
ets, where differences reported in response to RQ1 are narrower. If the fu-
sion of models produce similar decisions for the test samples in the different
experiments, the ensemble will not improve the scores achieved by its fused
methods. On the other hand, if decisions by the combined methods differ
from each other, the fusion may yield differences in detection performance.
Table A.1 included in Appendix A comprehensively collects the detection
performance figures for these ensembles. For the sake of clarity, we herein
discuss on the CD diagram (Figure 3.10) and the barycentric plot resulting
from the Bayesian analysis of performance differences (Figure 3.11).

We begin by inspecting the critical distance diagram, which clearly
depicts that both Energy and ODIN (logits-based approaches) perform
outstandingly better when fused with the SCP-based detector. Contrarily,
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Figure 3.10: Critical distance diagram of ensembles,
ODIN and Energy evaluated over color datasets.

when Energy and ODIN are fused together to yield the E-ODIN-Energy
ensemble, the fusion of predictions seem not to lead to significant per-
formance gains. Actually, all three methods’ and the ODIN-Energy en-
semble’s average ranks are separated by less than the critical distances,
meaning that their average ranks are not statistically different from each
other. As in RQ1, this lack of statistical significance calls for a deeper
analysis towards solidly answering RQ2.

p(E-ODIN-SCP) = 0.995

p(rope) = 0.000

p(Energy) = 0.005

(a) E-ODIN-SCP vs Energy

p(E-ODIN-Energy) = 0.001

p(rope) = 0.880

p(Energy) = 0.119

(b) E-ODIN-Energy vs Energy

Figure 3.11: Posterior probability resulting from the Bayesian signed tests
computed over the paired AUROC scores attained by the E-ODIN-SCP ensem-

ble, the E-ODIN-Energy ensemble and the Energy method.

When applying a Bayesian analysis over the obtained results, we take
into account not only the difference in ranks, but also the difference in
raw performance, using AUROC as the metric like in the previous cases.
In order to make a fair comparison, we compare the E-ODIN-SCP and
E-ODIN-Energy ensembles to the Energy method, to verify whether the
fusion of SCP with ODIN is more beneficial than combining ODIN with
Energy. Such comparisons can be observed in Figures 3.11.a and 3.11.b,
which clearly show how the fusion with our SCP-based technique outper-
forms Energy almost all the times. Specifically, Figure 3.11.a demonstrates
that the E-ODIN-SCP ensemble, despite using ODIN (a lower performing
method when compared to Energy), turns out to achieve better results with
very high likelihood (99.6%). Conversely, the E-ODIN-Energy ensemble is
not even capable of outperforming Energy, one of the techniques that com-
poses it. Together with the detailed report of scores in Table A.1, it can
be concluded that the predictions issued by our SCP-based method, when
fused with those made by other OoD detectors, allow detecting OoD in-
stances more effectively than any other approach in the benchmark, either
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individual methods or any other ensemble not considering the SCP-based
detector at its core.

3.4.3 RQ3: Does the local relevance attribution
method yield informative explanations about
the features that make a given sample be
detected as OoD? Which are the limitations
of this explainability technique?

At this point we recall that the local explanation technique for the SCP-
based detector aims to generate a relevance attribution vector h(x) for a
query sample x (i.e. a heatmap when dealing with image classification).
The value of its components {ℎ𝑑 (x)}𝐷𝑑=1} indicates the relative relevance
of regions of the input space that have influenced most the detector when
detecting that the query sample is OoD. The heatmap must also deliver
information about an OoD score of the sample, such that the intensity of
the heatmap should be higher as the OoD score of the sample increases,
and vice-versa.

Based on the above intuition, the qualitative evaluation of the attri-
bution method made to reply RQ3 proceeds as follows: first, attribution
generated for several test images with known artifacts are shown and an-
alyzed to verify that the produced heatmaps spot those artifacts. Next,
limitations of the attribution method noted during the experimentation
are exposed, using examples and results that clearly illustrate these con-
straints.

We concentrate the discussion on FC-SNN and CNN-SNN architectures
trained to classify MNIST images (ID dataset), using query instances from
MNIST-Square and MNIST-C as OoD datasets. The detection performance
of the SCP-based OoD detector in this setup is reported in Table 3.7,
indicating values of the three detection scores used so far. We note that in
this case the value of FPR80 is reported, i.e., the FPR value obtained when
the target TPR is set to 80%. In other words, the detection threshold is
set such that 80% of the positive (ID) samples are correctly detected as
such. It is important to note that all the other three logit-based detectors
considered in the benchmark obtain worst detection scores in this setup.

ID
dataset

OoD
dataset Model AUROC ↑ AUPR ↑ FPR80 ↓

MNIST
MNIST-Square

FC-SNN 96.04 96.70 02.92
CNN-SNN 69.73 69.06 55.14

MNIST-C FC-SNN 83.73 83.03 27.05
zigzag CNN-SNN 75.06 73.64 45.11

Table 3.7: Scores for the SCP-based detector in the experiments devised to
address RQ3.
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After training both SNN architectures over the MNIST dataset, several
ID and OoD samples are tested and processed through the SCP-based de-
tector and the local relevance attribution technique. Figure 3.12 depicts
several of such query images. The text at the bottom of each image rep-
resents the predicted class for the image, whereas the number above the
image corresponds to the difference between the OoD score for the given
sample – given by the value returned by 𝑓𝑂𝑜𝐷 (x, 𝑦) as per Expression (3.4)
– and the threshold 𝜆𝑦 for a TPR of 80%. Hence, a positive value above
every image means that the image is detected as OoD. Conversely, the
more negative this value is, the more ID the sample can be thought to
be, as it is farther from being detected as OoD based on the criterion in
Expression (3.5).

The discussion starts with the images shown for the FC-SNN archi-
tecture (Figure 3.12.a). The first example, a digit corresponding to class
5, the rightmost tip of the digit is highlighted as relevant even if clearly
belonging to the ID. Indeed, despite its largely negative score (therefore
being confidently detected as ID), usually the 5 digits in the MNIST dataset
do not reach the edges of the image. In this case, the 5 sample depicted
in the figure has an untypically long tip. In the square and zigzag case
this observation is further buttressed: not only the same digit with square
and zigzag artifacts preserve a highlighted right tip, but relevance is also
attributed by our approach to the parts of the image affected by the arti-
facts. The 5 digit with the zigzag pattern is not be detected as OoD, but
its OoD score is close to 0, hence the image is more likely to be an OoD
than the normal case. Consequently, the produced heatmap is less intense.
The 8 digit comprising square and zigzag artifacts would be detected as
OoD, an both artifacts are partly remarked in the heatmaps. Some parts
of the clean 8 digit image are also marked in the heatmap: this can be
explained because the closest cluster for the samples with the corruption
changes w.r.t. the clean digit from where they are produced, which may
be composed by digits with different compositional characteristics. In the
last example, the 4 digit, the zigzag case is predicted to be a digit 9 rather
than a digit 4, and thus highlights several regions where the shape of an
archetypical 9 could be.

Digits shown for the CNN-SNN architecture exhibit in general noisier
and smoother heatmaps, as relevance attribution vectors at the input of
the architecture are scaled up via interpolation to match the dimensions
of the original input image (in this case, from 11 × 11 to 28 × 28 pixels. In
all examples included in Figure 3.12.b, the artifacts induced in the clean
1, 9 and 7 digits are highlighted in the heatmap. In the case of the digit
7, the noisier heatmaps are due to the fact that the predicted classes are
9 (square) and 2 (zigzag) rather than a 7. Hence, the parts of the image
spotted by the heatmaps include both the artifacts and the parts of the
original digit that make the spike count patterns deviate from those of the
closest centroid of its wrongly predicted class.

In summary, we conclude that the devised relevance attribution tech-
nique can generate heatmaps that provide meaningful information about
the features of the input that make the SCP detector identify it as an OoD
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Figure 3.12: Heatmaps showing the relevance attributed to different digits
(clean and corrupted versions with square and zigzag artifacts) for (a) a FC-
SNN architecture; (b) a CNN-SNN architecture. Each heatmap is superimposed
on its input, and for every image its predicted class is reported, together with
the difference between the its OoD score and the class-conditional threshold 𝜆𝑦 .

sample. However, during our experiments we noted several limitations of
the approach that spur future technical extensions to the algorithm that
are later described in the concluding part of the chapter. Such limitations
are:

• The depth of the network degrades the quality of attribution heatmaps:
one effect observed when applying the relevance attribution technique
is that heatmaps become noisier as the depth of the fully connected
part of the SNN increases, i.e., the number of fully connected layers 𝐿.
This effect can be observed in Figure 3.13, where the same inputs as
in Figure 3.12 are used over FC-SNN and CNN-SNN architectures with
𝐿 = 2 fully-connected layers, instead of the single-layered architecture
considered in previous experiments.

As noted in these plots, in general the attribution technique elicits
less sharpely defined heatmaps, evincing its lower capability to empha-
size important features in the input image towards the OoD detection.
Nonetheless, for some samples their predicted class has changed. Specif-
ically, the digit 8 with the square artifact in the FC-SNN model, and
the digit 7 in the CNN-SNN architecture. Moreover, the lower definition
and quality of the produced attributions is not reflected on the detec-
tion scores, as can be verified in Tables A.2 and A.3 and in Figure A.1
of A.2. While in the case of the CNN-SNN architecture a small per-
formance loss is noted, when it comes to the FC-SNN architecture the
developed SCP-based detector yields even better detection scores when
compared to ODIN.
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Figure 3.13: Heatmaps showing the relevance attributed to different digits
(clean and corrupted versions with square and zigzag artifacts) for (a) a FC-
SNN architecture; (b) a CNN-SNN architecture. In both cases the number of
fully connected SNN layers is 𝐿 = 2. The layout and interpretation of the plots

are identical to those in Figure 3.12.

• The attribution depends on features extracted from the input by the net-
work : Our detector stringently depends on the features extracted from
the input image and that are input to the fully-connected part of the
SNN. That is, when it is preceded by a feature extractor like a convolu-
tional layer, our detection capabilities depend on the ability of this layer
to learn feature maps that capture characteristics that push the SCP-
detector to declare that the image is OoD. Unfortunately, satisfying this
necessary condition is not sufficient to guarantee that OoD samples will
be detected as such. A false negative could lead to a heatmap that
does not highlight characteristics that expose the OoD nature of the
misdetected input sample.

On the one hand, as feature maps go through a fully connected network
before reaching the layer where the SCP-based detection is performed
(the layer prior to softmax), the effect on the latter could be compen-
sated for by the learned weights, as neurons are densely connected and
every neuron affects all the neurons of the subsequent layers. On the
other hand, due to the way the OoD score is computed, a high intra-
cluster variance could eventually mask an OoD sample. As described
in Algorithm 1, our method assigns an OoD score computed as the 𝐿1
distance to the closest centroid among the spike count clusters of the pre-
dicted class. Hence, if the spike count pattern of the input changes, the
closest cluster to the input may vary accordingly, specially if the intra-
cluster variance is high. This is not a bad effect overall, as it allows ID
samples to be more accurately represented by the centroids. But what
could also occur is that the reconstruction of one of the centroids (men-
tioned in Subsection 3.2.3) of the predicted class coincidentally matches
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the reconstruction of the input being tested, masking the OoD charac-
teristics that should be highlighted as relevant.

Notwithstanding the above limitations, results reported in this section
support that i) the SCP-based OoD detector performs very competitively
with respect to other model-agnostic OoD detection approaches from the
literature, with significance as per a Bayesian analysis of the performance
differences; and ii) that the relevance attribution technique effectively high-
lights artificially induced modifications to ID data that a priori should
contribute to their identification as OoD by the SCP-based detector.

3.5 Conclusions
This chapter has elaborated on the OoD detection problem when dealing
with SNN architectures. Focusing on networks with rate-based encoding
schemes and LIF neurons, the main idea of the designed OoD detector
is to leverage the spike count patterns produced at the last intermedi-
ate layer of the neural model to create archetypes or representatives of
those patterns for every class in the dataset at hand. By comparing these
archetypes with spike count patterns stimulated by new query samples,
the developed detector can effectively discriminate whether they are in-
or out-distribution samples. Comparisons are made by using a distance
metric, whereas archetypes are represented by the centroids of a cluster
space computed over the spike count patterns of training samples by a
clustering approach. We further inform the output of the OoD detector
with explanations issued by a local relevance attribution method, provid-
ing a measure of the features of any given input sample that drive most
the output of the detector towards declaring the input as OoD.

Extensive experiments done for image classification tasks over fully-
connected and convolutional-based SNN architectures, for gray-scale, color
and event-based datasets, have verified that the designed detector achieves
a competitive detection performance over other model-agnostic post-hoc
OoD detection techniques, which have been tailored to work with spiking-
based neural models. Results are specially impressive in the neuromorphic
datasets, where our technique consistently outperforms competitors. In
addition, experiments with ensembles of OoD detection techniques have
showcased that the fusion of the formulated SCP-based detector with a
logits-based method attains unrivaled levels of performance when com-
pared to other combinations of techniques. Furthermore, explanations
issued by the devised local relevance attribution method excel at identify-
ing artificially inserted perturbations on ID samples, which are highlighted
as the parts of the image that are influential for their detection as OoD.
Limitations of this technique have been exposed and discussed, showing i)
the degradation of the quality of explanations with the increasing depth
of the fully connected part of the network; ii) the dependence of the at-
tributed relevance on the input features captured by the input of the SNN
model; and iii) the intra-cluster variance of clusters computed from the
spike counts of the input data.
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Several technical extensions are envisioned for the near future arising
from the promising results presented in this chapter. To begin with, ef-
forts will be invested towards mitigating the impact of the aforementioned
limitations on the produced heatmaps of the relevance attribution tech-
nique. In addition, it will be interesting to take a step beyond the fusion
of OoD methods to to combine them with the output of uncertainty esti-
mation techniques, which can also give a hint about the unknown nature
of a given query to the model. Furthermore, we plan to implement fu-
sion of feature based and logits based techniques in other fields within
the OoD detection framework. Finally, integrating this type of models to
the OpenOOD repository presented in Section 2.1 would benefit the OoD
detection community by eliciting more research in SNNs.
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Chapter 4

Out-of-Distribution
Detection in Object
Detection Tasks

In the previous chapter, we designed an ad-hoc technique for a specific
type of networks, SNNs, by leveraging the activation space of these net-
works, aiming to model the training distribution based on the spike count
following the feature extraction part of the model. In this chapter, we
will use classical and well-established neural networks used for object de-
tection task, a less explored area by the OoD detection community when
compared to image classification.

As discussed in the introduction of this Thesis, ensuring the safety of
models involves developing robust systems capable of handling unknown
semantics, effectively distinguishing between familiar and unfamiliar ob-
jects. In essence, these models must be able to navigate open-world envi-
ronments by discerning between the background (irrelevant information),
known objects (relevant information within the training distribution), and
unknown objects (relevant information outside the training distribution).

In this context, substantial efforts have been directed towards the field
of Open World Object Detection (OWOD) [100, 101, 102, 103]. The goal
here is to develop models capable of detecting unknown objects and in-
crementally learning new categories over time. Predominantly, research in
this area has concentrated on methodologies that require the retraining of
a two-stage object detection models, such as Faster R-CNN. However, our
focus is on leveraging pre-trained models to create an OoD detector capa-
ble of detecting the relevant information outside the training distribution,
i.e., the unknown objects.

In this chapter, we first propose a simple method based on activations
or feature maps for detecting OoD, similar to the one presented in the pre-
vious chapter. We will explore the optimal configurations for this method
and compare its effectiveness with other approaches. Additionally, we in-
troduce an unsupervised method that utilizes feature maps to increase the
recall of unknown objects.

Subsequently, we test the performance of post-hoc methods [8, 12, 15]
adapted to a single-stage object detector. We then assess the results from
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a potential fusion or ensemble of the tested methods to validate the con-
clusions drawn in Chapter 3 concerning the fusion of activation-based and
output-based OoD detection techniques. Finally, we compare the pre-
sented methods for single-stage object detector with the state-of-the-art of
OWOD framework.

The remainder of this chapter is organized as follows: Section 4.1 intro-
duces the OoD techniques tailored for object detection, along with a brief
summary of the most influential works in OWOD. Section 4.2 presents
our approach for detecting unknown objects1 in images, beginning with
an overview and followed by a detailed description of the method. This
section also introduces two techniques aimed at enhancing the overall per-
formance of our approach. The experimental setup is outlined in Section
4.3, and the results are analyzed in Section 4.4. Finally, Section 4.5 offers
concluding remarks and discusses potential technical extensions for future
research.

4.1 Related Work and Contribution
This section presents the context of existing OoD techniques specifically
adapted for the object detection task (Subsection 4.1.1), introduces the
key works within the OWOD framework (Subsection 4.1.2) and poses the
contributions of this chapter to the OoD literature (Subsection 4.1.3).

4.1.1 Out-of-Distribution Detection
As presented throughout this Thesis and specially in Chapter 2, the OoD
detection task aims to identify unknown samples in classification tasks, i.e.,
samples which semantics are not coming from the training distribution.
Many techniques has been proposed in this area, as the ones introduced
in Section 2.1 or the ones more deeply explained in Subsection 2.1.1.

While these techniques have been proposed for improving robustness in
image classification tasks, methods such as the ones proposed in [104] and
[105] are oriented towards object detection. Both are focused on regulariz-
ing a two-stage object detection model via the usage of unknowns. In the
former, VOS technique is proposed that synthesizes virtual outliers in the
feature space without relying on external data to allow the model to better
learn the boundaries between known and unknown classes. In the latter,
the same objective is pursued but, in contrast, the unknowns are obtained
or distilled from videos leveraging contiguous frames and a dissimilarity
metric based on the 𝐿2 distance between features of the object proposals.

4.1.2 Open-World Object Detection
The OWOD framework was introduced by [100] to address the limitations
of traditional object detection models that assume all object classes are
known during training. In the open-world setting, a model is expected to

1It is important to clarify that in this context and throughout this chapter, the terms
“unknown object” and “OoD object” are used interchangeably.
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not only detect known objects but also identify unknown objects that do
not belong to the training classes. The evaluation protocol introduced was
based on the concepts and metrics introduced in [106]. It consist of group-
ing the classes of into sequential tasks, where each task introduces new
classes incrementally and the not-yet-included classes are treated as the
unknowns to be detected. This protocol is based on the PASCAL VOC [107]
and COCO [108] datasets, which are the two most commonly used bench-
marks in object detection. All PASCAL classes and data are considered to
be the first task. The remaining 60 classes of COCO are grouped into three
successive tasks with semantic drifts that are incrementally introduced to
model the unknowns arriving at the model’s input. Since then, this eval-
uation protocol and the datasets involved therein have been adopted by
most of the scarce contributions dealing with OWOD.

Additionally, it is important to note that the methods proposed in
the SOTA comprise in the majority of the cases adding the “unknown”
class to a two-stage object detection model, class that is trained using
the pseudo-labels obtained by several heuristics or techniques. Thereupon,
each paper includes different upgrades to the training algorithm to improve
the performance of the model on the unknown class while preserving the
detection capabilities on the known classes.

The solution proposed in [100] called ORE uses contrastive clustering,
an unknown-aware proposal network and an energy-based unknown identi-
fication to address the challenges of open-world detection. This way ORE
is able to predict unknown objects as “unknown” and incrementally learn
new classes as their labels become available, without forgetting previously
learned classes.

Building on this work, [101] proposed a method called ORDER for
addressing the challenges of detecting both known and unknown objects in
road scenes. The authors introduce Feature-Mix, which improves unknown
object detection by mixing features of known and unknown objects at the
feature level. Additionally, they propose a Focal Regression Loss to address
intra-class scale variation and improve small object detection. The model
is further improved through curriculum learning and is evaluated on the
BDD and IDD road scene datasets.

Contrary to previous approaches, the work done in [109] introduces a
novel end-to-end transformer-based framework for open-world object de-
tection called OW-DETR. It comprises three dedicated components to
address the challenges of OWOD, specifically attention-driven pseudo-
labeling, novelty classification, and objectness scoring. The attention-
driven pseudo-labeling scheme selects object query boxes with high at-
tention scores as potential unknown objects, which are then used along
with ground-truth known objects to train a novelty classifier. The object-
ness branch aims to effectively separate foreground objects (known and
pseudo-unknown) from the background by enabling knowledge transfer
from known to unknown classes. Finally, the novelty classification branch
is in charge of distinguishing the pseudo unknowns from each of the known
classes.

Authors in [102] point out that while the prior OWOD work introduced
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the problem definition, the experimental settings were unreasonable, the
metrics were incomplete and the methodology was inappropriate. To ad-
dress these issues, the paper proposes five fundamental benchmark princi-
ples to guide the construction of OWOD benchmarks. It also introduces
two new metrics (Unknown Detection Recall and Unknown Detection Pre-
cision) that focus on assessing the model’s performance from the perspec-
tive of unknown classes, rather than just known classes. Furthermore,
the authors present a novel OWOD method that includes an auxiliary
Proposal Advisor module based on Selective Search algorithm [110] to as-
sist the RPN in identifying accurate unknown proposals by the addition
of unsupervised information, and a Class-specific Expelling Classifier to
calibrate overconfident predictions and filter out confusing outputs.

The paper [111] goes one step further than previous OWOD approaches
an apart from aiming to detect unknown instances, it tries classify them
into different unknown classes. First, unknown label-aware proposal and
unknown-discriminative classification head are used to detect known and
unknown objects. Then, similarity-based unknown classification and un-
known clustering refinement modules are constructed to distinguish mul-
tiple unknown classes.

A common problem to above introduced approaches is that the module
responsible of generating the proposals for the unknown objects, the RPN,
is highly biased towards detecting known objects as it is the only ground
truth available. To alleviate this effect, [103] substitutes the RPN with
random region proposals that prevents the training from being confounded
by the limited known object classes. Additionally, the authors introduce a
matching score that does not penalize random proposals whose predictions
do not match the known classes, encouraging more exploration of unknown
objects.

Finally, the authors in [112] address only the initial stage of the OWOD
framework, focusing solely on the identification of unknown objects. They
evaluate their method using the benchmark they introduced, the Unknown
Object Detection (UOD) benchmark, which is derived from two small sub-
sets of the COCO dataset, augmented with annotations for unknown objects.
These new annotations are generated by them and their team. The evalu-
ation protocol involves assessing the models exclusively on one task within
these two subsets, without any incremental addition of new classes to the
model. The authors also propose the Unknown Sniffer model, which intro-
duces the Generalized Object Confidence (GOC) score to avoid improper
suppression of unknowns. Similarly, a negative energy suppression loss is
used to further suppress non-object samples in the background. To address
the challenge of obtaining the best bounding box for unknown objects dur-
ing inference, the paper presents a graph-based determination scheme to
replace hand-designed NMS post-processing.

4.1.3 Contribution
Upon reviewing the current SOTA, it becomes evident that there is a clear
trend towards using two-stage models that undergo retraining to acquire
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the capability to detect unknown objects. Consequently, it is imperative
to analyze the performance of OoD techniques for one-stage models that
do not require retraining of the object detection model.

In our research, we align our approach with the work of [112], so we
focus exclusively on the first task of OWOD. As Figure 1.1 describes in
the introduction of this Thesis, it only involves evaluating the ability to
detect unknown objects, without subsequently retraining the model with
these newly identified classes. Our contributions in this chapter can be
summarized as follows:

• Exploring the effectiveness of classic post-hoc OoD techniques on one-
stage object detectors. We investigate the performance traditional post-
hoc OoD methods perform when applied to one-stage object detection
models, which are generally more efficient but less studied in this con-
text.

• Proposing a simple OoD technique based on feature maps that does not
require retraining. We aim to introduce a straightforward and efficient
method for OoD detection that leverages feature maps. This technique
is designed to operate without the need for retraining the original ob-
ject detection model, thus maintaining the efficiency of the one-stage
detector.

• Proposing techniques for enhancing detection of potential unknown ob-
jects using feature maps. We experiment with various methods to im-
prove the detection of unknown objects by utilizing feature maps. This
includes refining feature extraction and leveraging advanced techniques
to better identify and classify OoD objects.

• Examining the potential of combining methods to robustly identify un-
known objects. We explore the benefits of combining or fusing different
OoD detection methods. We want to test which of the methods com-
bined in the form of a detection ensemble provide complementary in-
formation, so the fusion of detection issued by such detectors can yield
more robust OoD detection capabilities for the overall model.

This research contributes to the understanding and development of
more effective OoD detection techniques for one-stage object detectors,
potentially leading to more robust and adaptable models in open-world
scenarios.

4.2 Open-World Object Detection by Feature
Map Characterization

In this section, we introduce our algorithm, based on the usage of the fea-
ture maps and hence termed the FMap detector. Subsection 4.2.1 presents
the general workflow of the method, while Subsection 4.2.2 offers a detailed,
in-depth description. Figure 4.1 illustrates the algorithm’s operation. In
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addition, Subsection 4.2.3 elaborates on the benefits of employing Super-
vised Dimensionality Reduction (SDR) with our detector. Finally, Subsec-
tion 4.2.4 outlines an approach to enhance the capabilities for identifying
unknown objects without penalizing the performance in detecting known
objects.

4.2.1 High-level description
Here we present the comprehensive overview of our algorithm. Similar to
the previous chapter, we aim to characterize the activation space at the
output of a single-stage object detection model, i.e., we characterize the
feature maps.

Feature maps
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Figure 4.1: Description of the operation of the FMap detector. In the
inference part, an example for the stride (𝜑) and class (𝑐) values is displayed.

Modern object detection models employ a FPN to enhance their ability
to detect objects at various scales. Therefore, the characterization of acti-
vations must account for this feature. In the case of two-stage detectors,
as discussed in Chapter 2, Section 2.3, feature maps of different strides are
merged and standardized to have a uniform number of output channels or
dimensions after the FPN. In contrast, mainstream one-stage detectors do
not perform this standardization, resulting in each stride having unique
dimensions and producing predictions independently.

Consequently, we characterize each stride separately within its own
space, as each prediction emanates solely from one of the strides. There-
fore, the features from different strides are processed by distinct layers and
may not share the same number of dimensions or semantic meaning. The
workflow of our method is defined as follows.
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First, we iterate over the ID data—typically the training dataset—to
collect all the extracted feature maps of the correctly predicted samples,
noting the stride from which each prediction originates. Subsequently,
for each class within each stride independently, we cluster the embedding
space and aggregate the features of each cluster into a centroid, e.g., by
computing the mean of every feature within a cluster. This yields multiple
centroids for each class in each stride, serving as the representatives of the
concepts in the embedding space for that class.

The score for each query sample is defined as the minimum distance
of the instance’s features to the centroids of the predicted class in the
respective stride (since each prediction originates from only one stride).
Based on this definition, to determine whether a query sample is an OoD
instance, we must first establish a threshold for the score.

To this end, we iterate again over the ID data to obtain the scores for
the correctly predicted instances. Each class in each stride will have its
own ID score distribution and corresponding threshold.

Finally, we define the threshold such that we achieve a desired TPR for
each class in each stride independently, ensuring that a specified number
of ID samples are correctly classified as ID.

4.2.2 Low-level description
This section provides a more detailed description of the FMap detector,
along with a schematic summary in Algorithm 4. As previously mentioned,
the first step is to characterize the ID by creating the representative fea-
tures or centroids of each class in each stride by making use of clustering
techniques.

Hence, we start extracting the features from the ID samples by iterating
over the training dataset D𝑡𝑟 and collecting the predictions. The dataset
consists of images x ∈ R𝐷with objects represented by targets y = {b, 𝑐},
where b ∈ R4 denotes the bounding box coordinates and 𝑐 ∈ {1, 2, . . . , 𝐶}
the class or category of the object. 𝐶 represents the number of classes
in D𝑡𝑟 . Each image can contain one or multiple targets (labeled ob-
jects). Among all the predictions ŷ = {b̂, 𝑐} generated by the model,
only the correctly predicted ones are considered for feature extraction,
i.e., Ycorrect = {ŷ | 𝑐 = 𝑐 and sufficient IoU(b̂, b)}, where IoU denotes In-
tersection over Union. The features f ∈ R𝐷𝜑 are extracted from the feature
maps v, where 𝐷𝜑 represents the dimensionality of the stride indexed by
𝜑 ∈ {1, 2, . . . , 𝜁 } being 𝜁 the total number of strides (line 5 of Algorithm
4).

To perform the extraction of the features corresponding to each predic-
tion, we utilize the RoIAlign operation as described in [113]. The inputs are
a bounding box b, the desired output size (height and width) for the fea-
tures f of the box, the complete feature maps v, and the ratio between the
spatial resolution of the bounding boxes (height and width of the original
image) and the spatial resolution of the feature maps (height and width of
them). The operation outputs the desired features f specific to the bound-
ing box b out of the whole feature maps v. It is crucial to emphasize that
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each prediction originates from a specific stride, thereby implying that its
features possess the dimensionality of that specific stride. In particular,
the number of channels are maintained after RoIAlign operation.

Following the described process, we obtain a collection of features f 𝑐,𝜑

for each stride 𝜑 and each class 𝑐. These features are independently clus-
tered using a clustering algorithm to form an arbitrary number 𝑀𝜑,𝑐 of
clusters {Q𝑚,𝜑,𝑐}𝑀𝜑,𝑐

𝑚=1 (line 10 of Algorithm 4). Each class in each stride
is clustered separately. The number of clusters per class can be set as
a hyperparameter or determined by optimizing a clustering performance
metric. Next, using an aggregation function 𝑓𝑎𝑔𝑔 (·), we aggregate the fea-
tures of all samples in each cluster and obtain the centroids f

𝑚,𝜑,𝑐
⊙ , which

can be regarded as the representative features of each class 𝑐 and each
stride 𝜑.

Algorithm 4: FMap Detector.
Data: Training dataset D𝑡𝑟 , Validation dataset D𝑣𝑎𝑙, Number of

classes 𝐶, Number of strides 𝜁
Result: Detector ready to identify unknown objects

1 //ID definition stage
2 Collect the features from correct predictions in D𝑡𝑟 :
3 for x ∈ D𝑡𝑟 do
4 Collect correct predictions ŷ ∈ Ycorrect

5 Extract their features f 𝜑,𝑐 ∈ R𝐷𝜑 using RoIAlign
6 end
7 Cluster features for each class 𝑐 and each stride 𝜑:
8 for 𝑐 ∈ {1, 2, . . . , 𝐶} do
9 for 𝜑 ∈ {1, 2, . . . , 𝜁 } do

10 Obtain clusters {Q𝑚,𝜑,𝑐}𝑀𝜑,𝑐

𝑚=1 with a clustering algorithm
11 for 𝑚 ∈ {1, . . . , 𝑀𝜑,𝑐} do
12 Compute centroids f

𝑚,𝜑,𝑐
⊙ using aggregation function

𝑓𝑎𝑔𝑔

13 end
14 end
15 end
16 //Thresholds definition stage
17 Compute score distribution for D𝑣𝑎𝑙 using Eq. (4.1):
18 for x ∈ D𝑣𝑎𝑙 do
19 Compute scores 𝑓𝑂𝑜𝐷 (ŷ) for all correct predictions
20 end
21 Determine thresholds 𝜆𝜑,𝑐 to achieve a certain TPR with the

obtained score distribution
22 //Inference
23 Classify predictions ŷ from query samples xquery into ID or OoD

using Eq. (4.2)

Now we can define the score function 𝑓𝑂𝑜𝐷 (·) of our method as shown
in Eq. (4.1), which assigns an score to every prediction ŷ based on the
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features f 𝜑,𝑐, calculated as the minimum distance 𝑑 (·) between the features
of the prediction and the centroids of the clusters of the predicted class
and corresponding stride:

𝑓𝑂𝑜𝐷 (ŷ) = min{𝑑 (f 𝜑,𝑐, f𝑚,𝜑,𝑐⊙ )}𝑀𝜑,𝑐

𝑚=1 . (4.1)

Finally, we compute the score distribution of our ID and impose a
threshold 𝜆 to determine whether a query sample is considered as ID or
an OoD sample. To this end, we iterate the ID (this time typically the
validation split D𝑣𝑎𝑙), obtaining the scores of all the correct predictions ŷ
using the above defined score function 𝑓𝑂𝑜𝐷 (ŷ) (line 19 of Algorithm 4).
This process allows us to set the threshold 𝜆𝜑,𝑐 for each class 𝑐 and each
stride 𝜑 to achieve the desired TPR, i.e., the percentage of ID samples
that will be correctly classified as ID.

At inference time, each query sample x will be processed, obtaining
some predictions ŷ, that will be either classified as ID or OoD by the
following expression:

ŷ belongs to

{
ID if 𝑓𝑂𝑜𝐷 (ŷ) ≤ 𝜆𝜑,𝑐,
OoD if 𝑓𝑂𝑜𝐷 (ŷ) > 𝜆𝜑,𝑐 .

(4.2)

4.2.3 Supervised Dimensionality Reduction
Given that the algorithm operates on feature maps that come from the
feature extraction part of an object detection model, it typically attains
working with high-dimensional features. what may hinder the potential
benefits of our method due to the curse of dimensionality.

To alleviate this effect, we propose employing existing SDR techniques
on the extracted features f, so that our algorithm is able to distinguish
between ID and OoD features more accurately. SDR techniques com-
bine unsupervised dimensionality reduction algorithms with supervised
loss functions to produce low-dimensional representations of the data while
preserving clear class boundaries.

The SDR method can be represented as a model or trainable function 𝑔,
dependent on parameters 𝜃 and that maps the features from dimensions R𝐷
to R𝐷

′ . In the case of single-stage object detectors, as the dimensionality
of the features varies depending on the stride 𝜑, we need to train a distinct
function for each stride in the object detection model. Hence, the function
for the SDR method can be expressed as follows:

𝑔
𝜑

𝜃
(f 𝜑) : R𝐷𝜑 → R𝐷

′
𝜑 . (4.3)

To train parameters 𝜃, a labeled dataset of features must be provided
for each stride 𝜑, where the labels correspond to the classes to which the
features belong. In fact, this labeled dataset is obtained during the feature
collection from the ID data (lines 6 and 7 of Algorithm 4). Hence, at that
point, right before creating the clusters, we can train each function 𝑔

𝜑

𝜃

with those extract features. Subsequently, we use them to transform the
features to the new dimensionality, specifically f 𝜑 → f ′𝜑 : f ′𝜑 ∈ R𝐷′𝜑 .
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From this point onward, the FMap detector operates as previously de-
scribed, with the key difference that each time the features of a prediction
are extracted, they are transformed to the new dimensionality using the
corresponding function 𝑔

𝜑

𝜃
(f 𝜑), what happens in lines 19 and 23 of Algo-

rithm 4.

4.2.4 Enhanced Unknown Object Localization
One key aspect of the usage of OoD techniques for unknown object de-
tection is their reliance on the predictions generated by the single-stage
model, which in turn depend on the inference confidence threshold, a user-
selected hyperparameter. The inference confidence threshold represents
the minimum confidence value a prediction must achieve to be considered
valid and subsequently be outputted by the model.

Specifically, these OoD methods can only identify an unknown object
if it has been incorrectly predicted as one of the known classes, at which
point the algorithm must detect this prediction as an OoD instance or
unknown object.

To address and mitigate this dependency, we propose an unsupervised
algorithm to generate proposals for potential unknown objects, i.e., the
idea is to improve the unknown recall capabilities. This algorithm, which
we have termed Enhanced Unknown object Localization (EUL), is based
on the hypothesis that high-resolution feature maps may contain informa-
tion about unknown objects that the model does not ultimately output as
predictions. The overall workflow is as follows:

1. High resolution feature map extraction. To accurately locate possible
unknown objects in the image, we extract the feature maps from the
stride with higher resolution.

2. Feature map information aggregation. Next we must condense the in-
formation from all channels of the feature maps into a saliency map,
i.e., an image with the same resolution but only one channel which
highlights areas of the image that, in this case, likely contain objects.

3. Saliency map binarization. Then we convert the saliency map h, into
a binary format. This involves setting a threshold value; pixels with
saliency values above this threshold are set to one (indicating potential
object presence), while those below are set to zero (indicating back-
ground). Multiple thresholds can be selected in order to obtain mul-
tiple binarized images to for search for objects of different sizes. The
selection of the thresholds can be done manually as a hyperparameter
or automatically using methods like Otsu thresholding [114].

4. Region and Bounding box calculation. After applying the threshold,
use connected-component labeling to identify contiguous regions, each
representing a potential object in the original image. For each of these
regions, compute the bounding box that encompasses it by finding the
minimum and maximum coordinates within each connected component.
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Since the bounding boxes are calculated at the spatial resolution of a
feature map, they need to be rescaled to the original image size.

5. Unknown object proposals filtering. The previous operations generate a
great quantity of proposals, so they must be filtered to obtain mean-
ingful ones. This is done using a method for ranking the proposals and
selecting the top-k better ones.

In the process of ranking proposals, features are first extracted through
the RoIAlign operation. Subsequently, the distances between these fea-
tures and all clusters corresponding to each class within the utilized stride
(the one with the highest resolution, as previously discussed) are com-
puted. These distances are then consolidated into a single metric using
their entropy. Proposals exhibiting the lowest entropy are preferentially
retained, based on the hypothesis that lower entropy correlates with a
higher probability of identifying a genuine object.
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Model
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Aggregation

3 Binarization
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Figure 4.2: Enhanced unknown object localization graphically depicted
with an example. The red boxes in the 4𝑡ℎ step are bounding box proposals.
In the final image after 5𝑡ℎ step, the orange box is an unknown detected
by the basic FMap algorithm, in yellow are the boxes selected by EUL, and

finally the pink boxes are the unknown object annotations.

4.3 Experimental Setup
We guide the experimentation towards answering four research questions,
namely:

• RQ1: Which is the optimal configuration for our detection method?
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• RQ2:How does our method perform when compared to output-based
post-hoc OoD detection methods in single-stage object detectors?

• RQ3: Does a fusion of feature-based methods with logits-based methods
outperform other potential ensemble configurations?

• RQ4: How does the performance of unknown object detection algorithms
implemented on single-stage models compare to that of the SOTA?

4.3.1 Evaluation Benchmark
We base our evaluation on the Unknown Object Detection benchmark
presented by [112]. It follows previous works’ convention of using PASCAL
VOC [107] as training dataset, that contains annotations of 20 object cate-
gories. For testing, it uses two subsets of COCO [108], namely COCO-OoD and
COCO-Mix. The former contains only objects that are not known and the
latter mixes both known and unknown instances. In both cases, unknowns
are instances of the other 60 classes COCO contains plus new unknown in-
stances labeled by [112], with images been handpicked. More details of
this benchmark can be found in their paper. The number of known and
unknown objects can be found in the Table 4.1. This benchmark is used
in the experiments of all research questions to derive the answers.

Dataset Images Known Objects Unknown Objects

COCO-OoD 504 - 1655
COCO-Mix 897 2533 2658

Table 4.1: Number of images and annotated known and unknown
objects per subset in the UOD benchmark.

4.3.2 Evaluation Metrics
To evaluate the models in known object detection, the most common prac-
tice in the literature is to employ the mean Average Precision (mAP).
It provides a single value that measures the average precision across all
categories, facilitating the comparison of different models. Essentially,
the mAP is calculated by computing the AP for each object category
separately and then taking the mean. The AP is a combination of the
precision-recall and the Intersection over Union (IoU) metrics.

Precision quantifies the accuracy of the model’s positive predictions,
whereas recall assesses the percentage of actual positives that the model
successfully detects. Typically, a trade-off exists between precision and
recall; increasing object detection (enhancing recall) may lead to a rise in
false positives (reducing precision). The AP metric addresses this balance
by integrating the precision-recall curve, which graphs precision against
recall at varying confidence thresholds.

The IoU is defined as the ratio of the intersection or overlap area to the
union area of the predicted bounding box and the ground truth bounding
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box, as shown in Figure 4.3. Hence, it is bounded to the range [0, 1]. It
is used to asses the performance of the model on the localization of the
objects, that is, measures the quality of the bounding boxes.

IoU =
Area of overlap

Area of union

Object

Detected box

Intersection

Object

Detected box

Union

Figure 4.3: Intersection over Union (IoU) explained.

There are two main ways to compute the AP. The one used in PASCAL
VOC [107] challenge is to compute the average of the precision at 11 dif-
ferent recall levels (from 0 to 1 with increments of 0.1), being the correct
predictions the ones with an IoU of 0.5 or higher. For the COCO [108] chal-
lenge, the number of recall interpolation points was 101—the increments
are of 0.01— and to better asses the performance of the model at different
localization qualities, different IoU thresholds are used. In this Thesis, as
in the literature related to OWOD, the PASCAL VOC method is used.

Regarding the metrics for evaluating the performance in OoD or un-
known object detection, we follow the conventions of [112] and other pre-
vious works. TP𝑢 is for the true positive proposals of unknown objects
(i.e., detected OoDs), FN𝑢 for false negative proposals, and FP𝑢 for false
positive proposals. The metrics are:

• The Unknown Average Precision (U-AP) is the average precision com-
puted only for the unknown class.

• The Recall Rate (U-REC) and Precision Rate of Unknown objects (U-
PRE) are defined as:

U-REC =
TP𝑢

TP𝑢 + FN𝑢
, (4.4)

U-PRE =
TP𝑢

TP𝑢 + FP𝑢
. (4.5)

• The Unknown F1-Score defined as the harmonic mean of U-PRE and
U-REC, i.e:

U-F1 =
2 · U-PRE · U-REC
U-PRE − U-REC

. (4.6)



70 Chapter 4. OoD Detection in Object Detection

• The Absolute Open-Set Error (A-OSE), by [115], is employed to report
the count of unknown objects that are wrongly classified as any of the
known classes.

• Wilderness Impact (WI), proposed in [106], is defined as:

WI =
Precision in closed-set
Precision in open-set

− 1, (4.7)

and is used also to characterize the case that unknown objects are con-
fused with the known.

4.3.3 Implementation Details
We use Ultralytics [116] library and employ YOLOv8 as the One-Stage
object detector. The number of strides 𝜁 is 3. We trained the model from
scratch for 300 epochs using PASCAL VOC as training dataset. More details
about the training can be found in the GitHub repository with the code
(https://github.com/aitor-martinez-seras/OoD_in_Object_Detec
tion.git).

RoIAlign and aggregation operations. We use average as the
operation to perform the aggregation of the features ( 𝑓𝑎𝑔𝑔 (·)) in vanilla
FMap method. For RoIAlign, it is necessary to choose the height and
width of the resultant features. We opt for a one-pixel (1× 1) output size,
hence every prediction’s features will be of size equal to the number of
channels in the corresponding stride.

Determining the thresholds for the OoD methods. As our
method needs to determine a threshold for each class in each stride, we
need sufficient samples in each case for the thresholds to be representative
of the ID. Therefore, instead of only using the validation split from the
training dataset, PASCAL VOC in this case, we use the samples of both the
train and validation splits to compute the thresholds. Furthermore, the
TPR used to determine the thresholds 𝜆𝜑,𝑐 is set at 95%, a common choice
in the literature.

Distance metrics. The scoring function of FMap method, i.e., the
𝑓𝑂𝑜𝐷 (·) function, uses a distance computation to asses the dissimilarity
between features. We test 𝐿1, 𝐿2 and Cosine distances for this purpose.

Clustering algorithms. Our method can be combined with any clus-
tering technique, so we have tested a few in this research, namely KMeans
and HDBSCAN . To optimize them, we make a grid search of the dif-
ferent hyperparameters and select the configuration that attains the best
silhouette score, individually for each class in each stride. For the case of
KMeans, as the optimization algorithm tends to create 2 to 3 clusters in
each case, we have also tested to force the algorithm to create 10 clusters.
In addition, we use the One method, basically assuming we have only one
big cluster.

Supervised dimensionality reduction. To implement it, we have
chosen the ivis framework presented in [117]. Essentially, the technique

https://github.com/aitor-martinez-seras/OoD_in_Object_Detection.git
https://github.com/aitor-martinez-seras/OoD_in_Object_Detection.git
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works by utilizing a siamese network architecture trained by a variant of
the standard triplet loss. After a grid search, the hyperparameters selected
are an output embedding dimension of 32 (𝐷′𝜑 = 32) and a 𝑘 value of 15,
that controls the number of nearest neighbors to retrieve for each point.
The same output dimension is selected for the three strides. For more
details of the workings of the algorithm, refer to the paper [117].

Enhanced Unknown object Localization. For the feature map
aggregation, we compute the mean absolute deviation. For the binariza-
tion, a fast variation of the otsu thresholding [114] method that works in
a recursive fashion is used.

4.3.4 Fusion Strategies
When integrating two techniques within a fusion framework, it is crucial to
establish a decision criterion to resolve discrepancies between the methods.
In the previous chapter, we employed the AND criterion, wherein a sample
is deemed ID if at least one method classifies it as such. This approach
typically results in increased precision (U-PRE) but decreased recall (U-
REC) for unknown objects.
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method A
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method B

A B

OR
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1
1

1

1
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0

OoD
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Figure 4.4: Illustration of the AND and OR fusion strate-
gies. A decision of ‘1‘ indicates that the method identifies

the prediction as ID, whereas ‘0‘ indicates the contrary.

This chapter explores alternative strategies, specifically the OR and
the SCORE strategies. The OR criterion is straightforward and operates
contrary to the AND criterion: a sample is classified as OoD if either
method considers it OoD, thereby potentially increasing the recall at the
expense of precision for both known and unknown objects. Figure 4.4
delineates the operational mechanics of both the AND and OR strategies.

Conversely, the SCORE strategy is designed to balance these objec-
tives, necessitating preliminary calculations during the definition stage of
the ID criteria for the techniques involved. The essence of the SCORE
strategy lies in each method computing a fusion score via a designated fu-
sion function, 𝑓fusion (·). This score quantifies the extent to which a sample
is considered ID, based on the deviation of the OoD score for a given OoD
technique from the corresponding threshold. The fusion score ranges from
-1 to 1, where 1 signifies a strong likelihood of the sample being ID, and
-1 indicates a strong likelihood of the sample being OoD. These scores are
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aggregated to produce a final fusion score that determines the sample’s
classification:

𝑓fusion (ŷ) = 𝑓 𝐴𝑂𝑜𝐷 (ŷ) + 𝑓
𝐵
𝑂𝑜𝐷 (ŷ), (4.8)

ŷ is classified as

{
ID if 𝑓fusion (ŷ) > 0,

OoD if 𝑓fusion (ŷ) ≤ 0,
(4.9)

where the superscripts A and B represent the scores from the respective
fused methods.

Figure 4.5 illustrates the calculation of the fusion score for feature maps
and logits-based methods. The process involves collating the minimum
and maximum ID values, which subsequently define the boundaries of the
piece-wise function 𝑓fusion (·). Depending on whether the OoD score for a
particular method falls below or above the threshold, the corresponding
segment of the piece-wise function is utilized to compute the fusion score.
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Figure 4.5: Illustration of the SCORE strategy. Each method com-
putes a fusion score for 𝑓fusion (·) using the piece-wise functions depicted
in green and red. Values outside the defined range are clipped to the

minimum and maximum values, respectively.

4.3.5 Post-hoc Methods
The post-hoc methods that are implemented in this chapter are the ones
meeting the criteria of being directly applicable to any type of classification
branch of a model, without any ambiguity of how they should implemented.

In this sense, algorithms based on extracting the output of the penulti-
mate layer of the network and post-processing are not implemented. This
is in virtue of the fact that, modern one-stage detectors, specially those in
the YOLO family, extract multidimensional features from the FPN there-
fore rendering these methods not directly applicable to these architectures.
Instead, post-hoc techniques like MSP [8] , Energy [15] and ODIN [12], that
only rely on the output of a classification branch, meet the criteria of be-
ing directly applicable to the one-stage object detector. In case of ODIN,
the input perturbation is not applied as it is not clear how it should be
implemented when multiple predictions are issued per image. For more
details about the configuration of these methods, refer to Section 2.1.1.

Given our choice to utilize YOLOv8, it is important to note that this
model does not produce a vector of class probabilities for each bounding
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box prediction. Instead, it outputs a vector of class “confidences”, obtained
by applying the sigmoid activation function in the final layer. For the
purposes of this study, we have used the raw output of this final layer, prior
to the application of the sigmoid activation function, as the foundation for
the implemented post-hoc techniques.

4.4 Results and Analysis
This section presents the results of the experiments conducted to address
the research questions posed. First, we aim to determine which config-
uration of our detection technique performs best. Then, we compare it
to existing post-hoc methods. Subsequently, we combine both distance-
based and post-hoc methods to ascertain if the ensemble of feature-based
and logits-based methods leads to better results than when used separately.
Finally, we compare our findings against state-of-the-art methods.

4.4.1 Preamble
Given that the goal of this chapter is to develop a single-stage object
detection model with open-world detection capabilities, we focus on find-
ing the optimal configuration by balancing the performance in detecting
both known and unknown objects. Hence, we try to balance the mAP
as the representative value for the performance in the detection of known
instances and the U-F1 as the indicator of the method’s effectiveness in
recognizing unknown objects. Specifically, we use the sum of unknown
F1 (hereafter referred to as U-F1 in the text and U-F1SUM in the plots)
obtained on both COCO-OoD and COCO-Mix, while mAP is calculated only
from COCO-Mix since COCO-OoD includes only annotations for unknowns
objects.

Building on these methodological choices, it is important to highlight
the insight presented in Subsection 4.2.4, where we emphasize the signifi-
cance of the inference confidence threshold. Delving deeper, this threshold
can be regarded as a variable that calibrates the balance between the
model’s known and unknown object detection capabilities.

Thus, during the performance assessment of the single-stage model
(RQ1, RQ2 and RQ3), we aim to identify the Pareto fronts that arising
from this trade-off, which is regulated by the inference confidence thresh-
old. They are going to be represented in plots, with the different config-
urations of cluster methods and distance metrics distinguished by unique
markers and colors. For each configuration, several inference con-
fidence thresholds are tested and plotted. The optimal configura-
tions, i.e., the non-dominated ones, are highlighted with red circles and
connected by a red dashed line. Additionally, their A-OSE values are
displayed alongside each red circle. Finally, the results on all the met-
rics of the best configurations for every research question are available in
Appendix B.
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4.4.2 RQ1: Which is the optimal configuration for our
detection method?

To address this inquiry, we first identify the optimal or non-dominated
configurations for the FMap method when applied independently, and in
conjunction with SDR and EUL techniques. Subsequently, we compare
these optimal configurations to delineate the final Pareto front for FMap.

Vanilla FMap. The initial analysis involves the baseline (vanilla)
version of the FMap method, examined in conjunction with various cluster
methods and distance metrics. The comparative results are depicted in
Figure 4.6.
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Figure 4.6: mAP and U-F1SUM pareto front for vanilla FMap of the
tested distance metrics (represented by marker types) and cluster meth-
ods (indicated by color). For each configuration, various inference con-
fidence thresholds are represented. Refer to Subsection 4.4.1 for further

explanations.

At first glance, it is evident that the choice of cluster method (indicated
by color) significantly impacts the performance with respect to known ob-
jects (mAP). Generally, aggregating all features into a single large cluster
per class and stride (denoted as the One cluster method, shown in blue)
results in higher mAP and lower U-F1 scores. Conversely, configurations
that generate multiple clusters (thereby increasing the number of centroids
for comparison) typically exhibit reduced mAP scores but enhanced per-
formance in detecting unknown objects. Notably, increasing the cluster
count from 2 to 3, as commonly achieved with both KMeans (in red) and
HDBSCAN (in orange) — as detailed in Subsection 4.3.3 — to deliber-
ately forcing 10 clusters in KMeans10 (in green), usually leads to a further
decrease in mAP while marginally improving U-F1.
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The aforementioned conclusions are corroborated by examining the
non-dominated configurations. Configurations yielding the highest mAP
predominantly utilize the One cluster method, while those achieving larger
U-F1 scores generally employ a greater number of clusters. Notably, the
optimal U-F1 score is achieved using a method based on KMeans10. Fur-
thermore, with respect to the A-OSE metric (which quantifies the number
of unknown instances erroneously classified as known objects) the data
indicates a clear trend: an increase in the number of clusters correlates
with a reduction in classification errors for unknown instances.

Additionally, an analysis of the impact of distance metrics reveals sig-
nificant findings. The 𝐿1 and 𝐿2 distance metrics typically enhance the
detection of known objects. Conversely, the Cosine distance metric demon-
strates superior performance in terms of robustness and the recognition of
unknown objects, as evidenced by improved U-F1 and A-OSE scores.

FMap with Supervised Dimensionality Reduction. Next we
apply a SDR algorithm to lower the dimensions of the features in order to
reduce the impact of the curse of dimensionality.
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Figure 4.7: mAP and U-F1SUM pareto front for FMap with SDR of
the tested distance metrics (represented by marker types) and cluster
methods (indicated by color) for the FMap with SDR. For each config-

uration, various inference confidence thresholds are represented.

Similar insights concerning the impact of distance metrics and clus-
tering methods on performance are elucidated in Figure 4.7. Generally,
employing the Cosine distance and increasing the number of clusters cor-
relates with larger U-F1 scores. In contrast, using 𝐿1 and 𝐿2 metrics and
only one cluster leads to increased known object performance and slightly
reduced U-F1 scores. Another key finding is that the robustness Cosine
is providing in reducing the unknown objects wrongly classified as known
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classes becomes even more apparent when utilizing SDR methods. This is
showcased by the lower A-OSE values.
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Figure 4.8: mAP and U-F1SUM pareto front for FMap method with
EUL of the tested distance metrics (represented by marker types) and
cluster methods (indicated by color). For each configuration, various

inference confidence thresholds are represented.

FMap with Enhanced Unknown localization. Finally, we apply
the algorithm presented in Subsection 4.2.4 to boost the unknown local-
ization capabilities of the one-stage object detector.

Consistent with earlier results, Figure 4.8 illustrates that the Cosine
distance, when paired with a clustering technique that generates more
than one cluster, consistently achieves the best U-F1 scores. Meanwhile,
the highest mAP is obtained using the 𝐿2 metric with a single cluster. Nev-
ertheless, in this scenario, the variance in unknown detection performance
between the poorest and best methods is significantly smaller, narrowing
from 18% with vanilla implementation and 25% when SDR is applied, to
merely 5% under the EUL configuration. In contrast, the performance
disparity in detecting known objects remains consistent across all three
scenarios.

Comprehensive comparison. Lastly, we evaluate the optimal com-
binations of cluster method, distance metric, and inference confidence
threshold across all three versions of the algorithm (the non-dominated
configurations from each). This comparative analysis is depicted in the
Figure 4.9. The results clearly demonstrate a general trend: the FMap
method enhanced with SDR techniques consistently excels in detecting un-
known objects, also achieving excellent A-OSE values compared to other
configurations. Conversely, the basic or vanilla version of the FMap de-
tector more effectively maintains the original known object detection ca-
pabilities while delivering reasonable U-F1 scores. Finally, the addition of
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EUL technique is only beneficial in when the specific combination of clus-
ter method, distance metric and confidence threshold yield high mAP but
low U-F1. In such scenarios, EUL is capable of enhancing the unknown
detection capabilities without sacrificing the mAP performance.
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Figure 4.9: mAP and U-F1SUM pareto front for non-dominated FMap
parameter combinations of the three versions of the algorithm (vanilla,

SDR and EUL).

Nonetheless, it is crucial to highlight that EUL technique focuses on
improving the recall of unknown objects, what in turn causes a decrease in
precision finally leading to lower U-F1 scores. Hence, it is also interesting
to inspect the precision-recall trade-off in unknown object detection for
these non-dominated solutions. This is presented in Figure 4.10, clearly
evincing how EUL sacrifices the precision to gain recall in unknown objects.

In conclusion, each version of the algorithm presented exhibits distinct
strengths and weaknesses. On the one hand, using a SDR method provides
superior unknown detection capabilities and robustness while maintaining
an acceptable known detection performance. On the other hand, applying
EUL algorithm to FMap significantly boosts the recall of unknown objects
at the cost of considerably reducing the precision in most of the cases,
hence obtaining lower U-F1 scores. Nevertheless, it manages to enhance
the U-F1 of the vanilla version to a degree that it becomes one of the non-
dominated parameter configurations of our method. Finally, the basic
version’s configurations obtained an acceptable balance between mAP and
U-F1 without incurring the computational overhead associated with the
other two versions.
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Figure 4.10: Precision vs Recall in COCO-Mix subset of non-dominated
FMap parameter combinations for the three versions of the algorithm

(vanilla, SDR and EUL).

4.4.3 RQ2. How does our method perform when com-
pared to output-based post-hoc OoD detection
methods in single-stage object detectors?

In this section, we evaluate the performance of the optimal configurations
of our method in comparison to post-hoc or logits-based techniques. As
previously mentioned, these methods also depend on the inference con-
fidence threshold set for the single-stage object detector, prompting the
testing of several confidence thresholds for each post-hoc algorithm.

The results are depicted in Figure 4.11. Among the post-hoc meth-
ods, the MSP method emerges as the top performer. When compared to
the FMap method at comparable levels of unknown F1 scores, post-hoc
methods generally maintain better known object detection capabilities.
Notwithstanding the foregoing, the SDR version of our method manages
to surpass the U-F1 score of the MSP method, though this comes with a
reduction in mean average precision.

Summarizing, the post-hoc methods achieve similar U-F1 scores when
compared to our technique while maintaining remarkable performance in
the known classes.

4.4.4 RQ3. Does a fusion of feature-based methods
with logits-based methods outperform other po-
tential ensemble configurations?

The results obtained, in conjunction with the insights presented in Chapter
3, prompt a critical inquiry. Although the FMap method is marginally
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against the post-hoc logits-based techniques.

outperformed by post-hoc detection techniques, could it potentially serve
as a superior choice for method fusion, as opposed to relying solely on the
more effective logits-based methods for ensemble strategies?

To respond to such question, we first have tested several possible en-
sembles together with the different fusion strategies defined in Subsection
4.3.4 to elucidate the optimal combinations. Figure 4.12 presents the re-
sults, where the distance metric used in the FMap method is used to name
the fusion of methods. It can be clearly see how the OR criterion (in blue)
provides the best U-F1 values in exchange for known object detection ca-
pabilities, whereas the AND strategy (in orange) does the opposite. As
stated, the SCORE criterion (in green) creates a balance between both.
Nevertheless, only one of the ensembles of this strategy is a non-dominated
one. The other technique of the pareto fron are combinations of MSP with
either another post-hoc method or a feature-based technique (FMap). The
fusion of different well performing versions of FMap does not yield any
non-dominated solution.

Subsequently, to enable better visualization of the final results, we have
grouped together the different ensembles attending to the type (feature-
or logits-based) of the fused methods. Additionally, we compare them to
the techniques previously selected in research questions 1 and 2. This is
graphically depicted in Figure 4.13. We can extract valuable insights from
it.

On the one hand, FMap method (in blue), despite obtaining remarkable
unknown object detection capabilities for some of the configurations, it
alone can not outperform the rest the techniques when both mAP and U-F1
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Figure 4.12: Pareto front for mAP and U-F1SUM across various fu-
sion possibilities of detection methods, distinguished by marker style,
and for the three different fusion strategies, indicated by color. The
naming convention is Method𝐴-Method𝐵, and the FMap method name

is substituted by the distance metric used.

are the goal. On the other hand, the most successful post-hoc technique,
MSP, is capable of becoming part of the final pareto front. In fact, it
yields very similar performance the the combination of two post-hoc or
logits-based methods. Finally, the combination of FMap with the best
logits-based approaches (MSP), achieves the best U-F1 score for one on
the possible configurations while obtaining also outstanding known object
detection performance in other configurations.

In conclusion, the results presented in this subsection clearly evince
that the fusion of post-hoc logit-based methods attain very similar perfor-
mance in both known and unknown object detection. Conversely, ensem-
bling a feature-based method (FMap in this case) with post-hoc detection
methods provides diverse decision, ultimately leading to the enhancement
of the performance obtained by both methods independently. Therefore,
we can confidently assure that the fusion of feature-based methods with
logits-based methods outperform other fusion possibilities.

4.4.5 RQ4. How does the performance of unknown
object detection algorithms implemented on
single-stage models compare to that
of the SOTA?

To conclude, we compare some of the best performing methods among
the ones presented against the SOTA methods in the Unknown Object
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Figure 4.13: Pareto front for mAP and U-F1SUM across the best
feature-based (FMap), logit-based (post-hoc) and fusion types. The fu-
sion of different parameter combinations of FMap does not yield any
non-dominated solution compared to the other ensembles, hence not ap-
pearing in the plot. For reference, VOS2 reaches 0.36 mAP and 0.49
U-F1SUM , ORE reaches 0.21 mAP and 0.43 U-F1SUM and UnSniffer

reaches 0.36 mAP and 0.77 U-F1SUM

Detection benchmark [112]. For the sake of clarity, we hand-picked some
of them and we also include some results from the from the vanilla, SDR
and EUL versions of the FMap method. Results are presented in Table
4.2.

Upon examining the detection outcomes for known objects, it is evi-
dent that the mAP values for the single-stage YOLOv8 model consistently
surpass those achieved by Faster R-CNN and DETR. Additionally, it is
noteworthy that YOLOv8 methods exhibit generally higher precision for
unknown objects. However, these methods often achieve lower recall rates,
which contributes to a more balanced U-F1. Subsequently, the highest
U-F1 is achieved using the UnSniffer method. As for the rest, our meth-
ods demonstrate enhanced robustness, as evidenced by consistently lower
scores in both A-OSE and WI metrics, indicative of a reduced propensity to
misclassify unknown objects as known ones. This robustness is attributed
to our approach as it avoids any retraining (contrary to SOTA methods,
that retrain with pseudo-labels for unknown classes), significantly dimin-
ishing the likelihood of such misclassifications.
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VOC-test COCO-OoD COCO-Mix

Method Base Model mAP U-AP U-F1 U-PRE U-REC mAP U-AP U-F1 U-PRE U-REC A-OSE WI

-

Faster
R-CNN

0.483 - - - - - - - - - - -
MSP 0.470 0.213 0.314 0.279 0.359 0.364 0.055 0.169 0.190 0.153 588 0.135

Mahalanobis 0.447 0.129 0.271 0.309 0.241 0.351 0.051 0.149 0.207 0.116 604 0.165
Energy score 0.474 0.213 0.308 0.260 0.377 0.364 0.048 0.169 0.167 0.171 470 0.137

ORE 0.243 0.214 0.255 0.153 0.782 0.213 0.140 0.175 0.103 0.592 485 0.089
VOS1 0.485 0.135 0.196 0.342 0.137 0.377 0.040 0.101 0.262 0.062 640 0.152
VOS2 0.469 0.205 0.317 0.291 0.348 0.364 0.051 0.172 0.184 0.163 409 0.124

UnSniffer 0.464 0.454 0.479 0.433 0.535 0.359 0.150 0.287 0.222 0.409 398 0.175

OW-DETR DETR 0.420 0.033 0.056 0.030 0.380 0.414 0.007 0.025 0.014 0.161 569 0.086

-

YOLOv8

0.750 - - - - - - - - - - -
Cosine 0.620 0.160 0.243 0.655 0.149 0.420 0.025 0.132 0.272 0.087 239 0.120

CosineSDR 0.471 0.296 0.392 0.427 0.363 0.323 0.061 0.190 0.174 0.209 185 0.082
CosineSDR 0.527 0.238 0.351 0.668 0.238 0.380 0.051 0.164 0.275 0.116 155 0.087
𝐿𝐸𝑈𝐿1 0.662 0.161 0.254 0.239 0.270 0.435 0.031 0.119 0.099 0.150 368 0.141
MSP 0.719 0.237 0.390 0.565 0.298 0.446 0.083 0.186 0.237 0.153 123 0.073

MSP-Cosine 0.567 0.289 0.397 0.563 0.307 0.371 0.048 0.193 0.222 0.171 079 0.057
MSP-CosineSDR 0.765 0.275 0.362 0.417 0.320 0.493 0.107 0.188 0.197 0.179 262 0.092

MSP-ODIN 0.727 0.271 0.376 0.397 0.357 0.450 0.115 0.181 0.159 0.211 144 0.079

Table 4.2: Comparison between the SOTA methods and several meth-
ods presented in this chapter. The best methods for each metric in each
dataset have the cells shaded in dark gray. In all the metrics, greater
value is best except for A-OSE and WI, where lower is better. The hy-

perparameters are displayed in Table 4.3.

Method Confidence Threshold Cluster Method Fusion Strategy

𝐶𝑜𝑠𝑖𝑛𝑒 0.100 𝐻𝐷𝐵𝑆𝐶𝐴𝑁 -
𝐶𝑜𝑠𝑖𝑛𝑒𝑆𝐷𝑅 0.010 𝐾𝑀𝑒𝑎𝑛𝑠10 -
𝐶𝑜𝑠𝑖𝑛𝑒𝑆𝐷𝑅 0.100 𝑂𝑛𝑒 -
𝐿𝐸𝑈𝐿1 0.050 𝑂𝑛𝑒 -
MSP 0.050 - -
MSP-𝐶𝑜𝑠𝑖𝑛𝑒 0.050 𝐻𝐷𝐵𝑆𝐶𝐴𝑁 or
MSP-𝐶𝑜𝑠𝑖𝑛𝑒𝑆𝐷𝑅 0.010 𝐻𝐷𝐵𝑆𝐶𝐴𝑁 and
MSP-ODIN 0.010 - score

Table 4.3: Hyperparameters used in our methods.

4.5 Conclusions
In this chapter, we have explored the UOD paradigm, closely related to
OWOD, for the single-stage object detector models. A new OoD or un-
known object detection method, FMap, has been proposed. It is based
on the information extracted from the feature maps and adapts to and
leverages the particularities from current single-stage object detectors.

In addition, we elucidate two ways of improving the performance of this
technique. The first works by lowering the dimensionality of extracted fea-
tures by capitalizing on existing SDR methods. The second, named EUL,
tries to alleviate the reduced inherent capabilities of the model to localize
unknown object by exploiting the information present on the feature maps.

Subsequently, as the objective of the UOD and OWOD paradigms is
to demonstrate unknown object detection capabilities while preserving the
performance on known classes, we explored the different configurations of
FMap that lead to better outcome in both. Specifically, we tested dif-
ferent combinations of cluster methods, distance metrics and inference
confidence threshold for the vanilla, SDR and EUL versions of our algo-
rithm. We use the UOD benchmark, by [112], for this and the subsequent
experiments, obtaining in each case the pareto fronts emerging from the
balance of the objectives. We concluded that each version of the algo-
rithm presented has its own unique advantages and disadvantages. The
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SDR method, for instance, excels in detecting unknown objects (measured
by the U-F1) and in providing robustness (measured by the A-OSE), while
preserving a satisfactory performance for known objects (measured by the
mAP). Conversely, integrating the EUL algorithm with FMap markedly
enhances the detection of unknown objects, although this often results in
a notable decrease in precision across many instances. The vanilla ver-
sion obtained an acceptable balance between both objectives—known and
unknown detection—without the additionally complexity associated with
the other two.

Thereupon, we compared the best configurations of FMap against sev-
eral post-hoc methods. The results showed that post-hoc methods gen-
erally lead to better known object detection capabilities, for the same
unknown object detection performance.

With these result at hand, we explored different possible combinations
or fusions between the tested detection methods. For the fusion, we de-
veloped three different possible strategies to elucidate the final outcome
when participating methods disagree. Experiments evince how the ensem-
ble of two post-hoc or logits-based techniques barely improve the results
obtained by each of the methods independently. In contrast, when the
fusion is between FMap, a feature-based approach, with a post-hoc tech-
nique, remarkable performance is achieved, outperforming the ensemble’s
component methods. This conclusion goes in line with one of the insights
gained in Chapter 3 that demonstrate how logits- and feature-based tech-
nique produce diverse decisions, leading to outstanding results.

Finally, we compare a few of the best configurations found in our exper-
iments against the SOTA methods for UOD and OWOD. Results show how
out methods, that use a single-stage object detector, consistently surpasses
those achieved by the SOTA methods in known classes. Regarding the de-
tection of unknowns, they demonstrate superior recall (ORE [100]) and F1
(UnSniffer [112]) scores, whereas one of FMap configurations obtained the
best precision. Furthermore, our methods show enhanced robustness, as
evidenced by lower scores in both A-OSE and WI metrics, which suggest
a reduced likelihood of misclassifying unknown objects as known. This
robustness advantage stems from our strategy of avoiding retraining—a
common practice in SOTA methods that use pseudo-labels for unknown
classes—thus significantly reducing the chances of misclassifications.

To conclude, in this chapter we demonstrate how single-stage object de-
tectors are inherently robust and how they can be easily endowed with de-
cent unknown object detection capabilities compared to the SOTA. More-
over, we have designed an OoD or unknown object detection method for
single-stage object detectors that obtains acceptable results and is very
suitable for the fusion with the existing post-hoc methods.

In the future, we plan to further develop the presented FMap method,
as the presented approach was a simple algorithm to leverage the features
extracted by the model. We want to test techniques to fuse the features
of each stride into one common space, as well as implement other SDR
algorithms.
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Chapter 5

Out-of-Distribution
Detection in Reinforcement
Learning Scenarios with
Sparse Rewards

The previous chapters have expanded the OoD strategies to new type of
models, the SNNs, and to less explored learning problems, specifically, ob-
ject detection tasks. In this chapter we tackle AI safety in the RL paradigm
by increasing the robustness of RL agents against OoD observations, as
well as by exploring the best strategies to adapt to new RL scenarios.

As previously explained, although OoD detection and adaptation has
been addressed mostly for classification/regression tasks, the challenges
posed by OoD data in RL scenarios acquire a unique dimension. RL, where
agents learn to make decisions by interacting with their environment, is
particularly susceptible to safety risks due to its inherently exploratory
nature. RL agents are trained to generalize from their experiences, but
they often face difficulties when exposed to situations (states) that are not
represented in their training data. This limitation can lead to suboptimal
or even catastrophic decisions, making the integration of OoD detection in
RL systems a critical design concern for AI safety and a research priority
over the last years [118, 119, 120].

From the technical perspective, the incorporation of OoD detection
and adaptation functionalities in RL agents is not straightforward. To
begin with, RL environments are dynamic and often complex, making the
identification of OoD states from the interaction dynamics of the agent
a non-trivial task [121]. Furthermore, most literature dealing with OoD
adaptation strategies assume environments with dense reward signals [122,
123, 124]. Consequently, it is unclear how the agent should detect OoD
and adapt to new environments in RL scenarios where the agent receives
infrequent or occasional feedback from the environment (sparse rewards).
The need for properly balancing between exploration and exploitation in
sparse settings opens new possibilities for OoD detection (e.g. unsuper-
vised intrinsic motivation, self-supervised approaches). However, one can-
not ascertain whether off-the-shelf OoD detection techniques developed for



86 Chapter 5. OoD Detection in RL with Sparse Rewards

supervised learning scenarios should be utilized instead. Furthermore, the
sparsity of the environment questions whether the knowledge learned by
the agent before the occurrence of OoD data should be retained (trans-
ferred) or discarded.

This chapter addresses this gap by advancing over the detection and
adaptation to OoD data in RL environments with sparse rewards. Specif-
ically, we introduce and describe several OoD detectors and adaptation
strategies that can be adopted for a trained RL agent to realize a change
in their observed environment, and adjust its knowledge accordingly. On
one hand, the OoD detection techniques include approaches that leverage
the existence of IM modules in the agent’s architecture, as well as tech-
niques that rely on the internal activations of the agent’s models. On
the other hand, adaptation strategies under consideration vary in terms
of the amount of knowledge retained by the agent once OoD data has
been captured in its observation. Preliminary experiments over Procedu-
ral Content Generation (PCG) scenarios with sparse rewards are run for
different OoD artifacts, showing that the choice of the best detection and
adaptation strategy depends on manifold factors related to the impact of
the OoD on the learned behavioral policy and the similarity of the OoD
object to known elements in the environment. Our findings expose the
difficulty posed by sparsity in the design of effective OoD detection and
adaptation strategies for safe and trustworthy RL agents.

The rest of the chapter is structured as follows. First, Section 5.1
briefly revisits sparse RL, continual RL and generalization, OoD detec-
tion and adaptation in RL, ending up with a statement about the novelty
and contribution of this chapter. Next, Section 5.2 poses the mathematical
problem targeted, and describes each of the detection and adaptation base-
lines considered in our experiments. The experimental setup is detailed in
Section 5.3, including the formulation of the research questions that ex-
periments aim to answer. Results for each research question are presented
and discussed in Section 5.4. Finally, Section 5.5 concludes the technical
contribution with a summary and prospects towards future research lines.

5.1 Related Work and Contribution
Before delving into the problem statement and the description of the OoD
detection techniques and adaptation strategies, we briefly overview key
concepts and advances around sparse RL (Subsection 5.1.1), continual
RL and generalization (Subsection 5.1.2) and OoD detection in RL en-
vironments (Subsection 5.1.3). Finally, we outline the novel aspects of
the technical contribution of this chapter based on the reviewed literature
(Subsection 5.1.4).

5.1.1 Sparse Reinforcement Learning
In sparse reward settings, where dense feedback signals are lacking, bal-
ancing properly the trade-off between exploration and exploitation in the
agent’s interaction with the environment becomes crucial [125]. To this
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end, various strategies can be devised, based on the data and available
resources. When an (sub)expert is available, transfer learning based on
pretrained models offers a practical solution to leverage existing expertise
that is assumed to be helpful for solving a new (target) RL scenarios [126].
In scenarios where only (sub)optimal demonstrations are accessible, im-
itation learning techniques can be adopted instead [127, 128, 129, 130].
In scenarios with no prior knowledge, self-supervised learning (SSL) can
significantly enhance the agent’s sample-efficiency by focusing on the repre-
sentation learning capability of the agent [131, 132, 133, 134]. Paramount
among these strategies are the so-called Intrinsic Motivation (IM) tech-
niques. By motivating the agent to discover novel states [135], such ap-
proaches address the exploration problem by generating additional reward
signals that encourage the agent to be more curious about its current
knowledge [136, 137, 138, 139, 140].

5.1.2 Continual Reinforcement Learning and Gener-
alization

Open-world learning has been studied in RL to a lesser extent than in other
learning scenarios, mainly due to the implementation issues inherently
posed by RL in real-world settings (e.g. sample efficiency). Even so,
some areas related to open-world learning have drawn the attention of the
RL community. Two of them deserve a specific mention in the context
of this work. On one hand, the goal of continual RL is to obtain an
autonomous agent that learns incrementally and online from a continuous
stream of tasks, acquires and builds upon new skills in a task-agnostic
manner, minimizes forgetting of previous knowledge, and efficiently adapt
and recover from changes over time [141]. Generalization in RL takes
a more approachable path towards the deployment of RL-based systems
that are able to extrapolate its learned skills to distributions outside their
training data, either by learning policies that are robust to environment
variations, or by modeling policies that resiliently adapt to such variations
[142].

5.1.3 Out-of-Distribution Detection in Reinforcement
Learning

The aforementioned paradigms pursue an agent capable of incrementally
learning new tasks or, alternatively, behavioral policies that are robust
enough to solve never-seen-before tasks [143]. An effective approximation
to these goals would be an active adaptation, where the focus is on relearn-
ing as quickly as possible once a change is detected [144]. In this context,
OoD detection in RL frameworks has not been extensively explored, de-
spite gaining increasing momentum in recent years.

The first OoD detection technique in RL was reported in [145], which
proposed to use the entropy of the predicted actions of an agent as a score
for detecting novel states. Nevertheless, their solution required Q-value
based algorithms and only two types of disturbances were evaluated over
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two simple environments, GridWorld and LunarLander. The next work
related to OoD detection is [124], which evaluated the previous technique
over a novel benchmark. Environments were still relatively simple (Pong
and discrete Cartpole), but methods were tested with more semantically
meaningful elements, e.g., changing the dynamics of the environments by
applying external forces or changing the mass of the cart. In [123], the
authors introduced a method based on recurrent implicit quantile net-
works for detecting OoD dynamics, which essentially refers to detecting
OoD states. They compared their method against non-probabilistic net-
works and random forest in the previously mentioned environments, again
being characterized by dense rewards. More recently, [121] takes a step
forward in OoD detection for RL by providing more clear definitions of
what an OoD means in this field, distinguishing between covariate and
semantic shifts following the standard in supervised machine learning [10].
They also propose a method that relies on predicting the forward dy-
namics of the environment via probabilistic models to enable detection by
monitoring the prediction error on the next state predictions. CartPole,
HalfCheetah, Reacher and Pusher environments are considered to assess
the performance of their detector.

5.1.4 Contribution
In view of the existing literature, we identify several gaps. First, although
the generalization of RL agents has been examined in the past, the crit-
icality of OoD detection, which is necessary for triggering the need for
adaptation, has been widely overlooked by the literature. Secondly, the
environments used to evaluate OoD detection and adaptation algorithms
in RL have been predominantly based on the assumption of dense reward
signals and full observability. Our research aims to explore OoD detection
in environments characterized by sparse rewards and partial observations,
where the complete state is not made available to the agent.

5.2 OoD Detection Techniques and Adapta-
tion Strategies

After outlining the contributions of this chapter, we begin by presenting
a brief rationale for the use of IM in sparse environments in Subsection
5.2.1. We then detail the OoD detection formulation tailored for sparse
RL environments in Subsection 5.2.2, building on the concepts introduced
in Section 2.1. Subsequently, Subsection 5.2.3 details the different OoD
detection methods utilized. Finally, we enumerate the different strategies
considered for the adaptation of the agents in Subsection 5.2.4.

5.2.1 Exploration with Intrinsic Motivation
In complex RL scenarios, the agent’s learning process can be hindered by
the absence of dense reward signals from the environment. As previously
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Figure 5.1: Schematic diagram showing the three methods (FwD, AP and
AP-A) used to detect OoD observations in RL.

mentioned in Section 5.1, IM can be used to foster exploration by gener-
ating an additional intrinsic reward 𝑟 𝑖𝑡 that aims on modelling the agent’s
curiosity. As a consequence, the reward at each time step 𝑡 is updated as
𝑟𝑡 = 𝑟

𝑒
𝑡 + 𝛽 · 𝑟 𝑖𝑡 , where 𝛽 is a coefficient that balances between the extrinsic

and intrinsic rewards.
In this context, various approaches in the literature aim to generate

exploration bonuses. For the purposes of this chapter, we focus on the
prediction-error methods, as one of the OoD techniques incorporates an
element of these approaches. Prediction-error methods calculate the intrin-
sic reward based on the error when predicting the outcome of the agent’s
action in the environment, essentially assessing how predictable the envi-
ronmental changes are. The underlying idea is straightforward: the more
accurate the prediction, the more frequently that situation has likely been
encountered, and the smaller the novelty bonus should be.

Intrinsic Curiosity Module (ICM) [136] is one of the most prominent
research work in this area. It is focused on creating a small feature space
to compute the expected changes that affect the prediction, and achieves
it by using two strategies. On the one hand, uses an inverse dynamics
model in a self-supervised manner to predict the agent’s action 𝑎𝑡 given
the current state feature representation or embedding (𝜙(𝑠𝑡 ) or 𝜙𝑡) and
next state embedding (𝜙(𝑠𝑡+1) or 𝜙𝑡+1). On the other hand, it trains a
forward dynamics model that uses the embedding (𝜙𝑡) of the actual state
𝑠𝑡 and the actual action 𝑎𝑡 to predict the next state embedding 𝜙𝑡+1. Both
predictions are then compared to the actual action and state embedding
obtained to train the modules, that are modeled as NNs.

5.2.2 Out-of-Distribution Detection Formulation in
Reinforcement Learning

Bearing the previous RL notation in mind, we follow a similar rationale
to that recently posed in [121], but with two main differences: 1) we as-
sume that the RL environment produces sparse rewards signals; and 2)
we deal with a POMDP. The latter implies that at time 𝑡, the agent will
only have access to the observation at that specific instant of time (𝑜𝑡).
Therefore, we define an OoD within the observation (or equivalently, an
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OoD observation) if a semantically different element with respect to those
encountered by the agent during the training phase appears within the
observation. Likewise, we consider that an element deployed on the en-
vironment is OoD if it corresponds to a new concept and it affects the
behavioral policy learned by the agent when no OoD objects are present.
In mathematical terms, we can assume an OoD-free distribution of en-
vironments D characterized by a state transition probability 𝑃D . This
distribution can be sampled to yield levels which the agent explores, so
that a learning algorithm can learn a policy 𝜋D (𝑎𝑡 |𝑠𝑡 ) from the samples
collected during its interaction.

Once the agent is trained over D, we assume the appearance of OoD
elements that modify the state transition probability 𝑃𝐷 to 𝑃𝑜𝑜𝑑D . Conse-
quently, we can think of a new distribution of levels D𝑜𝑜𝑑 which is similar
to D in regard to their goal and available actions, but wherein the inser-
tion of OoD elements affects the state transition probability and hence,
the agent must adapt its learned policy to the new transition probabil-
ity. Actively adapting to this distributional change requires first detecting
the presence of an OoD element based on the information available in the
agent at time 𝑡 (namely, its observation 𝑜𝑡) and its knowledge, represented
by its internal learnable parameters. To this end, an OoD detection tech-
nique can be defined as a binary mapping 𝑓𝑜𝑜𝑑 : Ω𝑜𝑜𝑑D → {ID, OoD}, which
processes every observation 𝑜𝑡 ∼ Ω𝑜𝑜𝑑D (with Ω𝑜𝑜𝑑D denoting the expanded
space of observations as per the insertion of OoD elements) and assigns la-
bel ID if the observation is declared to be free of OoD objects. Otherwise,
label OoD represents the case when the OoD detection technique declares
that the observation contains an OoD element.

Once an OoD has been detected in a given observation, the agent must
choose an strategy to accommodate the change in the distribution of the
levels to solve. At this point several strategies can be defined depending on
the degree of knowledge retained from the previous, OoD-free distribution
D. In all cases we will assume that upon the detection of an OoD observa-
tion, the agent continuously collects samples from its interaction with the
levels over time, updating its trainable parameters accordingly. The goal
of the different adaptation strategies that can be devised to this end is to
resiliently improve the speed and effectiveness of the agent’s performance
recovery in the new distribution of OoD levels. It is important to remark
that the assumption of sparse environments and the different impact of the
OoD elements in the learned behavior of the agent exacerbate even fur-
ther the decision of how much knowledge should be transferred between
distributions, even if the distribution of OoD levels D𝑜𝑜𝑑 is similar to D.

5.2.3 Out-of-Distribution Detection Techniques
When it comes to the detection of OoD objects in the agent’s observa-
tion, we propose straightforward methods based on leveraging the agent’s
internal structure and further learning elements that are often employed
to learn effectively from sparse environments, summarized graphically in
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Figure 5.1. In all cases, OoD detection rely on characterizing the behav-
ior of the agent while learning to solve levels belonging to the OoD-free
distribution D (as per the activations of its compounding modules), and
on assessing whether activations unchained by observations 𝑜𝑡 at inference
time deviate from such characterized activation patterns:

• The first approach (Forward Dynamics, hereafter labeled as FwD) as-
sumes the existence of an IM module to compare the embedding vector
of the next predicted state 𝜙𝑡+1 (𝑜𝑡 , 𝑎𝑡 ) with the embedding vector of the
true state obtained 𝜙𝑡+1. Note that the state in a POMDP is perceived
by the agent as an observation 𝑜𝑡 . If a measure of distance between
the embeddings 𝑑 (𝜙𝑡+1, 𝜙𝑡+1 (𝑜𝑡 , 𝑎𝑡 )) is greater than a predefined thresh-
old 𝜏 (which can be tailored based on the behavior of the distance over
the OoD-free distribution D), the agent declares that observation 𝑜𝑡 is
OoD. Similar methods that also hinge on the prediction of the next state
embedding have been proposed recently [121].

• Based on the agent’s model mapping observations to actions 𝑔𝜃 (𝑜𝑡 ), we
can devise a novel detection approach that generates a space of embed-
dings based on the features extracted by the agent from the environment.
This detection approach, in what follows referred to as AP (Agent’s Per-
ception), extracts the activation patterns 𝜓𝑡 (𝑜𝑡 ) generated within 𝑔𝜃 (𝑜𝑡 )
by every observation 𝑜𝑡 ∼ ΩD seen during the agent’s training process
over D. In this space of embeddings, we compute a measure of distance
between the activation pattern of a query observation to the centroid
(the average) of the activation patterns collected during training. A
threshold imposed over such a distribution establishes that if the dis-
tance of its activation patterns surpasses this threshold, it is declared to
be an OoD observation.

• A variation of this latter method, labeled as AP-A, associates one sub-
space of embeddings to each action, so that instead of one space we end
up with as many subspaces as actions, each one filled with the activa-
tions 𝜓𝑡 (𝑜𝑡 ) that led to the action 𝑎𝑡 for observation 𝑜𝑡 . Each subspace of
thresholds is configured with its own threshold. Then, during inference,
we proceed as in the original AP approach, but each observation’s acti-
vations are now compared only with the subspace corresponding with the
action 𝑎𝑡 taken by the policy observing 𝑜𝑡 . Figure 5.1 depicts schemat-
ically the similarities and differences between FwD, AP and AP-A.

• Post-hoc OoD detection methods proposed in the context of supervised
learning scenarios can be also utilized over 𝑔𝜃 (𝑜𝑡 ). While proposals in
this realm abound in the literature, we concentrate on two of them for
their algorithmic simplicity and widespread adoption as baselines for
preliminary benchmarks. Speficically, two presented in the Subsection
2.1.1 in the Chapter 2, the MSP and the Energy methods.

5.2.4 Out-of-Distribution Adaptation Strategies
Once OoD states have been detected, the agent must decide how to adapt
to the new distribution of levels D𝑜𝑜𝑑. To this end, several adaptation
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strategies can be implemented while the agent collects samples and learns
online over the new distribution of levels:

• The simplest strategy is to start the agent’s training from scratch by
discarding any prior knowledge modeled over D, a method coined as
Train_scratch. This simple procedure could be appropriate if the se-
mantic shift between D and D𝑜𝑜𝑑 is large enough for the knowledge of
the agent to be of no help in the new level regime. Our experiments will
reveal that this strategy is detrimental when OoD elements emerge in
the environment incrementally, without imprinting major changes in its
state transition.

• Part of the knowledge acquired by the agent over D can be retained and
used to expedite the learning process over the new distribution of levels
D𝑜𝑜𝑑. Several choices can be made in this regard:

– To transfer all parameters learned by the agent over D, including
those defining the AC architecture (Transfer AC ). This approach im-
plicitly assumes that the trained agent already possesses an enough
explorative behavior to solve the new distribution of OoD levels.

– To transfer not only the parameters defining the AC, but also the IM
module. Two possibilities hold:

◦ Transfer AC + IM_scratch: here we still use an IM module, but we
do not inherit the weights learned from the previous distribution D.
The agent will be forced to explore the levels of the new environment
distribution as if everything is actually novel.
◦ Transfer AC + IM : here we inherit the learned weights of both

the AC and IM modules. We expect that the latter will be able to
capture the novelty present in OoD observations belonging to the
new distribution D𝑜𝑜𝑑.

– To transfer not only the parameters of the AC, but also an additional
self-supervised module that extends the feature extraction capability
of the agent [133] . Three different options apply in this case:

◦ Transfer AC + SSL_only : the agent will be updated solely with
the self-supervised auxiliary loss defined in [133] , i.e., there is no
RL loss. With this variant we aim to update only the learned
representations, and verify if it suffices for adapting the agent to
D𝑜𝑜𝑑.
◦ Transfer AC + SSL: the agent will be updated with both the RL

and the self-supervised auxiliary losses. In this context, the agent
can update its learned knowledge based on the two losses, and also
adapt its behavior with the corresponding RL loss.
◦ Transfer AC + SSL + IM_scratch: the agent will be updated

with both the RL and the self-supervised auxiliary losses, being
the former augmented with more exploratory capabilities with a
newly initilizated IM module. As a consequence, the agent should
be able not only to adapt its representation, but to also adapt even
faster with the curiosity driven rewards.
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By establishing the above adaptation strategies we aim to observe sev-
eral aspects. First, we would like to gauge whether transfer learning is
beneficial in the context of OoD. Secondly, by comparing transfer learning
with and without IM we can assess if the exploratory capacity learned by
the agent over D is sufficient to adapt to new OoD levels. Thirdly, we
seek to determine whether it is more effective to force the agent to explore
everything as novel (using IM, but without transferring its weight values)
than to make novelty primarily associated with OoD observations (trans-
ferring the learned IM weights). Last but not least, we analyze whether
using SSL can be useful in order to adapt the representation of the agent
when facing the new OoD observations under different scenarios.

5.3 Experimental Setup
In order to assess the performance of the detection techniques and adapta-
tion strategies presented previously, several experiments were carried out
towards answering with evidence two research questions:

• RQ1 : How do the OoD detection method perform when compared to
each other and to other post-hoc detectors? Is their performance subject
to the distance metric under choice? Is it convenient to link states to
actions in our proposed method?

• RQ2 : Which adaptation strategy performs best, transfer learning or
learning from scratch? How should knowledge transfer in the presence
of OoD objects be done?

To answer the above two questions we use procedurally generated RL
scenarios from the so-called Minimalistic Gridworld Environment [146], a
collection of discrete grid-world sparse reward environments with flexible
design options. In all environments the agent has a discrete action space
and has to navigate a two-dimensional map featuring different obstacles.
We have selected the environments labeled as MultiRoomNXSY, where the
agent must open multiple doors (without requiring a key) between sequen-
tially placed rooms in order to reach the goal, which is placed inside the
last room. These environments are denoted as MNXSY, with X denoting the
number of rooms and Y their maximum size (with its minimum equal to 4).
Observations are provided as a 7× 7× 3 matrix representing a 7× 7 tile set
in the direction agent is facing, with the 3 channels representing the type
(or id), color and status, respectively, of the object in the corresponding
tile cell. The available actions are turn left, turn right, go forward, toggle
(to open doors), pickup, drop and done1.

In our experiments, the agent is trained on MN5S8, i.e., an environment
with 5 rooms with varying sized between 4 and 8. Three new environ-
ments with added OoD elements (Figure 5.2) based on this environment
are presented to the trained agent, which are labeled depending on the OoD

1The last three actions might be useless in most of our experimental setup. However,
experiments assume that the whole set of actions defined in MiniGrid’s is available for
the agent.
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element itself: MN5S8-lava, MN5S8-ball and MN5S8-sand. All these new
environments are generated procedurally; the OoD elements are placed
following certain probabilistic rules. The lava block, which terminates the
level if stepped on by the agent, replaces wall blocks with a 10% probabil-
ity. On the other hand, the ball block, which cannot be passed through,
appears in a random location in each room once and without blocking the
doors. Finally, unlike lava, the sand block does not terminate the level if
stepped on; it appears in a random location of every room with a prob-
ability equal to 50%. The objective of these environments remains the
agent’s original goal (i.e., to navigate the whole maze until reaching the
green square), but with the added complexity that now new OoD elements
that are unknown to the agent (in both representation meaning and their
dynamics) have been introduced.

Figure 5.2: Three distinct levels illustrating environments that the lava, balls
and sand OoD elements. The goal is still to traverse the door and reach the green

square. Note this are just examples, not the actual new OoD environments.

Regarding the experiments to answer RQ1, we compare the detection
methods presented in Section 5.2.3, where logits for post-hoc detection
methods are taken from the actor’s head. To evaluate the detection per-
formance, we considered up to 1,000 different levels of MN5S8 (i.e. with-
out OoD elements) and another 1,000 different configurations in each of
the other new environments (i.e., MN5S8-lava, MN5S8-ball, MN5S8-sand).
A state is assumed to be OoD if the agent has an OoD in its observed
tile. To avoid overoptimistic performance figures, they are computed over
unique states, i.e. we eliminate repeated states from the computation. In-
distribution states are taken from any of the possible 1,000 levels of the
regular MN5S8 environment over which the agent is trained. We report the
AUROC (explained in Subsection 3.3.4) of the different approaches under
consideration. The Energy method temperature parameter is set to 1 as
paper suggests [15].

When it comes to RQ2, we assume that the agent, already trained
over 1,000 different configurations of the regular or OoD-free MN5S8 en-
vironment, is queried with levels belonging to any of the new tasks (i.e.,
MN5S8-lava, MN5S8-ball and MN5S8-sand) that contain OoD elements.
Again, 1,000 different level configurations are considered for each one. The
agent must adapt via any of the strategies in Section 5.2.4 and continue
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solving the maze by learning how these OoD elements affect in achieving
the goal. We evaluate each adaptation strategy in terms of the speed of
convergence, as well as the success rate achieved by the agent over the
levels of the environment with OoD elements.

In what refers to the algorithmic implementations, we use PPO [60],
explained in Subsection 2.4.2, with rollout size equal to 2048 and a clip-
ping factor (𝜖) of 0.2, alongside GAE for computing advantages [59], with
𝜆 = 0.95. When it comes to IM, we resort to Rewarding Impact Driven
Exploration (RIDE) [138] with episodic counts. This method is based on
ICM, that is briefly introduced in 5.2.1. After a grid search, we select an
intrinsic coefficient 𝛽 equal to 0.05, and an entropy coefficient 𝜉 = 5 · 10−4
for all the environments under study. However, for the specific environ-
ment MN5S8-lava, these values are modified to 𝛽 = 0.005 and 𝜉 = 5 · 10−5,
respectively. In accordance with other contributions [138, 140], the RL
agents are build upon an AC neural network architecture with 3 convolu-
tional layers acting as feature extractors (parameterized with 𝜃𝑒), followed
by fully-connected layers that precede their policy and value heads. Re-
garding SSL, we employ the inverse dynamic module as in [133] , where the
self-supervised parameters (parameterized with 𝜃𝑠) are directly connected
to the feature extractor (𝜃𝑒) with 2 fully-connected layers of 64 neurons
each.

All source codes of this chapter have been released in a GitHub repos-
itory available at https://github.com/aitor-martinez-seras/ood-s
parse-rl.

5.4 Results and Discussion
We now present and discuss on the experimental results corresponding to
RQ1 (Section 5.4.1) and RQ2 (Section 5.4.2).

5.4.1 RQ1: Out-of-Distribution Detection Performance
To begin with, it is important to examine the impact of the different OoD
elements on the behavior of the trained agent. To this end we first stop at
Table 5.1, which shows the mean return and the success rate achieved by
the agent trained with IM over MN5S8 (i.e. a more complex environment),
and for a random agent (i.e. an agent without any training whatsoever).

We note that the performance decreases notably upon the insertion of
the OoD elements; as expected, the agent almost unable of completing the
maze in the case of lava and ball, as the agent does not finish the level upon
stepping on these objects. This conforms to intuition given the behavior
of every OoD element described previously. When trained over MN5S8,
the agent’s learned behavior is biased to getting closer and toggling any
object different than a wall (i.e. a door). Therefore, when encountering
an OoD object, the agents tends to toggle and traverse it, unchaining
different effects in its behavior: lava and ball terminate the level (either
immediately or after the simulation horizon is met), whereas the sand
object is configured to distract the agent and delay its trajectory towards

https://github.com/aitor-martinez-seras/ood-sparse-rl
https://github.com/aitor-martinez-seras/ood-sparse-rl
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Table 5.1: Test performance in terms of average return and success rate of
an agent trained on MN5S8 and a Random agent over different PCG environments
(evaluated over 1,000 randomly selected levels). It can be seen that both metrics
dramatically decrease when evaluating the agent in OoD scenarios. Note that

using a random policy is insufficient to complete successfully any task.

Trained on MN5S8
(with IM)

Random
agent

Environment Mean
Return

Success
Rate [%]

Mean
Return

Success
Rate [%]

Regular MN5S8 0.65 98.21 0.00 0.00
MN5S20 0.36 71.00 0.00 0.00

OoD
MN5S8-lava 0.01 1.78 0.00 0.00
MN5S8-ball 0.01 1.22 0.00 0.00
MN5S8-sand 0.32 53.05 0.00 0.00

the goal. In the three cases, if the observation comprises both a door and
an OoD element, the agent will select one or another depending on their
arrangement inside the observation. All in all, the performance decreases of
the OoD objects reported in Table 5.1 follow logically from their behavioral
impact on the agent. Overall, these preliminary results evince that the
performance of an agent cannot be regarded as a reliable indicator of the
presence of OoD objects, as it can be related to the complexity of the
environment itself, and not necessarily to the presence of an unfamiliar
object. In fact, when introducing MN5S20, where no OoD elements are
present, performance decays.

We proceed by examining the performance of the different OoD de-
tection techniques under consideration in our benchmark and that of the
technique proposed in this chapter. To this end, we focus on the AUROC
scores shown in Table 5.2, which are given separately for each OoD envi-
ronment. Several interesting conclusions can be drawn about the methods.
First, the use of either an 𝐿1 or an 𝐿2 distance metric yields different re-
sults for the different detectors. For FwD, the 𝐿1 distance attains achieves
slightly better detection scores, whereas for AP or AP-A 𝐿2 renders a su-
perior performance. In any case, gaps between the results of both distances
are less than 2%. A comparative analysis between AP and AP-A consis-
tently demonstrates the superior performance of the former, as evidenced
by its consistently higher AUROC scores across all OoD environments.

A closer inspection at Table 5.2 reveals that low detection results are
obtained in the MN5S8-ball environment by all the approaches in the
benchmark. This can be explained by the structure of the observations,
which are represented as 7 × 7 tiles. Each tile entry denotes the Identifi-
cation Number or IDN of the object at the corresponding position within
the grid in the first of the channels. Specifically, IDNs 9 and 6 correspond
to lava/sand and ball, respectively. During training in the MN5S8 environ-
ment, only walls (IDN 1) and doors (IDN 4) are present. Consequently,
the ball object, with IDN 6, is numerically closer to a door block than a
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Table 5.2: AUROC performance over each OoD environment for different de-
tection techniques. Best results for each environment are highlighted in bold.

Technique Distance MN5S8
lava

MN5S8
ball

MN5S8
sand

FwD 𝐿1 88.39 70.10 77.48
𝐿2 87.80 69.59 75.64

AP 𝐿1 84.30 59.70 84.46
𝐿2 84.82 60.30 84.91

AP-A 𝐿1 81.13 56.41 80.32
𝐿2 82.41 57.30 81.53

MSP – 48.22 58.04 63.36
Energy – 75.89 59.93 77.72

lava block (IDN 9). This numerical proximity results in neural networks,
which process information as continuous values, categorizing a ball as more
akin to doors than to lava. Consequently, lava objects are perceived as
more distant from the training distribution, rendering them more easily
identifiable as OoD objects within the RL model.

1 2 3 4 5 6 7 8 9
L1 Distance of the agent to the OOD element

0.5

0.6

0.7

0.8

0.9

A
U

R
O

C

FwD, L1

AP, L2

Energy

Figure 5.3: Average AUROC of best performing FwD, AP and Energy versus
the 𝐿1 distance between the OoD object and the agent.

Another interesting view on the results obtained for RQ1 is the relation-
ship between the effectiveness of each OoD detection method in detecting
unfamiliar objects and the distance of the OoD object to the agent in the
observation space. Figure 5.3 illustrates the detection performance of three
different detectors (FwD and AP with 𝐿2 distance and Energy) versus the
𝐿1 distance of the OoD element to the agent. For each distance value, we
consider only the states where the OoD object was located at that specific
distance value from the agent. This plot exposes that the closer the OoD
object is to the agent, the better performance AP exhibits with respect to
the other two approaches. The opposite is observed for the FwD method,
which excels when the OoD object is far from the agent. The reason for
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this lies in the fact that AP relies on the features extracted by the agent
from the environment, which grants more importance to parts of the ob-
servation closer to the agent. In contrast, the forward dynamics model
lacks such bias since its objective is not to take the next step, but rather
to predict the next latent state. As for Energy method, it hinges on how
confident the agent is in taking an action, it aligns with the expectation
that the more distant an OoD element is from the agent, the less it influ-
ences the probabilities of making each decision. Consequently, a distant
OoD object becomes more challenging to detect by this method.

5.4.2 RQ2: Adaptation Strategies
We now turn the focus of the discussion on Figure 5.4, which depicts the
average return of the agent when adapting to different environments with
OoD objects: MN5S8-lava (Figure 5.4.a), MN5S8-ball (Figure 5.4.b) and
MN5S8-sand (Figure 5.4.c). We compare the different strategies described
in Section 5.2.4 with an agent that learns in the considered environments
with OoD elements by randomly initializing the weights of both the AC
and IM modules (i.e., Train_scratch).

We begin our analysis by examining the performance of the strategy of
not using IM during adaptation; this is, Transfer AC (light blue). Regard-
ing this strategy, both in the MN5S8-lava and MN5S8-ball environments
the average return does not reach the expected performance and reports
a significant standard deviation. This is attributed to simulation seeds
where the agent was not able to learn, which may occur for various rea-
sons. Given that we are dealing with environments with sparse rewards
and that the agent lacks an IM module, it only receives a reward when
it successfully reaches the end. As a consequence, regardless of the in-
troduced OoD elements, if the agent manages to successfully solve the
task after observing an OoD element, it would be able able to learn the
new OoD objects’ representation and their impact in the environment (i.e.
dynamic) and therefore to adapt itself. In contrast, if the initial perfor-
mance drop is too severe rendering the agent unable to solve any level
(of the 1,000 different ones available), or the solved ones are because no
OoD observation was present (by chance), no learning will be done about
the OoD elements’ representation and the agent will fail to adapt. For
instance, when introducing sand, which is a distractor element that does
not hinder the agent too much in the achievement of the goal, we can see
that there is little to none performance decay and the agent can learn the
OoD environment in all the runs consistently. Nevertheless, in lava and
ball environments, which are elements that kill the agent or obstruct its
navigation and where the return initially decreases to 0.01 (check Table
5.1), the adaptation is slower and in some runs the agent is unable to learn.

With respect to the strategy of using the IM module without learned
weights, it successfully resolves the majority of cases (Transfer AC +
IM_scratch, colored in yellow), but also poses some challenges. Since
the IM module does not import the previously learned weights, this strat-
egy heavily prioritizes exploration. This proves to be beneficial in the
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case of MN5S8-lava, where exploration is necessary to navigate around
the OoD elements and eventually reach the goal. However, in MN5S8-sand
the impact of the OoD object (sand) on the agent’s behavior is less dra-
matic. Consequently, the agent does not require an intense exploration
to adapt its learned policy, so the reinitialization of the IM module leads
to a slower adaptation to the OoD environment. In MN5S8-ball, where
a compromise between exploration and exploitation is needed, this ap-
proach is completely detrimental for the training process in some seeds
while moderately reducing the training speed in the other seeds. These
conclusions are buttressed by the fact that transferring the IM module and
their weights performs best in the experiments (Transfer AC + IM, col-
ored in red) corresponding to RQ2. Indeed, not only it solves effectively all
OoD environments, but it adapts the knowledge of the agent faster than
the rest of strategies.

Considering that inheriting the pretrained IM module could lead to
insufficient novelty in the rewards, which might ultimately hinder the ex-
ploration, we conducted an additional experiment in which we increased
the amplitude of the reward signal by increasing the 𝛽 coefficient by an
order of magnitude. This adaptation strategy is shown to be effective only
in the case of MN5S8-lava, as it inhibits the agent’s learning in the other
two OoD environments (catastrophically in the case of MN5S8-ball). Con-
sequently, the better strategy when transferring the IM module along its
weights is to maintain its 𝛽 coefficient.

Regarding the use of an additional self-supervised loss, overall it can
be concluded that it does not contribute to the adaptation of the agent.
Transferring AC and using only the SSL loss (Transfer AC + SSL_Only,
dotted blue curve) fails to train in any of the three environments; the
addition of the RL loss (Transfer AC + SSL, dotted light blue curve)
manages to learn although it is outperformed by using solely the RL loss
(Transfer AC ); lastly, the incorporation of the IM module (Transfer AC
+ SSL + IM_scratch, dotted red curve) attains almost the same results
as using the IM from scratch (Transfer AC + IM_scratch). These results
suggest that the addition of SSL does not yield any benefits to update
the representation of the agent when facing new OoD elements under the
considered environments. In fact, it hampers the performance with respect
to not using it at all.

5.5 Conclusions
Safety is essential for deploying AI-based models in real-world applica-
tions. Among the research areas aiming at AI safety, OoD detection and
adaptation has received little attention in RL. In this context, this study
has explored the performance of several OoD detection techniques and
adaptation strategies for RL agents operating on sparse RL environments,
where we introduce elements that exhibit dynamics never seen by the agent
previously. Our analyzed approaches leverage the architectural elements
inside the agent that are necessary for learning to solve environments with
sparse rewards:
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• OoD detection: the proposed detectors include an approach based on
the features extracted from the environment by the agent, and another
method that relies on the forward dynamics of intrinsic motivation tech-
niques, used by the agent to induce exploration in the absence of dense
rewards.

• OoD adaptation: several strategies have been tested to adapt the be-
havior of the agent to the presence of OoD elements in the environment,
varying the amount of knowledge that can be reused. Our baselines
consider the transfer of the architectures and/or the parameters of the
AC and/or the intrinsic motivation modules of the agent, as well as the
inclusion of a self-supervised loss to foster learning new representations
in the presence of OoD.

In the conducted experiments over procedurally generated environ-
ments provided by MiniGrid, an agent trained over a certain distribution
of levels has been queried by a separate distribution of levels containing
OoD elements, each impacting differently on the agent’s modeled behavior.
In OoD detection, the proposed techniques report acceptable results when
compared to off-the-shelf post-hoc detection techniques used for classifi-
cation tasks. On the other hand, it has been proven that following the
addition of OoD elements, the transfer of both the AC and the learned in-
trinsic motivation module is a good combination that maintains the agent’s
policy exploitation capability, while also promoting exploration in the ar-
eas where OoD elements appear. Moreover, although SSL approaches have
obtained good results in other environments to accelerate and build more
robust representations, they seem to be insufficient if the agent actually
has access to disentangled representations (a numerical identifier for each
element in this case), and the effect of the OoD elements on the agent is
a priori unknown. Furthermore, it has been observed that the adaptation
is highly dependent on the considered new OoD elements.

Our preliminary findings open up exciting research directions for the
near future. Firstly, we plan to improve the performance of the AP and
AP-A detection techniques with a fine-grained characterization of the em-
bedding space via clustering to assess observations that potentially belong
to different distributions of the state. Moreover, following the insights ob-
tained in our analysis in Figure 5.3, we will study the potential of combin-
ing the two proposed detection techniques (FwD and AP) to improve the
detection across various distances between OoD objects and the agent. Fi-
nally, we aim to expand the coverage of our study towards high-dimensional
state spaces, where SSL methods can be actually beneficial to disentangle
representations [132, 147]. In this regard we plan to study not only which
kind of adaptation strategy (or combinations of them) performs best, but
also to explore their effectiveness under diverse dynamic changes in the
environment, posing non-trivial challenges beyond the ones identified in
this chapter.
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Chapter 6

Concluding Remarks

This Thesis is driven by the observed gaps in research concerning the safety
of AI models. Specifically, our objective has been to enhance model ro-
bustness, a crucial attribute for systems operating in open-world scenarios.
The OoD detection framework reinforces model robustness by enabling the
differentiation between known and unknown examples—distinguishing in-
puts that align with the training data distribution from those that are
semantically divergent or originate from alternative distributions.

Within the realm of OoD detection, a significant oversight has been
the limited focus on models, tasks, or learning paradigms beyond neural
networks for supervised image classification, which constitutes the bulk of
existing research. Consequently, our aim has been to investigate and ex-
pand upon less explored or entirely new frameworks within OoD detection.
This Thesis contributions and conclusions are below remarked along with
future possible works.

• Chapter 3. Out-of-Distribution Detection in Image Classification for
Spiking Neural Networks. The so called third generation of neural networs,
the SNNs, have not been yet studied under the OoD detection paradigm.
For this purpose, we proposed a technique based on the operation of the
SNNs by characterizing the internal activations of the hidden layers of
the network in the form of spike count patterns, the SCP-based detector.
Furthermore, a local explanation method has been devised to produce
attribution maps revealing which parts of the input instance push most
towards the detection of an example as an OoD sample. Our experiments
also assessed whether the fusion of our proposed approach with other base-
line OoD detection schemes can complement and boost the overall OoD
detection capabilities. The conclusion drawn from this chapter can be
summarized as follows:

• Our technique delivers competitive detection performance relative to
post-hoc detection methods and yields particularly impressive results
on neuromorphic datasets.

• Experiments with ensembles of OoD detection methods have demon-
strated that integrating the proposed SCP-based detector with a logits-
based approach achieves unparalleled performance relative to other tech-
nique pairings.
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• The proposed local relevance attribution method effectively identifies ar-
tificially inserted perturbations in in-distribution samples, highlighting
them as the image segments crucial for detecting them as OoD. Nonethe-
less, the limitations of this technique have been revealed and examined,
including the deterioration in explanation quality as the depth of the
network’s fully connected layers increases; the reliance of attributed rel-
evance on the input features captured by the SNN model; and finally
the variability within clusters formed from the spike counts of the input
data.

As future technical extensions, we aim to broaden the application of the
SCP detector and its foundational principles to different encoding methods
suitable for spiking neural architectures, particularly those influencing the
spike count strategy central to the SCP-based detector, e.g., the TTFS
encoding [148]. Additionally, more effort needs to be invested on overcom-
ing the limitations impacting the heatmaps generated by the relevance
attribution technique.

• Chapter 4. Out-of-Distribution Detection in Object Detection. The
current SOTA of unknown object detection is greatly dominated by the
two-stage object detectors retrained with a pseudo-labeling strategy for
unknowns. With the objective of studying this paradigm for the one-stage
models, we developed an unknown or OoD detection technique—FMap—
based on the internal activations of this kind of models, similarly to he pre-
vious chapter but attending to the particularities of this models (indepen-
dent strides), and improved it by employing SDR techniques. Additionally,
we designed an unsupervised method based on the feature maps extracted
from the input that enhances the localization of unknown objects, coined
as EUL. Furthermore, we studied the performance of the logits-based post-
hoc detection methods and the fusion of all examined methods (as in the
previous chapter), all for different possible configurations of the hyper-
parameters, finally comparing the best performing techniques against the
SOTA. Our research found that:

• Each version of the FMap algorithm has its strengths and weaknesses.
While the basic version maintains a balance between known and un-
known detection, SDR achieves results with superior unknown detection
and robustness. Conversely, EUL allows configurations of the vanilla
method with low unknown detection performance to enhance this as-
pect without sacrificing the known detection capabilities.

• Post-hoc methods achieve remarkable performance, demonstrating the
inherent ability of these one-stage object detection models to be robust.
When testing various combinations of these methods among themselves
and with FMap, it is clear that fusing similar types of methods does not
yield significant improvements. However, merging logits-based methods
with feature-based methods, our method in this case, leads to superior
performance.

• Compared to the SOTA two-stage models, one-stage models enhance the
detection capabilities for known objects, achieving more than acceptable
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performance in detecting unknowns. Additionally, the techniques pre-
sented in this chapter do not require retraining.

For the future, the FMap method could be tested with other SDR
techniques, as well as be improved by unifying the features of the different
strides. Furthermore, we are very interested in exploring different possibil-
ities of leveraging the feature maps extracted from every input. The EUL
algorithm was one of those possibilities, so we will continue developing
new techniques for exploiting the feature maps for the enhancement of the
robustness.

• Chapter 5. Out-of-Distribution Detection in Reinforcement Learning
with Sparse Rewards. In the realm of AI safety, OoD detection and adap-
tation have been relatively underexplored in RL. This chapter delves into
several OoD detection techniques and adaptation strategies for RL agents
operating in sparse RL environments, which involve introducing dynamics
previously unseen by the agent. The OoD detection strategies we explored
include one method that utilizes features extracted from the environment
by the agent (AP), and another that capitalizes on the forward dynam-
ics of intrinsic motivation techniques (FwD), which the agent employs to
encourage exploration in the absence of dense rewards. For OoD adapta-
tion, we evaluated various strategies to adjust the agent’s behavior to the
presence of OoD elements, exploring different levels of knowledge transfer.
These strategies ranged from transferring architectures and parameters of
the actor-critic and intrinsic motivation modules, to implementing a self-
supervised loss that aids in learning new representations when encoun-
tering OoD elements. The experiments were conducted in procedurally
generated environments using MiniGrid, where an agent was trained on a
specific distribution of levels and subsequently tested with a distinct dis-
tribution that included OoD elements. The main insights obtained from
this part can be abbreviated as follows:

• In OoD detection, the proposed methods (FwD and AP) demonstrate
satisfactory performance compared to standard post-hoc detection tech-
niques traditionally used for classification tasks.

• As for the adaptation to the OoD elements, the combined transfer of the
actor-critic and intrinsic motivation modules effectively preserves the
agent’s policy exploitation abilities while enhancing exploration in areas
with OoD elements. Additionally, while SSL approaches have shown
promise in other settings for developing robust representations, they ap-
pear less effective when the agent possesses disentangled representations,
especially when the impact of OoD elements on the agent’s behavior is
initially unknown.

Our findings point to promising future technical extensions. Firstly,
we plan to improve the performance of the AP and AP-A detection tech-
niques with a fine-grained characterization of the embedding space via
clustering to assess observations that potentially belong to different dis-
tributions of the state. Moreover, following the insights obtained in our
analysis in Figure 5.3, we will study the potential of combining the two
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proposed detection techniques (FwD and AP) to improve the detection
across various distances between OoD objects and the agent. Finally, we
aim to expand the coverage of our study towards high-dimensional state
spaces, where SSL methods can be actually beneficial to disentangle rep-
resentations [132, 147].

As subsequent extensions for this research, first we aim to enhance the
performance of the AP and AP-A detection techniques by implementing
a more detailed characterization of the embedding space using clustering.
Additionally, it will be interesting to explore the combined potential of
the two proposed detection methods (FwD and AP) to improve detection
performance across varying distances between OoD objects and the agent.
Lastly, new environments including high-dimensional state spaces must be
addressed, where SSL techniques may play a crucial role in disentangling
representations [132, 147].

6.1 Research Outcomes
As a result of the research conducted during the development of this PhD
Thesis, several contributions have been achieved in the form of publications
in conferences and journals, and public software repositories to stimulate
follow-up studies in the future. Details are provided in what follows:

• Journal publications:

– Aitor Martinez-Seras, Javier Del Ser, Jesus L. Lobo, Pablo Garcia-
Bringas, Nikola Kasabov, “A novel Out-of-Distribution detection ap-
proach for Spiking Neural Networks: Design, fusion, performance
evaluation and explainability”. en. In: Information Fusion 100 (Dec.
2023), p. 101943. issn: 15662535. doi: 10.1016/j.inffus.2023.10
1943 (IF: 14.7, Q1, 4/197 ARTIFICIAL INTELLIGENCE).

– Aitor Martinez-Seras, Javier Del Ser, Alain Andres, Pablo Garcia-
Bringas, “On the Inherent Robustness of One-Stage Object Detection
Models against Open-World Out-of-Distribution Data”, Neural Net-
works, under review, 2024.

• Conference contributions:

– Aitor Martinez-Seras, Javier Del Ser, and Pablo Garcia-Bringas.
“Can Post-hoc Explanations Effectively Detect Out-of-Distribution
Samples?” In: 2022 IEEE International Conference on Fuzzy Systems
(FUZZ-IEEE). ISSN: 1558-4739. July 2022, pp. 1–9. doi: 10.1109/
FUZZ-IEEE55066.2022.9882726.

– Aitor Martinez Seras, Javier Del Ser, and Pablo Garcia-Bringas.
“Efficient Object Detection in Autonomous Driving using Spiking
Neural Networks: Performance, Energy Consumption Analysis, and
Insights into Open-set Object Discovery”. In: 2023 IEEE 26th Inter-
national Conference on Intelligent Transportation Systems (ITSC).
pp. 5756–5763. doi: https://doi.org/10.1109/ITSC57777.2023.1
0422139.

10.1016/j.inffus.2023.101943
10.1016/j.inffus.2023.101943
10.1109/FUZZ-IEEE55066.2022.9882726
10.1109/FUZZ-IEEE55066.2022.9882726
https://doi.org/10.1109/ITSC57777.2023.10422139
https://doi.org/10.1109/ITSC57777.2023.10422139
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– Aitor Martinez Seras, Alain Andres and Javier Del Ser, “Advanc-
ing towards Safe Reinforcement Learning over Sparse Environments
with Out-of-Distribution Observations: Detection and Adaptation
Strategies”, 2024 International Joint Conference on Neural Networks
(IJCNN), Yokohama, Japan, 2024, pp. 1-10, doi: 10.1109/IJCNN608
99.2024.10650670.

• Software repositories:

A public software repository has been released for every technical con-
tribution of this Thesis to foster follow-up studies in OoD research:

– Chapter 3. Out-of-Distribution Detection in Image Classification
for Spiking Neural Networks. URL: https://github.com/aitor-m
artinez-seras/OoD_on_SNNs. Accessed on 09/24/2024.

– Chapter 4. Out-of-Distribution Detection in Object Detection. URL:
https://github.com/aitor-martinez-seras/OoD_in_Object_Det
ection.git. Accessed on 09/24/2024.

– Chapter 5. Out-of-Distribution Detection in Reinforcement earning
with Sparse Rewards. URL: https://github.com/aitor-martine
z-seras/ood-sparse-rl. Accessed on 09/24/2024.

6.1.1 Other Publications
Collaborations with other researchers have given rise to other publications
that relate partially to OoD, are not considered as an original contribution
of this Thesis:

• Javier Poyatos, Daniel Molina, Aitor Martinez-Seras, Javier Del Ser,
and Francisco Herrera, (2023). “Multiobjective evolutionary pruning
of Deep Neural Networks with Transfer Learning for improving their
performance and robustness”. In: Applied Soft Computing, 147, 110757.
ISSN 1568-4946. doi: 10.1016/j.asoc.2023.110757

• Aitor Martinez-Seras, Javier Del Ser, and Pablo Garcia-Bringas.
“Can Post-hoc Explanations Effectively Detect Out-of-Distribution Sam-
ples?” In: 2022 IEEE International Conference on Fuzzy Systems (FUZZ-
IEEE). ISSN: 1558-4739. July 2022, pp. 1–9. doi: 10.1109/FUZZ-IEE
E55066.2022.9882726.

• Javier Del Ser, Aitor Martinez-Seras, Miren Nekane Bilbao, Jesus
L. Lobo, Ibai Laña and Francisco Herrera, “Balancing Performance, Ef-
ficiency and Robustness in Open-World Machine Learning via Evolu-
tionary Multi-objective Model Compression”, 2024 International Joint
Conference on Neural Networks (IJCNN), Yokohama, Japan, 2024, pp.
1-8, doi: 10.1109/IJCNN60899.2024.10651338. (Best Paper Award,
IJCNN 2024).

• Erik B. Terres-Escudero, Javier Del Ser, Aitor Martinez-Seras, Pablo
Garcia-Bringas. (2024). “On the Robustness of Fully-Spiking Neural

10.1109/IJCNN60899.2024.10650670
10.1109/IJCNN60899.2024.10650670
https://github.com/aitor-martinez-seras/OoD_on_SNNs
https://github.com/aitor-martinez-seras/OoD_on_SNNs
https://github.com/aitor-martinez-seras/OoD_in_Object_Detection.git
https://github.com/aitor-martinez-seras/OoD_in_Object_Detection.git
https://github.com/aitor-martinez-seras/ood-sparse-rl
https://github.com/aitor-martinez-seras/ood-sparse-rl
10.1016/j.asoc.2023.110757
10.1109/FUZZ-IEEE55066.2022.9882726
10.1109/FUZZ-IEEE55066.2022.9882726
10.1109/IJCNN60899.2024.10651338


108 Chapter 6. Concluding Remarks

Networks in Open-World Scenarios using Forward-Only Learning Algo-
rithms”. IEEE Transactions on Neural Networks and Learning Systems,
under review, 2024

• Javier Del Ser, Aitor Martinez-Seras, Ibai Laña, Miren Nekane Bil-
bao, Panagiotis Fafoutellis, Eleni I. Vlahogianni, “On the Connection
between Neural Activations and Uncertainty in Object Detection Trans-
formers Using Topological Data Analysis”, 2024 IEEE 27th International
Conference on Intelligent Transportation Systems (ITSC), Edmonton,
Canada, September 24- 27, 2024.

6.2 Future Research Lines
This thesis concludes by outlining future research lines that have been
identified as interesting directions during the PhD Thesis:

SNNs are emerging as a promising model for the future, primarily due
to their low energy consumption when deployed on neuromorphic hardware
[26, 27, 28] and their intrinsic ability to process temporal inputs. Conse-
quently, advancing algorithms that enhance their robustness is crucial for
ensuring their effective implementation. A particularly promising research
direction involves the development of OoD detection algorithms that uti-
lize more efficient spike-timing-based encoding methods [30]. Additionally,
advancing OoD detection techniques for SNNs by directly testing them on
neuromorphic hardware, facilitated by platforms such as Lava [149] which
supports the Loihi chip [28], represents a significant stride towards their
practical application. Finally, OoD detection with SNNs in temporal or
spatio-temporal streaming data, such as brain EEG and fMRI data [150],
seismic data [31] or financial data [151] represents an innovative area for
further exploration.

Another exciting avenue opens up from our investigation of neural ac-
tivations. Throughout our technical contributions, we have extensively
utilized the activations from the feature extraction components of the
model, namely the feature maps. These feature maps have proven invalu-
able for OoD detection, being leveraged in diverse ways. Consequently,
recognizing their substantial potential to enhance model robustness, we
plan on developing research focused on conducting more exploratory and
comprehensive analyses in this area. In line with this, we have a forth-
coming publication titled “On the Connection between Neural Activations
and Uncertainty in Object Detection Transformers using Topological Data
Analysis”, listed within the collaborations conducted during this Thesis in
Subsection 6.1.1. This exploratory study examines the intricate relation-
ship between the cohesiveness of neural activation patterns across known
object categories, the model’s predictive confidence for such categories,
and the inherent semantics of the objects.

A further compelling area we have identified involves exploring the RL
paradigm for testing OoD detection algorithms, leveraging the variety of
available environments to design targeted experiments. According to the
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survey by [10], one of the foremost challenges in this domain is to establish
robust evaluation and benchmarking frameworks that more closely mirror
real-world conditions. We consider that RL environments and simulators,
which offer highly customizable settings and the ability to generate dis-
tribution shifts on demand (often through procedural generation), could
significantly advance these goals. That is, environments like CARLA [152],
environments that closely emulate real-world scenarios, could be employed
to not only generate realistic perturbations as demonstrated in [153], but
also enhance the practical relevance of the research outcomes.

In conclusion, this Thesis underscores that a broadening of the OoD
detection paradigm to encompass a wider range of tasks and model types
is needed, as also the survey [10] highlights. A prospective avenue for re-
search involves assessing the efficacy of post-hoc techniques within these
emergent paradigms and developing methods specifically tailored to en-
hance their performance. Although substantial progress has been made in
the field of OoD detection, it is imperative to push the boundaries of this
discipline towards uncharted territories to foster continued innovation and
improvement.
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Appendix A

Results of Ensembles in
Spiking Neural Networks

In this appendix, we show the tables with the results obtained by all the
tested ensembles.

A.1 Results of ensembles in color datasets
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A.2 OoD detection results for SNN with in-
creased depth

Table A.2: OoD detection scores corresponding to the FC-SNN architecture
with 𝐿 = 2 fully connected layers.

AUROC ↑ AUPR ↑ FPR95 ↓
ID

dataset
OoD

dataset
SCP
(ours) MSP ODIN Energy SCP

(ours) MSP ODIN Energy SCP
(ours) MSP ODIN Energy

MNIST
(97% acc)

FMNIST 85.76 85.57 87.16 86.40 86.79 83.79 86.59 87.27 60.73 58.38 59.08 67.25
KMNIST 91.43 91.41 92.10 91.19 91.74 91.79 92.17 91.33 39.63 48.81 42.97 47.24
Letters 87.96 87.26 87.99 86.89 87.80 86.20 86.97 86.37 49.71 58.87 55.34 62.66
notMNIST 97.41 82.30 82.30 77.11 97.76 80.49 80.49 74.44 10.71 68.61 68.61 79.02
omniglot 81.83 96.01 97.97 98.34 82.24 96.68 98.23 98.58 72.01 27.77 11.60 08.72
CIFAR10-BW 92.26 85.46 86.20 84.69 93.21 86.86 87.34 86.13 39.57 70.46 69.40 75.46

FMNIST
(83% acc)

MNIST 94.60 83.26 93.70 95.69 93.45 85.73 94.26 95.85 20.57 66.17 33.27 21.27
KMNIST 89.81 77.10 85.24 86.45 89.41 79.26 85.58 86.66 45.26 77.71 64.04 61.74
Letters 94.06 81.00 90.97 92.66 94.14 83.75 91.86 93.23 28.31 71.37 46.87 38.29
notMNIST 94.29 67.69 77.01 80.85 95.16 71.63 78.21 81.14 34.62 85.43 78.45 74.44
omniglot 81.58 88.06 95.67 97.28 77.71 88.51 95.56 97.28 59.30 50.79 20.41 12.00
CIFAR10-BW 79.90 52.31 68.27 75.53 83.78 64.79 74.69 80.03 85.64 96.01 92.53 90.52

KMNIST
(89% acc)

MNIST 77.28 83.84 85.35 84.89 78.85 86.20 87.26 86.96 69.90 53.45 44.99 47.75
FMNIST 78.36 84.41 84.41 77.08 80.04 87.68 87.68 81.86 68.49 55.48 55.48 71.94
Letters 82.23 84.99 86.54 85.87 83.04 87.70 88.73 88.24 59.82 53.03 43.49 46.78
notMNIST 95.68 79.61 79.61 75.00 96.21 82.14 82.14 78.10 12.30 63.42 63.42 75.35
omniglot 72.45 92.49 95.45 96.29 74.39 94.01 96.43 97.16 78.65 25.38 09.77 06.99
CIFAR10-BW 91.66 89.67 90.74 87.95 92.77 91.92 92.70 91.14 30.70 36.63 27.44 41.20

Letters
(89% acc)

MNIST 74.95 80.32 82.40 82.49 73.98 78.76 79.47 79.39 78.48 71.56 61.60 62.14
FMNIST 87.85 81.80 81.80 66.07 88.17 83.07 83.07 70.52 47.97 76.42 76.42 88.31
KMNIST 88.80 82.74 84.38 81.75 89.23 83.35 84.28 81.92 48.59 71.89 67.89 73.30
notMNIST 98.12 74.57 74.57 66.70 98.14 72.27 72.27 64.35 07.90 80.19 80.19 82.95
omniglot 84.65 93.75 97.66 97.84 86.91 94.23 97.88 98.05 73.25 33.94 12.99 11.47
CIFAR10-BW 98.21 71.32 71.32 50.54 98.41 75.89 75.89 60.61 07.46 91.11 91.11 98.78

Table A.3: OoD detection scores corresponding to the CNN-SNN architecture
with 𝐿 = 2 fully connected layers.

AUROC ↑ AUPR ↑ FPR95 ↓
ID

dataset
OoD

dataset
SCP
(ours) MSP ODIN Energy SCP

(ours) MSP ODIN Energy SCP
(ours) MSP ODIN Energy

MNIST
(98% acc)

FMNIST 95.47 88.32 89.85 88.52 95.96 88.22 89.40 88.22 21.28 53.85 44.14 49.56
KMNIST 95.55 90.83 91.70 91.28 96.02 90.62 91.13 90.65 20.42 46.69 39.71 40.91
Letters 90.18 83.60 84.19 83.87 88.26 78.88 78.46 78.20 35.61 54.41 50.13 51.22
notMNIST 96.27 85.94 86.80 86.79 96.70 83.07 84.11 84.11 16.44 53.70 50.28 51.14
omniglot 95.59 91.67 93.18 93.36 96.10 91.81 93.00 93.16 20.81 42.94 33.48 32.51
CIFAR10-BW 97.09 94.66 96.03 94.96 97.72 95.20 96.20 95.19 13.20 30.87 19.62 26.71

FMNIST
(82% acc)

MNIST 94.33 78.04 90.45 92.96 94.37 80.92 91.15 93.30 24.22 72.16 41.28 31.64
KMNIST 92.76 78.67 88.27 90.85 93.29 81.05 88.55 90.68 34.72 70.88 47.62 37.46
Letters 91.38 76.29 88.48 90.58 91.31 79.63 89.54 91.25 38.28 75.29 48.55 41.47
notMNIST 93.68 77.25 86.14 86.14 93.44 77.25 83.64 83.31 26.95 74.95 52.48 52.68
omniglot 94.68 79.66 89.85 92.47 94.96 82.78 90.65 92.90 24.31 73.41 45.13 35.59
CIFAR10-BW 85.68 82.16 88.50 89.58 85.63 84.33 89.08 90.02 58.43 66.38 48.84 44.91

KMNIST
(92% acc)

MNIST 89.19 88.92 90.57 90.49 90.80 90.51 91.80 91.69 28.61 31.88 23.16 23.79
FMNIST 83.02 88.06 91.24 91.86 86.92 90.95 93.24 93.66 54.23 40.40 24.22 22.84
Letters 92.07 88.72 90.81 90.95 93.61 90.61 92.18 92.28 18.26 34.76 23.09 22.90
notMNIST 90.85 88.20 89.45 89.22 92.41 90.35 91.18 90.91 23.56 36.08 28.65 30.06
omniglot 91.15 89.72 92.38 93.07 93.07 91.48 93.66 94.24 22.17 30.11 17.65 15.68
CIFAR10-BW 81.63 93.75 96.08 96.79 85.74 95.12 97.12 97.78 54.67 12.91 04.54 03.16

Letters
(90% acc)

MNIST 76.04 81.15 84.48 84.38 73.44 81.31 83.94 84.05 74.44 73.56 62.23 64.79
FMNIST 87.12 85.19 85.19 74.39 88.25 87.25 87.25 75.27 61.90 70.03 70.03 74.37
KMNIST 91.26 85.31 87.47 84.11 91.90 85.88 87.09 83.60 44.83 66.51 55.99 64.45
notMNIST 87.38 76.31 76.44 72.06 87.12 76.46 75.96 71.64 51.15 80.72 77.84 81.81
omniglot 93.32 87.76 92.07 91.95 93.99 88.02 91.44 91.17 36.86 58.40 37.39 36.73
CIFAR10-BW 96.88 88.67 88.67 73.60 97.56 91.55 91.55 81.54 17.69 73.17 73.17 97.13
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p(SCP) = 0.670

p(rope) = 0.025

p(ODIN) = 0.305

(a) FC-SNN

p(SCP) = 0.995

p(rope) = 0.000

p(ODIN) = 0.005

(b) CNN-SNN

Figure A.1: Posterior probability resulting from the Bayesian signed tests
computed over the paired AUROC scores attained by ODIN and the SCP-based
detector with (a) the FC-SNN architecture; (b) the CNN-SNN architecture. In

both cases 𝐿 = 2.
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Appendix B

Results on Unknown Object
Detection Benchmark

This appendix contains the tables with all the numerical results of all the
configurations tested in the Chapter 4.
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